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1. OBIIAA XAPAKTEPUCTHUKA ITPOI'PAMMBI ITPO®PECCUOHAJIBHOI'O MOAYJIA

1.1. Ob6aacTh NpUMeHeHHsI POTrPaMMBbI

PabGouass mporpamma mnpoPecCHOHATBHOTO MOIYNIs  «3amuTa
ABTOMATU3UPOBAHHBIX  CHCTeMaxX  MPOrPaMMHBIMH  H
CpeACTBAMM) SBJISIETCS 4YacThl0O NPUMEPHOW OCHOBHOW 0OOpa30BaTelIbHOW MpoOrpamMmbl B
cootrBercTBUU ¢ OPI'OC CIIO mo cnemumansHOocTH 10.02.05 «OGecneuenne wHGOPMAITMOHHON
0e30MacHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM)

1.2. leap 1 niiaHupyeMble pe3yJbTaTbl 0CBOCHHS NMPO(PecCHOHAIBLHOI0 MOLYJIsI
B pesynbrare nzydenus: npoecCUOHaIbHOTO MOAYJS CTYIEHT JOJKEH OCBOMUTH BHJ MPO-

uHpopmanuu B
NPOrPpaMMHO-aNNAPATHBIMHU

deccroHanbHON IEATENHHOCTH 3alUTa HHGOPMALMHU B AaBTOMATU3HPOBAHHBIX CHCTEMAaX MPo-
rPaAaMMHBIMHM ¥ MPOrPAMMHO- ANNAPATHLIMU CPEICTBAMHU U COOTBETCTBYIOLINE €My Mpodeccu-
OHAJIbHbIE KOMITETEHIUH:

Kona HaumeHoBaHHMe BUI0B 1eITeJIbHOCTH U MPodecCHOHATbHBIX KOMIIeTeHIMil

BA1 JKCIUIyaTalusi aBTOMATH3MPOBAHHBIX (MHGOPMAIMOHHBIX) CHCTEM B 3aIIMIIECH-
HOM MCIIOJIHEHHH

[IK 2.1. | OcymecTBisATh YCTAaHOBKY M HACTPOIMKY OTHAEIbHBIX IMPOTPAMMHBIX, MPOTPaMMHO-
anmnapaTHbIX CPEJCTB 3aIUTHl HHPOPMAIIH.

[IK 2.2. | O6ecnieunBaTh 3amUTy MHGOPMAIUU B aBTOMATHU3UPOBAHHBIX CHUCTEMAaX OTIEIbHBIMU
MIPOrpaMMHBIMH, IPOrPAMMHO-ANIAPATHBIMU CPEJCTBAMH.

IIK 2.3. | OcymecTBiaTh TeCTUpOBaHUE (PYHKUUI OTAEIBHBIX MPOrPaMMHBIX M HPOTrPAMMHO-
anmnapaTHbIX CPEJCTB 3aIMTHl HHPOPMAIIH.

[IK 2.4. | OcyuecTBisaTh 00pabOTKy, XpaHEHHE U Nepeaavy HHPOpMaIMH OTPaHUYEHHOTO J0CTY-
mna.

[IK 2.5. | YHnuToxxath MHGOpMaLMI0O U HOCUTENM MH(OPMALMU C HCIOIb30BAaHUEM IPOTPAMM-
HBIX ¥ IPOTPaMMHO-aINapaTHbIX CPEJCTB.

[IK 2.6. | OcymecTBISTh PETUCTPAIIMIO OCHOBHBIX COOBITUH B aBTOMATHU3MPOBAaHHBIX (MHGpOpMa-
IIMOHHBIX) CUCTEMax, B TOM YHUCIIE€ C MCIIOJb30BAaHMEM IMPOIPAMMHBIX M MPOTrPAMMHO-
anmnapaTHBIX CPEJICTB OOHApYXEHHs, MPEAYNPEeKIECHUS W JUKBUIAIUHU TMOCIEICTBUN
KOMITBIOTEPHBIX aTaK.

Copneprxanue npoheCCHOHAIBHOIO MOIYJISI COCTOMT U3 Habopa pa3aesioB, KaXAblil U3 KOTOPBIX CO-
OTBCTCTBYCT KOHerTHOﬁ HpO(i)eCCI/IOHaJIBHOI)’I KOMIIETCHIINHU NN HECKOJBKUM KOMIICTCHIIUAM U
HaIpaBJieH Ha pa3BUTHE HAOOpa YHUBEPCATbHBIX KOMIETEHIIUH.

JeckpunTopsl chopMHUPOBAHHOCTH KOMIETEHIUH 110 pa3zenam MpohecCHOHATBHOTO MOTYJIS.
Cnennduxanus IIK/ pazgenoB npogeccHOHAIBLHOTO MOLYJIs

Dopmupyemoie Kom- Has3zeanue pazoena
nemeHyuu Jeiicmeusn (0e- Ymenusn 3unanusn
CKpUnmoput)
IIK 2.1. Ocymects- | Pemenune 3agad no YCTaHaBIIUBATh, 0COOEHHOCTH U CIOCO-

JATh  YCTAaHOBKY H
HAaCTPOMKY  OTIEIb-
HbIX IPOTPaMMHBIX,
MIPOTPAMMHO-

aImapaTHbhIX CpPEJICTB

YCTaHOBKE, HACTPOM-
Ka MpOrpaMMHBIX
CPEICTB 3aIIMUThHI HH-
¢dopmanuu B aBTOMa-
TU3UPOBAHHOU CH-

HACTPaWBaTh, IPUME-
HATH IPOrPaMMHBIE U
IPOTPaMMHO-
anmapaTHbIe CPEICTBA
3aImuThl THGOPMAITIH;

OBI TPUMEHEHUS TIPO-
rPaMMHBIX U IIPOrpam-
MHO-aIIapaTHbIX
CpCACTB 3alllUuThl UH-
dbopmaru, B TOM YUC-




3aIUTEI
LUH.

nHpopma-

CTEMC

JIC, B OIICpallMOHHBIX
CUCTCMAX, KOMIILKOTCP-
HBIX CCTAX, 0azax JaH-
HBIX

[IK 2.2. Ob6ecneun-
BaTh 3aIIUTy HH)OP-
MallMd B aBTOMATH-
3UPOBAHHBIX  CHCTE-
Max OTIEILHBIMU
POrPaMMHBIMH,
IPOTPaMMHO-
anmapaTHBIMH  CpPe/I-
CTBaMHU.

Pemenue 3amau mo
00ecIeYeHnIo 3alu-
THI aBTOHOMHBIX aB-
TOMATU3UPOBAHHBIX
CUCTEM IIporpamm-
HBIMU U IIPOTPaMMHO-
anmapaTHbIMH Cpe/l-
CTBaMHU;
HCIIOJIB30BaHUE TTPO-
TpaMMHBIX U IIPO-
IPaMMHO aIlmapaTHbIX
CPEIICTB JIJIsl 3AIIUTHI
nH(pOpMaIUU B CETH

yCTaHABJIUBAThH
HACTpauBaTh CPECTBA
AHTUBHUPYCHOM 3aIUTHI
B COOTBETCTBHH C
PEIbSBISAEMBIMH TPE-
OOBaHUIMU,
yCTaHABJIUBATD,
HACTPaMBaTh, IPUMeE-
HATh IPOrPAMMHBIC U
IPOrpaMMHO-
arrmaparHble Cpe/CTBa
3alUThl HH(OPMAIIHH;

0COOEHHOCTH U CIIOCO-
ObI MPUMEHEHUS MPO-
rpaMMHBIX U TIPOTpaM-
MHO-aNIMapaTHbIX
CPEIICTB 3alIUTHI HH-
¢dbopmanuu, B TOM YHC-
Jie, B OIIepalliOHHBIX
cucTeMax, KOMITBIOTEP-
HBIX CeTsX, 0azax maH-
HBIX

I[IK 2.3. Ocymects-
JATh ~ TECTUPOBAHHUE
GYHKUIMA OTIEIBHBIX
MIPOrpaMMHBIX U TPO-

rpaMMHO-
anmnapaTHbIX CpEJCTB
3amuTel  uH(pOpMa-
LIUH.

Pemenue 3anau no
TECTHUPOBAHUIO (DYHK-
M, TNarHOCTHKA,
yCTpaHEHHE O0TKa30B
Y BOCCTAHOBJICHHC
paboToCIoCOOHOCTH
MPOrPaMMHBIX U TIPO-
rpaMMHO-
anmapaTHBIX CPEICTB
3a1uThl HH(QOPMALIUU

JTarHOCTUPOBATb,
YCTPaHSATh OTKA3bl,
obecmieunBarh paboTo-
CIIOCOOHOCTB M TECTH-
poBaTh (PyHKLINHU IIPO-
rpaMMHO-aInapaTHbIX
CpPEZCTB 3alIUTHI WH-
dbopmanuu

METO/TbI TECTUPOBAHUS
(byHKIUH OTACTBHBIX
MPOrPaMMHBIX U TIPO-
rpaMMHO-AIAPaTHBIX
CPE/ICTB 3aIIUTHI HH-
dbopmaruu

I[IK 2.4. Ocymects-
JATh 00paboTKYy,
XpaHEHUE U Tepeaavy
uHpOpMaIMKM  Orpa-
HUYEHHOTO JOCTYIIA.

pelIeHue 3aaay 3a-
muthl oT HCJI k mH-
dhopmaruu orpaHu-
YEHHOTO JIOCTYTIA C
MIOMOIIIBIO MTPO-
TPaMMHBIX U TIPO-
IrpaMMHO-
anmapaTHBIX CPEICTB
3amuThl HHpOpMa-
INH;

MIPUMEHEHHE JJICK-
TPOHHOM IOITHCH,
CUMMETPUYHBIX
ACUMMETPUIHBIX
KpunTorpaguueckux
QIITOPUTMOB H
cpeAcTB mudpoBaHus
TTAaHHBIX

MPUMEHSATH MPOTPaAMM-
HbIE U IPOrPaMMHO-
amnmapaTHbIe Cpe/ICTBa
JUISL 3aiIUThl KUHQOP-

Malliy B 0a3ax JaHHBIX;
MIPOBEPSITH BHINOJIHEHUE

TpeOOBaHU 1O 3aIIHUTE
nH(pOpMaLIUU OT He-
CaHKI[MOHUPOBAHHOTO
JOCTYTIA TP aTTeCcTa-
A 00bEKTOB UHPOP-
MaTu3aIuu 1o Tpedo-
BaHUSM 0€3011aCHOCTH
uHpOpMaINH;
PUMEHSITh MaTeMaTH-
YECKMM anmapar Juist
BBINOJIHEHUS KPUTITO-
rpaduueckux mpeodpa-
30BaHHI;
UCTIOJIb30BATh TUIIOBBIE
IpOrpaMMHBIE KPHUIITO-
rpaduuecKue cpesncTna,
B TOM YHUCJIE HJIEKTPOH-

0COOEHHOCTH U CIOCO-
ObI MPUMEHEHUS MPO-
TPaMMHBIX U TIPOTPaM-
MHO-aMIapaTHbIX
CpPE/CTB 3aIlIUThl UH-
¢dbopmanuu, B TOM YHC-
JIe, B ONIEPAIMOHHBIX
crcTeMax, KOMITBIOTEP-
HBIX CceTsX, 0a3ax JaH-
HBIX;

TUTIOBBIE MOJIEIN
YIIpaBJICHUS JTOCTYTIOM,
CpPEeZCTB, METO/IOB U
MPOTOKOJIOB UJIEHTH-
¢buKkanuu u ayTeHTUPu-
Kalluy;

OCHOBHBIE TTOHSTHUS
KpUNTOTrpaguu U TUTIO-
BBIX KpunTorpaduye-
CKUX METO/IOB U
CPEACTB 3allUThl UH-
bopmanuun




HYIO ITOAITHUCH

[IK 2.5.YHuurtoxarb
uHpopMaIu0 U HO-
CUTENH UHPOpPMaLUU
C  HCIOJIb30BaHUEM
MPOrPaMMHBIX H TIPO-
rpaMMHO-

anmapaTHbIX CPEACTB.

Pewenue 3anau yué-
Ta, 00paboTKH, Xpa-
HEHUs U Tiepeaadn
nHpopMauu, It
KOTOpPOM yCTaHOBJIEH
PEeXUM KOH(DUICHIIN-
AITBHOCTH

IPUMEHSTH CPEICTBA
rapaHTHPOBAHHOTO
YHUYTOXXECHUSI HHPOP-
Manuu

0COOEHHOCTH U CIIOCO-
OBl IPUMEHEHUS TIPO-
PaMMHBIX U IPOTPaM-
MHO-aIapaTHbIX
CpPE/ICTB rapaHTUPOBaH-
HOT'O YHUYTOXKCHHUS
uHpopMauu

IIK 2.6.

Ocy1ecTBIsSITh peru-
CTpAlli0  OCHOBHBIX
coObITHII B aBTOMa-
TU3UPOBAHHBIX  (MH-
(GhOpMaIMOHHBIX) CH-
CTeMax, B TOM YHCIIe
C  HCIOJb30BaHHEM
IPOTPAMMHBIX U IIPO-

IrpaMMHO-
anmapaTHbIX CPEICTB
oOHapyXeHHs, TIpe-
JYIPEKJACHUS U JIUK-
BUJallUN IIOCJIC A -
CTBHH  KOMIIBIOTEP-
HBIX aTak.

pabota ¢ mojcucre-
MaMU pEeTUCTpaIin
COOBITHI;
BBISIBJICHHUE COOBITUM
U UHIHIEHTOB 0€3-
OIIACHOCTH B aBTOMa-
TH3UPOBAHHOM CH-
cTeMe

YCTaHABIIUBATh,
HACTpauBaTh, IpUMeE-
HSTh [IPOrPaMMHBIE U
IIPOrpaMMHO-
anrnapaTHbIEe CpPEICTBA
3a1UThl HH(OPMALIUN;
OCYIIECTBJISATH MOHUTO-
PHHT M PETUCTPALIHIO
CBeJIeHH, HE0OX0IH-
MBIX JUISl 3aLUThI 00b-
eKTOB MH(pOpMaTH3a-
IIUH, B TOM YHUCIIE C UC-
10JIb30BAHKEM IIPO-
IpaMMHBIX U IPOrpaM-
MHO-aIlMapaTHbIX
CpeAcTB OOHApyKEHUs,
MpenynpexIeHus u
JMKBUJIALUU TIOCTEN-
CTBHM KOMIIBIOTEPHBIX
aTaKk

THUIIOBBIC CPEJICTBA U
METO/BI BeICHUS ay/Iu-
Ta, CPE/ICTB U CIIOCOOO0B
3alIUThl HH(OPMAINHU B
JIOKAJIBHBIX BBIYMCIIH-
TEJBHBIX CETSX,
CPEIICTB 3alIUTHI OT He-
CaHKIIMOHHPOBAHHOTO
J0CTyIa




2 CTPYKTYPA U COAEP KAHUE NIPO®ECCHUOHAJIBHOI'O MOAYJIA

2.1 CTpykrypa npogeccHOHAIbHOT0 MOTYJIA

O0bEéM BpeMeHN HA 0OCBOEHHE MEKIUCIUILIMHAPHOIO Kypca IIpakTnka
(xkypcos)
Oobs3aTesibHAst AyIUTOPHAA yyeOHAasI CamocrosiTesbHasI
HanMenoBamHme HArpy3ka o0y4aromerocs padora o0y4aro-
Koab! nmpogec- erocst
pasaesoB npogec- | Bceero IIpousBoacrBeH-
CHOHAJIbHBIX B T.Y. Yueo-
N CHOHAJIBHOIO MO- | YacoB B T.4., Has (1o npoduiiro
KOMIeTeHI Ui J1abopaTopHbIe B T.4., Kyp- Hal,
AyJIst . Kypco- ClenuaJIbHO-
Bcero, padoThI U coBoii mpo- | Bcero, . 4acoB
BOM CTH),4acoB
4acoB NpaKTHYeCKUe eKT 4acoB
MPOEKT,
3aHATHS, 4acoB
4acoB
4acoB

IIK 2.1-2.6 MJIK 02.01 Ipo-
OK.1-4,0K. 9 rpaMMHO-

annaparHble

cpeacTsa obecre- 518 348 140 170 30 34 34

4YeHus1 HHpopma-

IIMOHHOM 0e30mac-

HOCTH
IIK 2.4 MJIK 02.02 Kpun-
OK.1-4,0K. 9 Torpadpuueckue

cpeacTBa M MeTo- 142 100 48 42 34 34

AbI 3aIIUTHI HH-

(popmannu
i Y4eOHas npakTH- 79

Ka
1111 IIpousBoacTBeH- 72

Hasl NPAKTHKA

Bcero: 804 592 | 188 212 | 30 72 72




2.2 TemaTudeckuii mian npogeccuoHaabHoro moxayJs (IIM)

HaumeHoBaHue pa3jie/ioB
npo¢eccuoHATBLHOI0 MO-

nyas (TIM), MexaeI- Coaeprxanue yueOHOIro MaTepuaJa, JaboparopHble padoThl M NPAKTHYECKHE 3aHATHSA, CAaMOCTOATEb- | O0beM
ILIMEAPHBIX KyPCOB Hasi padoTa o0yuyawuerocsi, Kypconasi pabora (IpoeKr) 4acoB
(MIK) u Tem
1 2 3
M/IK.02.01. IIlporpaMmMHoO-annapaTHble cpeacTBa odecnevyeHns HHPOPMALMOHHOM 0e3011aCHOCTH 348
Pa3nea 1. IlporpamMHbIe M IPOrpaMMHO-aNNapaTHbIE CPeCTBa 3aIMTHI HHPOPMALMHU 64
Tema 1.1. [Ipeamer u 3ana- | Conep:xkanue 6
Yy [IPOrPaMMHO- [Ipeamer u 3a1a4n TPOTPaMMHO-aNMAPaTHON 3aIIMTH HHPOPMALIUU
armapaTHOM 3alUThl HH- OCHOBHBIE OHATHS IPOrPAMMHO-ANIAPATHON 3alMThI HH(OpMALUU
(opmaunn Knaccugukaius MeTo10B U CpeACTB IPOrpaMMHO-aIapaTHON 3aIIUThl HHPOPMAaLUU
Tema 1.2. Crangaptel 6e3- | Cogep:kanue 6
OIIaCHOCTH HopmatuBHbIe TpaBOBbIE aKThl, HOPMAaTUBHBIE METOINYECKHE JOKYMEHTHI, B COCTaB KOTOPBIX BXOJAT TPeOO-
BaHUS U PEKOMEH/IAIUH I10 3aLUTe HHPOPMALUHU IPOrPAaMMHBIMH U IPOTPAMMHO-aNIapaTHBIMK CPeJICTBA-
Mmu. [Ipodunu 3auThl TPOrpaMMHBIX U IPOTPAMMHO-ANIapaTHRIX CPEJCTB (MEKCETEBBIX IKPAHOB, CPECTB
KOHTPOJISl CheMHBIX MAIIMHHBIX HOCUTENEH HH(OpMAIH, CPEACTB JOBEPEHHOM 3arpy3KH, CPEJICTB aHTUBU-
PYCHOI 3aIIUTHI)
CranaapTsl 10 3amuTe HHPOPMALIUHU, B COCTaB KOTOPBIX BXOAAT TPEOOBAaHUS U PEKOMEHIAIUH T10 3alUTe
MH(}OpMallii TPOrpaMMHBIMU U TPOrPaMMHO-aIMAPATHBIMU CPEACTBAMH.
TemaTuka NpaKTHYECKUX 3aHATHH M 1a00PATOPHBIX padoT 4
0O0630p HOPMaTUBHBIX IPABOBBIX aKTOB, HOPMATUBHBIX METOANUYECKUX JTOKYMEHTOB IO 3alllUTe HHPOPMAIIIH,
B COCTaB KOTOPBIX BXOJAT TpeOOBaHUS U PEKOMEHAINH 10 3aIlUTe MH(OpMAIMK TPOrpaMMHBIMU U TIPO-
rpaMMHO-aIMapaTHBIMU cpefcTBamMu. PaboTa ¢ cofepkaHueM HOPMATHBHBIX MPABOBBIX aKTOB.
0630p crangaptoB. Pabora ¢ coaepxaHueM CTaHAApTOB
Tema 1.3. 3auunieHHas Conep:xanue 8

ABTOMAaTU3HWPOBAaHHAsA CHU-
cTeéMa

ABTOMaTH3aIus nporecca 00padboTku HHPOPMAITHH

[TousTue aBTOMaTI/IBI/IPOBaHHOﬁ CHUCTCMBEI.

OcoOeHHOCTH ABTOMATU3HUPOBAHHBIX CUCTCM B 3allITUIIICHHOM UCITIOJIHCHHUHU.

OcHoBHble BUabl AC B 3aIUIIEHHOM HUCIIOJIHEHNUH.

Metoasl co3gaHus 0e30IMaCHBIX CHCTEM




MeTto0510T1s IPOEKTUPOBAHMSI FTAPaHTUPOBAHHO 3aiuieHHbIXx KC

JIucKpennoHHbIE MOJEIN

MaHngaTHbIe MOAETN

TeMaTuka NPaAKTHYECKHUX 3aAHATHH U JIA0OPATOPHBIX padoT

18

VYuer, 00paboTka, XpaHeHue u nepegada napopmarmn B AVC

Ol"paHI/ILIeHI/IC J0CTYIIa Ha BXOI B CUCTCMY.

Nnentudukanus u ayreHTUGUKAINS TT0JIb30BaTEIICH

Pasrpannuenue nocryna.

Peructparus coObITuii (ayaur).

KoHTpOJIb 1IEIOCTHOCTH TAHHBIX

YHUYTOXKEHHE OCTATOYHON HHPOpMAIIH.

Ynpasnenue noautukoil 6ezomnacHocty. 11labmonsl 6e30macHoCTH

Kpunrorpaduueckas 3amura. O630p nporpamm mu@poBaHus JaHHBIX

Ynpasnenue nonutnkoit 6ezonacHoctu. [1labnonsr 6e3onacHocTH

Tema 1.4. Jlecrabuimsu-
pyroliee BO3ACHCTBUE Ha
00BEKTHI 3aIUTHI

Conep:xanue

Hctounuku z[eCTa6HnH3prI0mero BO3JICHCTBUS Ha 00BEKTHI 3alIUThI

Crioco0bI BO3ICHCTBHS HA WH(OPMAIIHIO

HpI/I‘II/IHH " YCJIOBUS ,HeCTa6I/IJ'II/ISI/Ipy}OH_[eFO BO3JCHUCTBHUS Ha I/IH(pOpMaI_[I/II-O

TemaTnka NpakTHYeCKUX 3aHATHH U J1a00PATOPHBIX padoT

Pacrnipenenenne kaHajoB B COOTBETCTBHH C HCTOYHUKAMHU BO3JICMCTBHS HA HH(OPMALIHIO

Tema 1.5. [IpuHuune! npo-
IrPaMMHO-aIIIapaTHOM 3a-
LIUTH HTHPOPMAIUH OT He-
CaHKLIMOHMPOBAHHOI'O JI0-
cTyna

Conep:xanue

10

[ToHsITHE HECAHKIIMOHMPOBAHHOTO TOCTYyNa K HHPOPMAaIUH

OcHoBHbIe 0aX0/b!I K 3amuTe nHpopmanuu ot HCJJ

Opranuzanus goctyna K ¢aiiinaM, KOHTPOJIb AOCTYNA U pa3rpaHUYEHHUE JIOCTYIa, HepapXUUECKUI JOCTYI K
daitnam. @ukcanus goctyna K Qaiinam

I[OCTYH K JaHHBIM CO CTOPOHBI IIpoHecca

OcobeHHocTH 3aMUTH JaHHBIX OT u3MeHeHus. ludposanue.

TemaTuka NpaKTHYECKUX 3aHATHI M J1a0OPATOPHBIX padoT

Opranu3zanusg goctyna K daiinam

OSHaKOMHCHI/IG C COBPEMCHHBIMU ITPOTPpaMMHLBIMU U ITPOTrPpaMMHO-aAIIApaTHBIMU CPEACTBAMU 3AIHUTHI OT
HCJT

Pa3nes 2. OcHOBBI KOMIIBIOTEPHOI 0€30IACHOCTH

100

Tema 2.1 Be3omacHocTh

\ Conep:xanue




KOMITBIOTEPHBIX CHCTEM.
OCHOBHBIE TOHATHUA U

[ToHsITHE U TIOIOKEHUS KOMIIBIOTEPHON Oe30macHoCTH. VICTOpUS M MPEANOChUTKA BOSHUKHOBEHUS TIPO0IIe-

oTpeeNneHus MBI, aKTYaJIbHOCTbh U BaKHOCTb.
Tema 1.2 Ananus yrpos Conep:kanue 4
Oe3onacHOCTH KoMIbloTep- | [ToHsTHE, cucTeMHast Kiaaccu(UKanus U 00Iuil aHanu3 yrpo3 6e30nacHOCTH HHPOPMAIIUH.
HBIX CUCTEM
Tema 1.3 Cocrosaue u Conep:xanue 4
IIPOrHO3 pa3BUTHsA KOMIIb- | COoCTOSSHUE M IPOTHO3 Pa3BUTHA KOMIIBIOTEpHOW Oe3omacHocTu 3a pyOexom. CocCTOsIHHE KOMIbIOTEPHOM
I0OTEPHON OE30MaCHOCTH B 6e3onacHoctu B Poccuu:
Poccun u 3a py6esxxom - 0COOEHHOCTH IKOHOMHUYECKOTo pa3Butus Poccuu

- TOKa3aTeIN SKOHOMUYECKOM 0€30MacHOCTH U €€ BIUSHIE Ha KOMIBIOTEPHYIO O€30MIaCHOCTh KOMITBIOTEP-

HoMt OezonacHocTH Poccuun. OcHOBHBIE yrpo3bl Oe3onacHocTH Poccnu B nHGOpMaIimoHHo# cdepe.
Tema 1.4 Metozst obecnie- | Comep:kanue 8
YCHHS KOMITBIOTEPHOI 0€3- | HapGonee BaskHbIE aCIIEKThI 1po0GIieMbl 0€301aCHOCTH KOMIIBIOTEPHBIX TEXHOIOIHA:
OMacCHOCTH - sammmenHsie OC u ceprudunuponannsie DCTIOK cpenctsa 3ammrtsl ot HC/,

- KpunrorpaduyecKkrue METOIbI 3alTUTHl U AHTUBUPYCHAS 3aIUTA;
- 3alMTa IpOrpaMMHOro obecredeHHsi OT HEeCAaHKIMOHHUPOBAHHOTO KONMMPOBAHUS M KOPIOPATUBHBIX
cetelt ot yrpos u3 Internet;

3allIMTa LIeTed MUTaHWs U KaHAJIOB MepeJauyM TaHHbIX.
Tema 1.5 Mogens yrpos u | Conep:xanue 4
MIPUHIIMIIBI O0eCTIeUeHUs JKv3HEeHHBII UK TPOTrPaMMHOTO O0ecTieueHusl KOMIBIOTEPHBIX CUCTEM. TeXHOIoru4ecKast U SKCIITyaTalu-
oe3zomacHocth 110 komIb- | oHHas 0€30MacCHOCTh. YTPO3bl 0€30MaCHOCTH MPOTPAMMHOT0 00ECIICUECHUS U TIPUMEPBI UX PEeaU3aIliH B CO-
FOTEPHBIX CUCTEM BPEMEHHOM KOMITBIOTEPHOM MHpPE
Tema 1.6. 3amuicHHAbIC Conepxanne 6
OIIEpaIIMOHHBIE CUCTEMBI Knaccudukanus u rpymnmsl yrpo3 onepannoHHbix cucteM (OC). [Tonstie u koMrnoHeHTs! 3amuiieHHoi OC.

[Toaxomasr k moctpoenwnto 3amunieHHbIX OC. [Toacucrema 3amutel OC. CpeacTsa 1 MeXaHU3MBbI 0€30MacHO-

cru B OC Unix, Windows.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT

Hactpoiika MmexanuzmoB 6e3omacHoctu OC Windows 16

Hactpoiika Mmexanu3zmoB 6e3omacHoctu OC Linux
Tema 1.7 IIpunuunsl no- Conep:xxanue 4

CTPOEHHS CUCTEM 3alUThI
KOMIBbIOTEpHON HH(pOpMa-
002078

Knaccudukanus tpeboBanuii Kk cucremam 3aiiuthl. @opmann3oBaHHble TpeOOBaHUS K 3alUTe MHPOpPMALUH
ot HC/I- cuctema HOpMaTUBHBIX TOKyMeHTOB B Poccun u 3a pybexxom. Ob1ue noaxo/ sl K HOCTPOSHHUIO CHU-
CTEM 3allIUThl KOMIIbIOTEPHON HHpOpMau
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Tema 1.8 OreyecTBEHHBIE U
3apyOeKHbBIE CTAaHAAPTHI B
00JIaCTH KOMITBIOTEPHOM
0e30macHOCTH

Conep:xanue

3apyOexHble CTaHIaPThl B 001aCTH KOMIIBIOTEPHON OE€30MMaCHOCTH

- Oprasbl, OTBEYaroIue 3a KoMIbloTepHyto 6e3omacHocts B CIIA u EBpone

- cucrteMa HopMaTUBHBIX JoKyMeHTOB CIIIA B o6iacTu KOMIBIOTEPHOI 0€30MaCHOCTH.
Poccuiickue cranaapTsl B 00J1aCTH KOMITBIOTEPHOI 0€30MacHOCTH:

- OpraHbl, OTBEYAIOIIKE 32 KOMIIBIOTEPHYIO Oe30macHoCTh B Poccun
0030p pykoBosux gokyMeHToB DCTOK B 001aCTH KOMITBIOTEPHON OE30ITACHOCTH.

Tema 1.9 Ceptudunmpo-
Banable DCTOK cpencrra
3amuthl oT HCJ,

Conep:kanue

OCHOBHBIC MMPUHOMUIILI 3aIUTHI HHq)OpMaHI/IH. HaBHa‘-ICHI/Ie, BO3MOXXHOCTH U Knaccmbm{aum{ CUCTEM 3allu-
Tbl KOMIIbIOTCPOB OT HCI[ OCHOBHBIE MPOU3BOJAUTCIIN U UX INPOAYKI U

Tema 1.10 Cucrema 3amu-
th1 oT HCJI Secret Net

Conep:xanue

OCHOBHBIE (bYHKL[I/IOHaJ'IBHBIe BO3MOXHOCTHU U XapPaAKTCPUCTHUKMU. CocraB n CTPYKTYypa CUCTCMbIL

TeMaTuka NPAKTUYECKHUX 3AHATHH U J1A00PATOPHBIX padboT

Beenenue B cuctemy 3anmutsl ot HCJ] Secret Net. YcranoBka, 0OHOBIICHHE, YIaJICHUE CUCTEMBI 3aIIUTHI OT
HCJI Secret Net

Hactpoiika cuctemsr 3amutel ot HCJI Secret Net. O6uue mapaMeTpsl CHCTEMBI

Hacrpoiika npaB gocTyna aJMHUHHUCTpaTOpa U nojb3oBarenelt cucremsl 3anmtel oT HC/L Secret Net
YmpasieHue gocTynaM kK pecypcam B cucteme 3amuthl oT HCJL Secret Net

ITpoTokonupoBanue u ayaut B Secret Net

16

Tema 1.11 Cucrema 3amu-
o1 or HCJI Dallas lock

Conep:xanue

OcHOBHBIC (l)yHKLII/IOHaJ'IBHBIe BO3MOJXHOCTHU U XapPaKTCPUCTHUKHU. CocraB u CTPYKTYypa CUCTCMBbIL

TemaTnka NpakTHYeCKUX 3aHATHH M J1a00PATOPHBIX padoT

Beenenue B cuctemy 3anmtsl or HCJI Dallas lock. YcranoBka, 0OHOBIICHHE, yIaICHHE CHCTEMBI 3aLIUTHI OT
HC]JI Dallas lock

Hactpoiika cuctemsl 3aumtsl or HCJI Dallas lock. O6uiue napameTpst cuctemsr

Hacrpoiika npaB g0CcTyma afMHHHACTpaTOpa U mojb3oBareneii cuctemsl 3amutsl or HCJT Dallas lock
VYnpasnenue noctynam kK pecypcam B cucteme 3amutsl ot HCJ[ Dallas lock

[Tporokonuposanue u ayaut B Dallas lock

18

Pazgea 3. 3amura uHgopMaluu B ABTOMATH3UPOBAHHBIX MH(POPMALMOHHBIX CHCTEMax

184

Tema 3.1. OCHOBBI 3aIIUTEI
ABTOHOMHBIX aBTOMAaTHU3U-
POBAHHBIX CUCTEM

Coaep:xanue

Pa6orta aBroHOMHO# AC B 3aIIUIIIEHHOM PEKUME

Anroput™m 3arpy3ku OC. llITaTHbIE CpeaCcTBa 3aMBIKAHUS CPEIBI

Pacmmpenne BIOS kak cpeicTBO 3aMbIKaHMsI TPOrPaMMHOI cpeJibl
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CucreMbl TUMA DIEKTPOHHBIN 3aMOK. 93 C MPOBEPKOM LIEIOCTHOCTU MporpammMHoi cpeabl. [lonsitue AMJI3
(noBepeHHas 3arpys3ka)

HpI/IMeHeHI/Ie 3aKJIaJI0OK, HAITPABJICHHBIX HA CHHUXKCHHC 3(1)(1)GKTI/IBHOCTI/I CpEACTB, 3aMBIKAIOIUX CPEOY.

Tema 3.2.3amura
MIPOrPaMM OT U3YUYCHHS

Conep:xanue

N3yuenue u obpaTHoe nmpoektupoBanue [10

Crnioco6s1 n3ydenus [10: craTnueckoe M TMHAMHYECKOE H3yUCHHE

33.,[[21‘-11/1 3alIUTHI OT U3YUYCHUA U CHOCOOBI UX PCIICHUA

3amura OT OTIaAKH.

3ammra oT Au3acceMOIMPOBAHUS

38.H_II/ITa OT TPAaCCUPOBKH I10 IIPCPLIBAHUSM.

Tema 3.3. BpenonocHoe
porpaMMHOE o0ecreueHue

Conep:xanue

BpenonocHoe nporpammHoe obecrieueHne Kak 0coOblil BIJ pa3pylIalouX BO3AeHCTBHIMA

Knaccugukarus BpegoHOCHOTO IporpaMMHOro obecnieueHust. Cxema 3apakenust. CpencTBa HeHTpanu3anuu
BpenonocHoro [10. [Ipodunaktika 3apaxeHus

IMouck cienos aktuBHOCTH BpeaonocHoro I10. Peectp Windows. OcHOBHBIE BETKH, cojeprxaiiue HHdopma-
o o BpernonocHoM I10. [Ipyrue o0bekThI, copepxaiue nHpopMainio o BpeonocHoM 10, daiiibt
prefetch.

bot-nersl. [Ipuanun ¢ynkumonupoBanus. Metonbl oOHapyKeHUs

Knaccugukaius aHTUBUPYCHBIX cpeAcTB. CUTHATYPHBIN U ABPUCTHUECKUI aHAIIN3

3amuTa OT BUPYCOB B "py4HOM pexume"

OcHOBHBIC KOHICIIINU IMOCTPOCHUS CUCTCM aHTHBHPYCHOﬁ 34U THI Ha IPECATNIPUATHN

TemaTnka NpakTHYeCKUX 3aHATHH U J1a00PATOPHBIX padoT

[MpumeneHwus cpeacTB uccienoBanus peectpa Windows [uist HaX0XJISHHs CIISI0B aKTHBHOCTH BPEIOHOCHOTO
I10

Tema 3.4. 3amura
MPOrpaMM U JIaHHBIX OT
HECaHKIIMOHUPOBAHHOTO
KOMTUPOBAHUS

Conep:xanue

HecanknmonnpoBanHoe konuposanue nporpamm kak tun HCJ{

IOpI/I)II/I‘IeCKI/Ie ACIICKTbl HCCAHKIIMOHWUPOBAHHOI'O KOITMPOBAHUS IIPOTpaMM. O6HI€€ IIOHATHUEC 3allIUTHI OT KO-
IMUPOBAHUS.

ITpusaska [10 k annapaTHOMY OKPYXEHHUIO M HOCUTEIISIM.

3anMTHBIE MEXaHU3MBI B COBPEMEHHOM ITpOrpaMMHOM obecnieueHnn Ha npumepe MS Office

TemaTnka NpakTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

3aHH/ITa I/IH(i)OpMaHI/II/I OT HCCAHKINUOHHUPOBAHHOI'O KOITMPOBAHUA C UCITIOJIB30BAHHUEM CIICHUATIU3UPOBAHHBIX
IMPOrpaMMHELIX CPCACTB

3aluTHBIC MEXaHU3MbI B ipuiioxkenusx (aa npumepe MSWord, MSExcel, MSPowerPoint)

Tema 3.5. 3amura

Conep:xanue
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nH(popManuu Ha
MaIIMHHBIX HOCUTCIIAX

[TpoGnema 3amuThl OTYYK1aeMbIX KoMIoHEHTOB [I19BM.

MeToap! 3amuThl THPOPMAIMHN Ha OTYYKJaeMbIX HocuTensix. Hludposanue.

CpencTBa BOCCTaHOBJICHUST OCTaTOUHOM MHbopManyu. Co3naHue NoCeKTOpHbIX 00pa3zoB HXKM/I.

[TpuMeHeHne cpeicTB BOCCTAHOBJICHUSI OCTATOYHON HH(OPMAINK B CyJeOHBIX KPUMUHATUCTUYECKHIX IKC-
HepTU3ax U MpU paccieioBaHuK HHIMIeHTOB. HopmaTuBHas 6a3a, JOKYMEHTUPOBAHHE PE3Y/IbTaTOB

be3Bo3BpaTHOE ynasieHHe JaHHBIX. [[pUHINIIBI U AITOPUTMBI.

TemaTuka MPAKTHIECCKUX 3aHATHI 1 J'[aﬁ()paTOpHLIX pa60T

10

[TpumeHeHue cpecTBa BOCCTAHOBIICHUS OCTAaTOYHON HH(OpMaIK Ha mpuMepe Foremost unu ananora

[IprMeHeHne criennaIu3uPOBaHHOTO IPOTPAMMHO CPEJCTBA JJIsi BOCCTAHOBJICHHUS yIAJICHHBIX (DailIoB

HpI/IMeHCHI/Ie IIporpamMm JJist 6C3B03BpaTHOI‘O YAAJICHUS JaHHBIX

[Tpumenenne nporpamMm asist U(GPOBAaHUS TAaHHBIX HA ChEMHBIX HOCHUTEIISX

Tema 3.6. AnnaparHbie
cpeacTBa uIeHTH(PHUKAINN
U ayTeHTUUKAIUU
II0JIb30BaTENIECH

Conep:kanue

TpeboBaHwusI K anmapaTHBIM CPEeICTBAM WIACHTU(UKAIIUKN U ayTeHTU()UKALIUH TT0JIb30BaTeNeH, TPUMEHIEMbIM

B O3 u AIIM/I3

VYcrpoiictea Touch Memory

Tema 3.7. Cucremsbl
oOHapyKeHHsI aTakK U
BTOP>KCHUI

Conep:xanue

COB u COA, otnnuus B pyHkimsax. OcHoBHbIE apxutekTypsl COB

Vcnonp3oBanue cereBbix cHUu(GepoB B kauectee COB

Arnmnapartssiii komnoHeHT COB

[Tporpammusiii komnoneHT COB

Mopnenu cucreMbl 0OHapy»keHust BTopkeHuit, Kiaccugukanus cuctem o6HapykeHus: BropxeHuil. O6Hapy-
xeHue curHaryp. OOHapyskeHre aHoManui. J[pyrue MeToibl 0OHapyKeHHUsI BTOPIKEHHI.

TemaTnka NpakTHYeCKUX 3aHATHH M J1a00PATOPHBIX padoT

MOI[GJ'II/IpOBaHI/IC IMPOBCACHUS aTAKU. I/I3yquI/Ie HHCTPYMCHTAJIbHBIX CPCJACTB O6Hapy)KeHI/I$I BTOp)KeHI/Iﬁ

Tema 3.8. OcHOBEI
MOCTPOCHHMS 3alUIICHHBIX
cereit

Conep:xanue

CeTI/I, pa6OTaIOH_II/IC 110 TCXHOJIOTHU KOMMYTAllUHN ITaKCTOB

Crex ipotokosioB TCP/IP. OcobeHHOCTH MapIIpyTH3AIIHH.

IITatHble cpeacTBa 3auIuThl HHPOpMalmu creka npotokosnos TCP/IP.

CpencrBa HACHTU(HUKALIUK U ayTeHTH()UKAIIMK Ha pa3HBIX ypoBHsX nporokona TCP/IP, noctouHcTBa, HEmo-
CTAaTKH, OTPaHUYCHUSI.

Tema 3.9. Cpencra
opranuzanuu VPN

Coaep:xanue

Bupryanbnas yactHas cetb. DyHKIMM, HA3HAYEHUE, IPUHIINAI IOCTPOCHHUS

Kpunrorpaduueckue u Hekpuntorpapuueckue cpeacrra oprauuzanuu VPN

YcerpoiictBa, o6pasyromue VPN. Kpunromapupyrusatop 1 KpuntopuibTp.

Kpunropoyrep. IIpuHnnmnel, apXxutekrypa, MOJENIb HApYUIUTENS, JOCTONHCTBA U HEJOCTATKH
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Kpuntodunerp. [IpuHuumnel, apxurekrypa, MoJieib HApYIIUTENS, JOCTOMHCTBA U HEOCTATKU

TemaTuka MPAKTHIECCKUX 3aHATHI 1 J'[aﬁ()paTOpHLIX pa60T

PazsepTriBanue VPN

Tema 3.10. OOecneuenue
0e30macHOCTH
MEKCETEBOIO
B3aUMOJICUCTBU

Conep:xanue

10

MeTo/1p1 3a1uThl HHGOPMAIUU IpU pabOTe B CETAX 00IIEro AOCTyMA.

MesxceteBbie skpanbl Trmna firewall. JloctonncTBa, HeOCTaTKH, peali3yeMbIe MOJUTHKH 0€30IMaCHOCTH

Ocuosusle Tumnsbl firewall. Cummerpuunsie u Hecummerpuunsie firewall.

VYposens 1. [TakeTHbie QrIIBTPHI

YpoBeHb 2. OuibTpanus Ciry:k0, MOMCK KIIFOUEBBIX CJIOB B TEJIE MAKETOB HA CETEBOM YPOBHE.

Yposens 3. Proxy-cepsepa NpukiagHOrO YPOBH

OnnoxocToBble 1 MynbTHXOCTOBBIC firewall.

OCHOBHbIE THITBI APXUTEKTYp MyabTuX0CTOBBIX firewall. TpeGoBaHus K KaXIOMy XOCTY HCXOJIsl M3 apXUTEK-
TYPHI ¥ BBIIOJTHSIEMBIX (DYHKIUH

TpeGoBanus Mo cepTUUKALNYE MEKCETEBBIX SKPAHOB

TemaTnka NpakTH4YeCKUX 3aHATHH M J1a00PaATOPHBIX padoT

W3zyuenne u cpasaenne apxurekryp Dual Homed Host, Bastion Host, Perimetr.

W3ydeHue pa3nuyHbIX c1oco00B 3aKpbITHS "OMACHBIX" OPTOB

Tema 3.11. 3ammra
uHpopmanuu B 06azax
TaHHBIX

Conep:xanue

OcHoBHbI€ THIIBI YIpo3. Mojens HapymuTens

CpencTBa HASHTH(PUKAIUY U AyTEHTU(PUKAIMHU. Y IpaBJIeHUE JOCTYIIOM

CpGI[CTBa KOHTPOJIA NCJIOCTHOCTU I/IH(l)OpMaI_II/II/I B 0azax JaHHBIX

Cpe,[[CTBa ayJiuTa 1 KOHTPOJIA 0e30IMacHOCTH. KpI/ITepI/II/I 3allMIICHHOCTH 0a3 JaHHBIX

[TpumeHeHne kpunTorpapuuecKux CpeAcTB 3alUThl HHpOopManuy B 6a3ax JaHHBIX

TemaTuka NpaKTHYECKUX 3aHATHH M 1a00PATOPHBIX padoT

N3yuenne mexanu3moB 3amiutel CYBJl MS Access

Wzyuenne mratHbix cpencts 3ammTel CYBJ] MSSQL Server

Tema 3.12. MoHUTOpHHT
CHCTEM 3alllUThI

Conep:xanue

[TonsiTue 1 000CcHOBaHKWE HEOOXOIUMOCTH UCIIOIB30BAHNS MOHUTOPHHIA KaK HEOOXOMMOI KOMIIOHEHTHI
CUCTEMBI 3alUThl THOpMAIUU

OcobenHocTu pukcanuu COOBITHM, TOCTPOSHHBIX HA Pa3HBIX MPUHIIAIIAX: CETH C KOMMYTAIMEH COCTUHEHNH,
ceTh ¢ komMmyTanueit nakeros, TCP/IP, X.25

Knaccudukanus orcnexxnBaeMbIx coObITHI. OCOOEHHOCTH MOCTPOSHHS CHCTEM MOHUTOPUHTA

HcTounuku nHGOpMaIu It MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATUCTUUYECKUE XapaKTEPUCTUKH Tpadu-
Ka yepe3 MO, mpoBepka pecypcoB OOIIETO MOJIb30BAHMUS.

KJ'IE[CCI/I(I)I/IKB.I_[I/IH CCTCBBIX MOHUTOPOB
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Cuctembl ynpaBieHus COOBITHIMU HH(popMarmoHHoi 6e3omacHoctu (SIEM).
0630p SIEM-cuctemM Ha MUPOBOM M POCCUMCKOM PBIHKE.

TemaTuKka NpaKTHYECKUX 3aHATHH M J1a00PaTOPHBIX padoT 4
M3ydeHne 1 CpaBHUTEIIBHBIN aHAIN3 PAaCIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha npuMepe RealSecure,
SNORT, NFR unu apyrux anaaoros
ITpoBenenue ayaura JIBC ceTeBbIM cKaHEPOM
Tema 3.13. Uzyuenue mep | Conmep:kanmne 4
3alIUThl HH(OPMAIHU B N3yuenne TpeboBaHuii 0 3amuTe HHGOPMAIMH, HE COCTABIISIONIEH rocy1apcTBEHHYIO TaiiHy. M3y4uenue me-
MH(pOPMAITMOHHBIX CHUCTE- toauyeckux 10KymMmeHToB @CTOK 1mo npuMeHEHUIO Mep 3aIUThI.
Max TemaTuka NpaKTHYECKUX 3aHATHI M J1a0OPATOPHBIX padoT 2
Br16op mep 3ammuTel HHGOPMANY IS KX pealn3alui B HHHOPMAIIMOHHOHN cucTeme. BIOOp cOOTBETCTBY-
IOLIMX MPOTrPaMMHBIX U IPOrPaMMHO-ANNAPATHBIX CPEACTB U PEKOMEHAlUi 0 UX HACTpONKe.
Tema 3.14. Uzyuenue TemaTuka NpaKTHYeCKUX 3aHATHI M J1a0OPATOPHBIX padoT 12
COBPEMEHHBIX VYcraHOBKa M HACTpOiiKa KOMIUIEKCHOTO cpeacTBa Ha nmpumepe SecretNetStudio (yueOnas uiieH3us) nin
IIPOrpaMMHO-aIAPaTHBIX | APYTHX aHAJOrOB
KOMIIJICKCOB. VYcTaHoOBKa M HACTpOKa MPOrpaMMHBIX CPEACTB OLIEHKHU 3aIIUIICHHOCTH U ayIuTa HH(POPMALlMOHHOH 6e3-
OTIaCHOCTH, N3yueHne QyHKIMIA U HaCcTpoiika pe>kuMoB paboThel Ha puMepe MaxPatrol 8 wmu npyrux anamo-
r'oB
M3y4yenue TunoBsIX penienuit ais noctpoenuss VPN Ha npumepe VipNet wim npyrux aHaioros
N3y4yeHne COBPEMEHHBIX CUCTEM aHTUBHUPYCHOM 3allUThI HA IPUMEPE KOPIIOPATUBHBIX PEILIEHUI
KasperskyLab wmu npyrux ananoros
Nsyuenne yHkmoHana u odnacreii npumenenus DLP cuctem Ha npumepe InfoWatchTrafficMonitor nin
JPYTUX aHAJIOTOB
KypcoBasi padora 30

IIpumepHasi TeMaTHKa KypPCOBBIX padoT
1. Onenka 3¢(eKTUBHOCTH CYLIECTBYIOLIMX MPOrPAMMHBIX U IPOrPaMMHO-aINapaTHBIX CPEJACTB 3alUTh MH()OPMAIK ¢ TIPUMEHEHU-

€M CIIELIMAJIM3UPOBAHHBIX HHCTPYMEHTOB U METOJ0B (MHAVBUAYAJIBHOE 3a1aHHE)
2. O0630p 1 aHAJIN3 COBPEMEHHBIX MPOrPaAMMHO-ANNAPaTHBIX CPEACTB 3alUThl HH(POpMAUU (MHIUBHyaTbHOE 3a/laHHE)
3. Br10op onTuManbHOro CpeCcTBA 3aMTHI HH(pOpMAIMK UCX01d U3 MeToandeckux pekomeHaarmi ®CTOK u nmeromuxcs ucxom-

HBIX JaHHBIX (MHAMBHUIyaJIbHOE 33/1aHUE)
4. TlpuMeHeHue MpoOrpaMMHO-aNNapaTHBIX CPEACTB 3aLIUTH HHPOPMAIMH OT Pa3IUYHbIX TUIIOB YIPO3 Ha NPEANPUATUN (MHIUBUIY-

aTbHOE 3a/IaHHE)

5. TlpoGnema 3anuThl HHGOPMALIMK B 00JaYHBIX XpaHUIUIIax qaHHbex U [{O/lax

6. 3ammra cpel BUPTyaIH3aIluu
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https://www.infowatch.ru/products/traffic_monitor_enterprise

IIpumepHasi TeMaTHKa CAMOCTOSTEIbHOM padoTsl npu udyyenuun MJ/K.02.01
1. M3yueHue HOBBIX TEXHOJOTHI XpaHeHUs HH(GOpMalun

2. CraTHCTUKa U aHAIM3 KPYIHBIX yTeYeK HHPOPMAIUH 32 T0J1

3. Tlouck nndopmanuu o HOBBIX BUAAX aTaK HAa HHMOPMALIMOHHYIO CUCTEMY

4. O0630p COBpEMEHHBIX MPOTPAMMHBIX U IIPOTrPAMMHO-AIMIAPATHBIX CPEICTB 3aAIUTHI

5. CpaBHUTEIBHBIN aHAIN3 COBPEMEHHBIX IPOrPAMMHBIX U IPOIPaMMHO-AMIAPATHBIX CPEACTB 3alLUTHI

170

IIpumepHbIe BUABI CAMOCTOSATEIbHBIX padoT npu ndydyenun MJ/K.02.01

CucremaTudeckasi mpopadOTKa KOHCIIEKTOB 3aHSATUH, YI€OHOW U CIISITUAIBEHON TEXHUYECKOH JIMTEpPaTyphI (110 BOPOcaM K maparpadam,
rJiaBaM y4eOHBIX MOCOOUH, COCTaBICHHBIM MPEINO0/1aBaTEIIEM )

[ToaroTroBka K MPakTUYECKUM padOTaM C HCIIOIH30BAHHEM METOIMYCCKUX PEKOMEH AN TIperioaBaress, ohopMIIeHNE TPAKTHYSCKHUX pa-
00T, OTYETOB K UX 3allIUTE.

Pabora Haj KypCOBBIM MPOEKTOM (pabOTOM): TNIAHWPOBAHKE BHITIOJIHCHHS KYPCOBOTO TIPOEKTa (paboThI), ONIpeIeTieHHe 3a1ad paboThl, U3Y-
YEeHHE JIUTePaTypPHBIX HCTOYHUKOB, TPOBECHUE MPEANPOSKTHOTO UCCIIETOBAHMSI.

Yuyeonas npakruka MJIK.02.01
Buawbi pator:

— IlpuMeHeHHEe TPOTrPaMMHBIX U TIPOTPAMMHO-ANIAPATHBIX CPEACTB oOecrieyeHnss MHPOPMAIMOHHOM 0e301MacHOCTH B aBTOMaTH3UPO-
BaHHBIX CUCTEMAX

JlnarsocTrka, yCTpaHeHHE OTKa30B U 00eCIieueHre paboTOCIIOCOOHOCTH MPOrPaMMHO-AIIIAPATHBIX CPEICTB oOecredeH s MH()OPMAITHOHHON
0e30macHOCTH

Onenka 3¢ GeKTUBHOCTH TPUMEHAEMBIX TPOrpaMMHO-AIIAPATHBIX CPEJICTB obecreueHust MH(GOpMaIiMoHHON 6e301acHOCTH
CocraBnenue JOKyMEHTAIMHU 10 YYeTy, 00paboTKe, XpaHEHHUIO U nepeaadye KOHPUISHITMATbHON HHPOpMAIIUH
Hcnonp3oBanne nporpaMMHOro odecrieueHus A o0padoTKu, XpaHEHUs U Tiepefjaun KOH(UAeHIMaIbHOW nH(opMaun

CocraBiieHre MapIipyTa ¥ COCTaBa MPOBEICHUS PA3IHYHBIX BUJIOB KOHTPOJIBHBIX MPOBEPOK MPH aTTECTALUUA OOBEKTOB, TOMEIIIEe-
HUM, IpOrpaMMm, aJITOPUTMOB.

— VYcrpaHeHHe 3aMedaHuil 1o pe3yabTaTaM MPOBEPKU

AHaM3 ¥ COCTaBJIEHNE HOPMATUBHBIX METOJMYECKUX IOKYMEHTOB IO 00eCTiedeHII0 HH(POPMAIMOHHOM 0€30MMacHOCTH MTPOTPaMMHO-
arrmapaTHbIMU CPEACTBAMM, C YYETOM HOPMATUBHBIX IIPAaBOBBIX aKTOB.

[IpuMeHeHne MaTeMaTHueCKIUX METOJIOB JIJIS OIEHKH Ka4eCTBa M BRIOOPA HAMIIYYIIIETO MPOTPAMMHOTO CPEJICTBA

32

MJIK.02.02. Kpunrorpagpuyeckue cpeacTBa 1 MeTOAbI 3alIUThI HH(popMannu

100

Paznen 1. MaTemaTH4yeckne 0CHOBBI 3a1IUTHI MH(pOpMannu

36

Tema 1.1. Marematuye- Coaepxanue

24

CKHE OCHOBBI KpUIITOI'pa- ONEMEHTBI TCOPHUU MHOKCCTB. prl'IHLI, KOJib1ia, I10JI4.
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bun

Jemumocts uncen. [Ipusnaku nenumoctu. [IpocTeie U cOCTaBHBIE YKCIIA.

OcHoBHas Teopema apudmeruku. HanbGonpimii o0mmii neautens. Bzanumao
npocTteie yncia. Anroput™ EBknuna qis naxoxaenus HO/JI.

OtHommenus cpaBuuMocTr. CBOWCTBA CpaBHEHUN. Moy sipHas aprupMETHKA.

Knaccsl. [lonnas u npuBeneHHas cucrema BeluetoB. OyHkius Oinepa. Teopema Depma-Oiinepa. AIroputm
GBICTpOFO BO3BCICHHUA B CTCIICHDb IO MOAYJIIO.

CpaBHeHus niepBoit crenenu. Jlunerinbie nnodanToBH ypaBHEeHH. Pactmpennsiii anroputm EBkina.

Kwuraiickas Teopema 00 octaTkax.

[IpoBepka yncen Ha MPOCTOTY. AJITOPUTMBI F€HEPALIUU MPOCTHIX yucesl. Metoa npoOHbIX AeneHuil. Pemero
OparocpeHa.

PasnoxeHne uncna Ha MHOKHTETH. AropuT™bl Gaktopusanuu. @akropusamus @epma. Meron [lommapna.

AnroputMmsl tuckpeTHoro jgorapudmupoBanus. Meton [ommapaa. Meton [oppa.

Apudmernaeckue onepanuy HajJ OOIBITUMH YHCIAMU.

DnmunTHYECKHe KPUBBIC M UX MPHIIOKEHHS B KPUIITOT pa(HH.

TemaTHka NPaKTHYECKUX 3aAHATHH M JIaOOPATOPHBIX padoT

12

[Tpumenenne anroputma EBximmaa s Haxoxaenus HOJI. Pemenne nuHeiHBIX 110(GaHTOBBIX YpaBHEHUH

ITpoBepka 4ucen Ha IPOCTOTY

Pemienue 3aga4 ¢ a1eMeHTaMu TCOPHUU YHUCCIIL.

Pa3nea 2. Kpunrorpagudeckue MeToabl 321U Thl HHpOpManun

64

Tema 2.1. Mertoas! Kpun-
TOrpauyecKoro 3aIuThl
uH(popManun

Conepxanue

Knaccugukaius OCHOBHBIX METO/I0B KpUNITOrpaduuecKoil 3amuTsl. MeTo il CHMMETPUYHOTO MU(PPOBaHUS

HIudpst 3amensl. [Ipoctas 3amena, MHOroanaBuTHast OICTAHOBKA, MPONOPLMOHATIBHBIN (P

Mertoasl NEpCCTaHOBKU. Tabanunas IMEpECTaHOBKA, MapHIPyTHAA IEPCCTAaHOBKA

INamMupoBanwue. ['ammupoBaHue ¢ KOHEYHON U OECKOHEYHOI raMMaMu

TemaTHKka NpaKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT

[IpumeHeHne Ki1acCUUYeCKUX MIH(PPOB 3aMEHBI

[IpumeHneHue kiaccuuecKkux MuU(poB nepecTaHOBKU

[IpuMeHeHne MeToja raMMHUPOBAaHUS

Tema 2.2. Kpunroananms

Conepxanue

OcHoBHBIC MCETOJbI KpHUIITOAHAIN3A. KpI/IHTOFpa(I)I/I‘{CCKI/IC aTaKu.

Kpunrorapudeckas cToiKoCTh. AOCOMIOTHO cTOlKMEe KpunTocucTemsl. [Ipuniuner Kupkxoddca
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IlepcrieKTHBHBIE HANPABIICHUS KPUIITOAHAIN3A, KBAHTOBBIM KPUIITOAHAIIN3.

TemaTuka NpakTHYECKUX 3aHATHI 1 JIaOOPATOPHBIX padoT

KpI/IHToaHaJ'II/I3 Hm(bpa HpOCTOfI 3aMCHBI METOAOM aHaJIn3a 4aCTOTHOCTHU CHUMBOJIOB

Kpunroananus kiaccu4ecKux mMugppoB METOA0M HOJIHOro nepedopa Kiroueit

Kpunroananus mudpa Buxunepa

Tema 2.3. IToTounsle mud-
PBI U TEHEPATOPBI IICEB0-
CIIy4alHBIX YUCEI

Conep:xaHue yueOHOro MaTepuaJia

OcHOBHBIE IPUHIMIIBI TOTOYHOTO mH(poBanus. [Ipumenenue reaeparopos [ICY B kpuntorpapun

MeTo/b1 TONTydeHus TIceBIoCTyYaitHbIX ocienoBatensuoctein. JIKL, meronq ®ubonauun, meton BBS.

TemaTuka NPpaKTHYECKUX 3aAHATHH U JIaDOPATOPHBIX padoT

[Ipumenenue meto10B renepauuu [1CH

Tema 2.4. KonupoBanue
uHpopmanuu. Kommnsrore-
pu3amys IuQpoBaHHUS.

Conep:xanue yueOHOro MaTepuaJia

Komuposanue nadopmanmn. CHMBOIBHOE KoaupoBaHue. CMBICIIOBOE KOJIMPOBaHUEe. MexaHu3anus mu@po-
Banwus. [IpencraBnenue nndopmaruu B 1sondHom koje. Tadmmma ASCII

Komnberotepuszanms mmdpoBanus. AnmapaTHoe U porpaMmmHaoe mudpoanne CTaHnapTU3aus mporpaMmM-
HO-aNMapaTHbIX KPUITOrpauIeCcKUX CUCTEM U CpeACTB. 3yueHne COBpeMEHHBIX MPOrPaMMHBIX U ara-
PaTHBIX KpUNTOTrPaQUIECKUX CPENICTB

TemaTnka NpaKTHYECKUX 3aHATHH H JIa0OPATOPHBIX padoT

KonupoBanue nnpopmanmu

HpOFpaMMHa}I peam3anus KIaCCUICCKUX H_II/I(l)pOB

HSy‘lCHI/Ie pean3anuu KJIaCCUYCCKUX I_HI/I(I)pOB 3aMCHBI U ICPCCTAHOBKHU B IIPOTrpaMMe CrypTOOl HWJIn aHaJlo-
Ie.

Tema 2.5. CummeTpruuHbie
cUCTEeMBbI MH(POBaAHUS

Conep:xanue yueOHOro MaTepuasa

OO6mue ceenenus. CTpyKTypHasi cXxeMa CUMMETPHUYHBIX KPUNITOIPahUUIECKUX CUCTEM

OteuectBenHble anroputMel Marma u Kysneuuk u crangaptsl OCT P 34.12-2015 u 'OCT P 34.13-2015.
Cummerpuunsie anroputMbel DES, AES, rOCT 28147-89, RC4

TemaTnka NpaKTHYeCKUX 3aHATHI M J1a0OPATOPHBIX padoT

I/I3y‘-ICHI/IC HpOFpaMMHOﬁ peamm3anin COBPEMCHHBIX CUMMCTPUYHBIX IJ_II/I(I)pOB

Tema 2.6. AcumMmeTpu4HbIE
CUCTEeMBI H(POBaAHUS

Conep:xanue yueOHOro MaTepuaJia

Kpunrocucremsl ¢ OTKpbITHIM KiltouoM. HeoOpatumocts cucteM. CTpyKTypHasi cxema mugppoBaHUs ¢ OT-
KPBITBIM KJTHOYOM.

DNeMeHTHI TEOPUH YUCEIl B KpUNITOTPAPHUH C OTKPBITHIM KITIOUOM.
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TemaTuka NpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

HpI/IMeHeHI/Ie Pa3IUYHBIX aCUMMETPHUYHBIX aJITOPUTMOB.

N3ydenue mporpaMMHOI peanusaiii aCiMMeTpUuYHOro anroputma RSA

Tema 2.7. Ayrentuduka-
[Us1 TaHHBIX. DJICKTPOHHAS
MO/IMTUCH

Conep:kanue y4eOHOIro MaTepuaa

Aytentudukanus qanabix. O6mue noustus. 1. MAC. OnHnoHamnpaBieHHbIe Xel-(QyHKIUN. AITOPUTMBI
1 poBOH NOAIKNCH

TemaTuka NpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

[TpumeHeHne pa3nTUUHbBIX QYHKIUH XSINPOBAHMS, aHATN3 0COOEHHOCTEH Xemen

[Tpumenenne kpunrorpaguueckux aTak Ha XenI-() yHKIHH.

W3yuenne mporpaMMHO-aIIapaTHBIX CPENICTB, PEATH3yIONX OCHOBHBIE (pyHKIIH D11

Tema 2.8. Anropurmsi 00-
MEHA KJIFOYEH U MPOTOKOJIBI
ayTeHTU(PUKALINH

Conep:xanue yueOHOro MaTepuaJa

ANTOPUTMBI pacripeAesICHHs KI0UYel ¢ MPUMEHEHUEM CUMMETPUYHBIX U aCUMMETPUYHBIX cxeM [IpoTokoIib
ayrentudukanuu. Bzanmuas ayrentudukanus. OJHOCTOPOHHSS ayTeHTH(PUKAIUS

TemaTnka NpakTHYECKUX 3aHATHIA U J1a00PATOPHBIX padoT

[Tpumenenne npotokona Judpu-Xemmana s oOMeHa KiitodaMu mu(poBaHus.

N3ydenne npuHIMIIOB pabOTHI IPOTOKOJIOB AYTEHTU(PHUKAIIUH C UCIIOJIb30BaHUEM JOBEPEHHON CTOPOHBI Ha
npumepe mporokona Kerberos.

Tema 2.9. Kpunrozamnura
nH(pOpMAIIUU B CETAX Mepe-
Jlaun JaHHbBIX

Coaep:xanue yueOHOro MaTepuaJia

AbonenTckoe mudposanue. [TakeTHoe mudposanre. 3anuTa LeHTpa reHepanuu Kiroue. Kpunromapuipy-
tuzarop. [lakeTHbIN GUIBTP

Kpunrorpaduueckas 3amura 0ecripoBOAHBIX COeIUHEHUH B ceTsax ctanaapTa 802.11 ¢ ucnonb3oBanuem
nporokonoB WPA, WEP.

Tema 2.10. 3ammra uu-
(dbopMaIuu B 2JIEKTPOHHBIX
IIJIATCXKHBIX CUCTEMAX

Conep:xaHue y4eGHOro MaTepuaJia

[IpuHIMNIBI GYHKIIMOHUPOBAHUS ANEKTPOHHBIX IJIATEKHBIX CUCTEM. DJIEKTPOHHBIE MIITACTUKOBBIE KAPTHI.
IlepcoHanbHbII HICHTU(UKATMOHHBIA HOMED

HpI/IMCHCHHe KpI/IHTOI‘pa(l)I/I‘-ICCKI/IX IMPOTOKOJIOB I obecneueHus 0€30IIaCHOCTH BHCKTpOHHOﬁ KOMMCpIHHU.

TemaTuka NpaKTHYECKUX 3aAHATHH U JIaDOPATOPHBIX padoT

[Ipumenenue ayTeHTU(UKALIMY IO OAHOPA30BBIM NaposisiM. Peanu3zanus anropuTMoB co3JaHUsI OJJTHOPA30BBIX
apoJieu

Tema 2.11. KomnberotepHas
cTeraHorpadus

Conep:xanue yueOHOro MaTepuaJa

CkpeITas nepenaya MHQOpMAIMU B KOMITbIOTEPHBIX cucTeMax. [Ipobiema ayTeHTUPUKAUU MYyIbTUMEIN -
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HOM mH(pOpMaIH. 3anmTa aBTOPCKUX MPaB.

Mertoap! kKoMITbrOTepHOM cTreranorpaduu. L{ludposbie BoasHbIC 3HAKU. AITOpUTMBI BcTpanBanus 1[B3

TemaTuka NpaKTHYECKUX 3aAHATHH U J1a0OPATOPHBIX padoT

00630p 1 cpaBHHUTENBHBIN aHANMK3 cymecTBytomero [10 ms BcrpanBanus 1[B3

Peanuzanus npocrefmumx creraHorpauIeckux aaropuTMOB

IIpumepHas TeMaTHKa caMoCTOsITeIbHOM padoTsl npu n3yvyennu MJIK.02.02
1. Hcropus pa3BuTus Kpuntorpapuu

[IporpammHas peanu3anus KIaCCHYeCKUX MuppoB

OnTuMu3aus METOI0B YaCTOTHOT'O aHAIM3a MOHOAI(haBUTHBIX IIH(POB.
[IporpammHas peanu3anus KIacCHYecKuX MuppoB

MerTopl MeXaHU3AIMHU MHPPOBAHUS

[ludposoe npeacraBieHne pa3aIndHbIX GopM HHPOpMALTUU

Ananus COBPCMCHHBIX CUMMCTPHUYHBIX KPUIITOAJITOPUTMOB

Ananus COBPCMCHHBIX ACUMMETPHUIHBIX KPUIITOAJITOPUTMOB

© oo N Ok

[TporpamMMHas peanu3anus COBPEMEHHBIX KPUTITOAITOPHUTMOB

10 CpaBHHTENBHBIN aHAN3 GYHKINN XEIIMPOBAHUS

11. Ayrentudukanus cooOImeHun

12. 3akoHomaTeNnbCTBO B 001aCTH KpUNITOrpaduuecKoi 3amuTsl HHGOpMaIH
13. [lepcniekTUBHBIE HANIpaBIIEHUs KpUNTOrpaduu

42

IIpumepHBIEe BUABI CAMOCTOATEIBLHOH padoThl npu n3ydyennu MJIK.02.02.

Cucremarndeckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, yUeOHOU U CTIEIIMAIbHON TEXHUYECKOU IUTepaTyphl (110 BOIpocaM K maparpadam,

rllaBaM yueOHBIX MOCOOUM, COCTaBICHHBIM MPEIO0/1aBaTEIeM)
[ToaroroBka K npakTH4ecKUM paboTaM C MCIIOIb30BaHUEM METOINYECKUX PEKOMEHIalluii IperoaaBarens, ohopmieHue 1abopaTopHoO-
MPAKTUYECKUX PabOT, OTUYETOB K MX 3aIUTE.

Y4yeOnas npakruka MJIK.02.02.
Buasbl pador:

— Hcrmons30BaHne THITOBBIX KpI/IHTOFpa(bI/IquKI/IX CpE€ACTB U MCTOJOB 3allIUThI I/IH(i)OpMaHI/II/I, B TOM YHCJIE U BHGKTPOHHOﬁ oA CH

32

IIponsBoacrBennast npaktuka mo IIM.02

Buasbi pador

— AHanM3 NPUHLUIIOB TOCTPOSHHSI CUCTEM MH(POPMALIMOHHOM 3aLIUThI TPOU3BOACTBEHHBIX MOPA3/ICICHUI.

— TexHn4Yeckas HKCILTyaTalus 3JIEMEHTOB IPOTPaMMHOM U allllapaTHOW 3allUThl aBTOMaTU3HUPOBAHHON CUCTEMBI.

— YyacTue B AUArHOCTUPOBAHUHN, YCTPAHCHUH OTKA30B U obecneueHUH paGOTOCHOCO6HOCTI/I IMPpOrpaMMHO-alIlapaTHbIX CPCACTB obecrneue-

72
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HUS MHPOPMAITMOHHOM 0€301MacHOCTH;

— AHanu3 3¢ (heKTUBHOCTH MPUMEHSIEMBIX IPOTPaMMHO-AMIAPATHRIX CPEACTB 0OecTiedeHrs HHPOPMALIMOHHOM O€301IaCHOCTH B CTPYKTYP-
HOM T10/Ipa3/IeJICHIN

— Yyactue B obecnieueHUN ydera, 00pabOTKH, XpaHEHUs U Nepeadn KoOH(pUIeHINaNbHOW nHpopMauu

— [IpumeHenre HOPMAaTHBHBIX NTPABOBBIX AKTOB, HOPMATUBHBIX METOJUYECKUX JTOKYMEHTOB IO 0OecneueHn o nHpopMannoHHo# Oe3omac-
HOCTH NPOTPaMMHO-ANIMAPATHBIMU CPEACTBAMH MPH BHITIOJTHEHUH 33124 PAKTHUKH.

Bcero:

804

JU1 XapaKTepUCTHKHU YPOBHsI OCBOCHHsI y4€OHOI0 MaTepHralla UCIOJIb3YIOTCS CIEAYIOIne 0003HAYECHHUS:

1 - o3HaKOMUTENBHBIN (y3HaBaHUE paHEE U3YUYEHHBIX 00bEKTOB, CBOKCTB);

2 - penpOAYKTUBHBIN (BBIIOJIHEHUE AEITEILHOCTU IO 00pa3ily, MHCTPYKLIUU WM MO/ PYKOBOACTBOM);

3 — IPOJIyKTUBHBIN (IUIAHUPOBAHUE U CAMOCTOSITENILHOE BBIIIOJHEHUE JIEATEIBHOCTH, PEIICHHE IPOOJIEMHBIX 3a/1a4)
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3. YCJIOBUS PEAJU3ALIMU TTPOTPAMMBI TIPO®ECCUOHAJIBHO-
IO MOJY.JS

3.1 TpeOoBaHMs K MATEPHAIbHO-TEXHUYECKOMY 00ecredeHuIo
Peanu3amus npodeccruoHanbHOT0 MOIYJIS MPEAIoiaracT HajJudrue Jadopa-
topun «lIporpaMMHBIX M TpOTpaMMHO-aIMapaTHBIX CPEICTB OOECICUCHUs WH-
dbopMalMoOHHON 0€30MMacHOCTH.
O6opynoBanue yadbopaTtopunt [IporpaMMHBIX U MPOrPaMMHO-ANAPATHBIX
cpencTB obecrnieueHusi HHPOPMAITMOHHON 0€30IMacHOCTIY !
— paboumne MecTa CTYJEHTOB, 000PY/I0BaHHBIE IMEPCOHATBHBIMUA KOMITHIOTE-

pamu;

— nabopaTtopHble y4eOHbIE MAKETHI;

— pabodee MeCTO MPEnoaBaTes;

— y4eOHO-METOJUYECKOE 00ECIIeueHUEe MOTYIIS;

— HMHTEpaKTUBHAs J10CKa, KOMIUIEKT MIPE3EHTALINN;

— aHTUBUPYCHBIE POTPAMMHbBIE KOMIUIEKCHI;

— MIporpaMMHO-almapaTHbie cpencTna 3amuTbl nHpopManun ot HCJI, 6110-
KHPOBKH JIOCTYIIA ¥ HAPYIIEHU LETOCTHOCTH;

— MpOrpaMMHBIE U MPOrpPaMMHO-AINIAapaTHbIE CPEICTBA OOHAPYKEHUS aTak
(BTOpX€EHUI), MOUCKA YSA3BUMOCTEMH;

— CpEeICTBAa YHUUTOXKEHUSI OCTATOYHOW MH(POPMALIMU B 3alIOMUHAIOIINX
YCTPOMCTBAX;

— MPOrpaMMHBIE CPEICTBA KPUITOrPAPUIECKOM 3aUThl HH(DOpMAIUn.

Peanuzauus mporpaMMbl MOIyJiA TpeAnojaraer oOs3aTeNbHYIO YYEOHYIO
MPaKTUKY, KOTOPYIO PEKOMEHAYETCA MPOBOJIUTH PACCPENOTOUYEHO, a TaKke 00s13a-
TEJIbHYI0 TPOU3BOACTBEHHYIO MPAKTUKY, KOTOPYIO PEKOMEHIYETCS MPOBOJIUTH
KOHLIEHTPUPOBAHHO.

3.2 UudopmanumoHHoe odecnevyeHue 00yueHus
IlepeyeHb pekoMeHAyeMbIX Y4eOHBIX u3aaHuii, MHTepHeT-pecypcoB,
JTOMOJTHUTEIbHOU JIUTEPATYPbI
OcHoBHas JuTEpaTypa:
1. BbapuueB C.I'., 'onuapoB B.B., CepoB P.E. OcHOBBI COBpEMEHHOW KPHUIITO-

rpadun: yue6. [Tocobue. — M.: Topsiuas nunus — Tenexkom, 2017.- 175 c.

2. Jymxun A.B., bapcykoB O.M., KpaBnos E.B., CnaBaoB K.B. Ilporpamm-
HO-amnmapaTHbIe cpefcTBa obecrnedeHuss MHGOPMAIMOHHONW 0€30macHOCTH: yueo.
[Tocobue. — M.: I'opsiuast nmuaus — Tenexom, 2016.- 248 c.

3. Hosuxor B.K. OpranuzanuronHoe u npaBoBoe oOecneueHre HHpOopMaliu-
oHHOU Oe3omacHocTH: B 2-x yactsax. Yacte 1. [IpaBoBoe obecnieuenne nadopma-
1MMOHHOM Oe3omacHocTH: yueb. [locooue. — M.: MUOT, 2013. — 184 c.

4. HosukoB B.K. OpranuzannonHoe u mpaBoBoe oOecrnieueHne MHGpopMaIiu-
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oHHOU Oe3omacHocTu: B 2-x wactax. Yacte 2. OpraHm3aiimoHHOE OOecriedeHue
nH(pOpMaIMOHHON Oe30macHOCTH: yueb. mocodue. — M.: MUIT, 2013. - 172 c.

5. OpraHuzanMoHHO-TIPaBOBOe obOecrnieueHre HHGOPMAIIMOHHON 0e30macHo-
CTHU: y4eb. mocobue sl CTy. yupexaeHu cpen. npod. oopazoranus/ E.b. benos,
B.H. Ilpxeropnunckuii. — M.: U3natensckuii neHTp «Axagemusi», 2017. — 336¢

6. HBanoB M.A., UyrynkoB U.B. Kpunrtorpaduueckne mMeToapl 3alIUTH UH-
dbopMaruu B KOMIBIOTEPHBIX CHCTEMax M ceTsaX. YdyeOHoe mocobue - Mockaa:
MU®U, 2012.- 400 c. PekomernoBano YMO «SnepHbie pu3nka U TEXHOJIOTHN B
KauecTBe y4eOHOro mocoOus Jjisi CTYJIEHTOB BBICIIMX yU4€OHBIX 3aBECHUM.

7. Andépos A.IL, 3y6oB A.IO., Kyzpmun A.C., Uepémymkua A.B. OcHOBBI
kpunrorpadun (yuebHoe nocodue). - M.: 'enuoc APB, 2005. — rpud Munucrep-
cTBa oOpaszoBaHus P® 1o rpymmne crnenuansbHOCTeW B 0071acTH UHPOPMAIMOHHOMN
0e30MacHOCTH

8. MenpaukoB B.IL., Kneiimenos C.A., IlerpakoB A.M.: UnpopmanmonHas
Oe3omacHOCTh 1 3amuTa nHpopmaruu M.: Axkanemus, - 336 ¢. — 2012

9. lllanprun B.®. 3ammra nHpopmManuu B KOMIIBIOTEPHBIX CUCTEMAaX M CETIX
N3n-Bo: JIMK Ilpecc, - 2012

10. Karopun 1O.®., PazymoBckuii A.B., CnuBak A.W. 3anurta uHdopmauu
TEXHUUYECKUMHU cpeacTBaMu: ¥YueObHoe nocoodue / [loa penakuueit FO.dD. Katopuna
— CII6: HUY UTMO, 2012. - 416 c.

JlonoiHMTEe IbHAA JIUTEPaATYypA!
1. Tloropenos b.A., CaukoB B.H. (pexn.). CioBaps kpuntorpaduueckux Tep-

MUHOB. - M.: MITHMO, 2006. CnoBappb kpuntorpadudeckux tTepmuHoB. [lox pen.
b.A. Tloropenosa u B.H. CaukoBa. — M.: MITHMO, 2006 r

2. ®enepanpubiii 3akoH oT 27 utonsg 2006 1. Ne 149-d3 «O6 mnbopmanmw,
UH(OPMAITMOHHBIX TEXHOJIOTHUSX U O 3alIUTe NHHOPMALIHI.

3. ®enepanbubiii 3ak0H OT 27 utons 2006 1. No 152-03 «O mepcoHambHBIX
JTAHHBIX).

4. @epepanbHblil 3akoH OoT 27 nekadbps 2002 r. Ne 184-D3 «O TexHUYECKOM
pEryJIUPOBAHUN.

5. ®enepanbublii 3akoH OT 4 Mast 2011 r. Ne 99-®3 «O nuiieH3upOBaHUU OT-
JIETbHBIX BUJOB JAEATEIbHOCTI.

6. Denepanbubiii 3ak0H 0T 30 nexadpst 2001 1. Ne 195-03 «Kogeke Poccuii-
ckoii denepanuu 00 AAMUHUCTPATUBHBIX MPABOHAPYIIICHUSIX).

7. VYka3 Ilpesunenta Poccuiickoit denepannu ot 16 aBrycta 2004 r. No 1085
«Bompocsl DenepanbHON CIYKOBI IO TEXHUYECKOMY U AKCTIOPTHOMY KOHTPOJTIO).

8. Vxa3 Ilpesunenta Poccuiickoit deneparuu ot 6 mapta 1997 1. Ne 188 «O06
YTBEPKICHUH TIEPEYHS CBEACHUIN KOH(MUIECHITNATLHOTO XapaKTepay.
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http://www.iqlib.ru/search/author.visp?name=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%20%D0%9C.%D0%90.
http://www.iqlib.ru/search/author.visp?name=%D0%A7%D1%83%D0%B3%D1%83%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%98.%D0%92.
http://www.iqlib.ru/publishers/publisher/2E8D62D948D8454A81119C1E552F17DE

9. Vka3 llpesunenrta Poccuiickoit @enepamuu ot 17 mapra 2008 r. Ne 351 «O
Mepax 1o obecrieueHuo nHopMaIoHHOM Oe3omacHocTH Poccutickort denepanuu
IpU UCIMOJIb30BaHUN HH(OPMAIMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CETEeH MEeXIyHa-
poIHOrO UHGOPMAITMOHHOTO OOMEHAY.

10. Ilonoxkenue o cepTUUKALUN CPEICTB 3aIUTHI UH(DOpPMALIUU. Y TBEpKIe-
HO noctaHoBiyieHueM IIpaBurenbctBa Poccuiickoit deneparuu ot 26 urons 1995 r.
Ne 608.

11. CocraB u cojepkaHle OpraHU3alMOHHBIX U TEXHUYECKUX MEp Mo odecIie-
YeHUI0 0€30MaCHOCTU MEPCOHANBHBIX JAHHBIX MPU HX 00paboTke B MHpOpMAIIU-
OHHBIX CUCTEMAax IMEPCOHAIBHBIX JaHHBIX. YTBepxkaeHbI npukazoMm @CTIK Poc-
cum ot 18 despans 2013 r. Ne 21.

12. Meps! 3amuTel ©HGOPMAIIUN B TOCYJAPCTBEHHBIX MH(POPMAIIMOHHBIX CH-
cremax. YTBepxaeHsl ®CTOK Poccun 11 despansa 2014 r.

13. AamunauctpatuBHbii pernmameHT GCTOK Poccum mo mpemoctaBieHUIO
rOCyJapCTBEHHOM YCIYI'M MO JIMLEH3UPOBAHUIO NEATEIBHOCTU MO TEXHHYECKOU
3amuTe KoH(puIeHnaapHoi uHpopManuu. YTBepxkaeH npukazom ®CTIK Poc-
cuu oT 12 uronst 2012 r. Ne 83.

14. AnpvmunuctpatuBabli perinameHT GCTOK Poccum mo mpenocraBieHuio
rOCyJapCTBEHHOM YCIYrd MO JHUIEH3UPOBAHUIO JIEATEIHOCTH MO pa3paboTKe U
MIPOU3BOJICTBY CPEACTB 3alMThl KOH(UIECHUMAIBLHON HH(POpMaLUH. Y TBEPKICH
npukazoM OCTIOK Poccnn ot 12 nronsg 2012 1. Ne 84.

15. CneuumanbHble TpeOOBaHUS M PEKOMEHJALMU IO TEXHUYECKOM 3alluTe
koH(punennuansuoit naopmarnuu (CTP-K). YTBepxkaensl npuxazom [octexko-
MHCCUH Poccun
ot 30 aBrycta 2002 1. Ne 282,

16. TpebGoBanusi o 3ammTe UHPOpPMAIIUU, HE COCTABJISIONIEH TOCYIAapPCTBEH-
HYI0 TaliHy, COJEpKallelcs B TOCYIapCTBEHHBIX HH(POPMALMOHHBIX CHCTEMaXx.
Yreepxaensl npukazoM OCTIOK Poccun ot 11 dpeBpans 2013 r. Ne 17.

17. TpeboBanus o 3ammre uHGOpPMAIUK, coaepKalleiics B MHPOPMAIMOHHBIX
cUcTeMax oOImero moibp30BaHusA. YTBepxkieHbl mnpukazamu @DOCb Poccun u
OCTOK Poccun
ot 31 aBrycra 2010 r. Ne 416/489.

18. TpebGoBaHus K cucTeMaM OOHAPY>KEHUS BTOPKCHHM. Y TBEPKICHBI TIPUKa-
3oM ®CTIK Poccum ot 6 nexabps 2011 r. Ne 638.

19. PykoBonsamuii nokymeHT. ['eomH(popMalMoOHHbIE CHUCTEMbI. 3alllUTa WH-
dbopmali 0T HECAaHKIIMOHMPOBAHHOTO Joctyna. TpeboBaHus mo 3amure UHPOp-
Manuu. YTtBepxaeH @PCTIK Poccuu, 2008.

20. PykoBopsmuii TOKyMEHT. 3aliuTa OT HECAHKIIMOHUPOBAHHOIO JOCTyMa K
unpopmanmu. Yacte 2. [Iporpammnoe oOecnedeHue ©0a30BBIX CHCTEM BBOJAA-
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BBIBOJIA TEPCOHAIBHBIX 3JIEKTPOHHO-BBIYUCIUTENBHBIX MammH. Kiaccudukarms
10 YPOBHIO KOHTPOJSI OTCYTCTBHS HEJCKIAPUPOBAHHBIX BO3MOKHOCTEHU. YTBEp-
x)1eH @CTOK Poccun 10 oxtadpst 2007 .

21. TIpuxaz OAIICU npu Ilpesunente Poccuiickoit @enepanuu ot 13 uroHs
2001 T.
Ne 152 «O0 yTBepkaeHIUH UHCTPYKIIMU 00 OpraHu3aiuu U odecrnedeHnn oezomnac-
HOCTH XpaHCHHS, 00pabOTKM M Tepeavd M0 KaHajaM CBS3H C MCIOJb30BAaHHUEM
CPEIICTB KpUMTOTPAPUIECKON 3anTUThl HH(OOPMAITUK C OTPAaHUYCHHBIM JOCTYIIOM,
HE cojiep Kalllei CBeICHHM, COCTaBISIONIUX TOCYIapCTBEHHYIO TalHY.

22. Tlpuxa3 ®Cb Poccun ot 9 despansg 2005 r. Ne 66 «O06 yrBepxkaenuu Ilo-
JIO’KEHHUSI O pa3paboTKe, MPOU3BOJCTBE, PeATU3alMK U AKCILTyaTallui MH(pPOBaIb-
HBIX (KpunTorpauyeckux) CpeCTB 3alIUThl HTHPOPMALIUI.

23. TOCT P UCO/MDBK 13335-1-2006 MudopmanronHas TexHoJIOTHSI. Me-
TOJBI ¥ CpeAcTBa obecrieueHus 6ezonacHoct. Yacts 1. Konuenmus u Mmoaenu me-
HE/DKMEHTa 0€30MacHOCTH MH()POPMAITMOHHBIX U TEICKOMMYHHKAITMOHHBIX TEXHO-
JIOTUH

24. TOCT P UCO/MBK TO 13335-3-2007 HUudbopmarimonHasi T€XHOJIOTHUS.
MeTtonb! u cpencTBa obecnieuenus 6e3omnacHocTu. Yactes 3. MeTopl MEHEIKMEHTa
6e3omacHOCTH MH(POPMAITMOHHBIX TEXHOJIOTHUN

25. TOCT P UCO/MBK TO 13335-4-2007 WNudopmarimoHHasl TEXHOJOTHS.
MeTtonb! u cpeacTBa odbecneuenus 0e3onacHocTu. Yacte 4. BeiOop 3alIUTHBIX Mep

26. TOCT P UCO/MBK TO 13335-5-2006 NudbopmarmonHas TEXHOJIOTHS.
Mertonbl 1 cpenactBa obecnieueHus: 6ezonacHocTu. Yacte 5. PykoBoncTBO Mo me-
HEJDKMEHTY O€30ITaCHOCTH CETH

27. TOCT P UCO/MDBK 17799-2005 Mudopmanmonnas texuosorus. [Ipak-
TUYECKUE MPaBUiia yIpaBieHUs HHPOPMAITMOHHOM 0€3011aCHOCTHIO

28. TOCT P NCO/MDK 15408-1-2008 Mudopmarmonnas Texnonorus. Me-
TOABI U CpeACTBa obecrieueHus 6e3onacHocTH. Kputepuu oleHKU O€30MacHOCTH
nH(popMarMoHHbIX TexHoorui. YacTs 1. BBenenue u oduias Mojenb

29. TOCT P UCO/M3BK 15408-2-2008 Nudopmanronnas texHoyorus. Me-
TOABI U CpeAcTBa obecrnieueHus Oe3omacHocTH. Kpurepun oreHKu 6e30macHOCTH
uH(OpMAITMOHHBIX TexHoyoruil. Yacth 2. DyHKIHMOHAIBHBIE TpeOOBaHHS 0€3-
OITACHOCTH

30. TOCT P UCO/M3BK 15408-3-2008 MudopmanrionHas texHosorus. Me-
TOIBI U CpeAcTBa obecrnieueHus 6ezonacHocTh. Kpurepun oreHku 0€30macHOCTH
uH(popMamoHHbIX TexHoNorui. Yacte 3. TpeboBanus 1oBepus K 6€30M1aCHOCTH

31. TOCT P 34.10-2001. "UudopmarmonHas TexHoyorus. Kpunrorpaduue-
ckas 3ammTa uHpopManuu. [Iporieccsl popMupoBaHus U IPOBEPKH IIEKTPOHHOM
1udpoBoit moamucy"
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32. TOCT P 34-11-94. "Undopmanronnas texHoyuorus. Kpunrorpapudeckas
3amuta uHdopmaruu. OyHKIuUsS XmupoBaHus"

33. TOCT P 50922-2006 3amuta undopmar. OCHOBHbIE TEPMUHBI U OIpe-
nenenusi. PocrexperynupoBanue, 20006.

34. TOCT P 52069.0-2013 3ammra uapopmarmu. Cucrema ctanaaptoB. Oc-
HOBHBbIE TIONI0keHud. Poccranmapr, 2013.

35. TOCT P 51583-2014 3ammra undopmaruu. [Topsimok co3manus aBToma-
TU3UPOBAHHBIX CUCTEM B 3AIMMUIEHHOM HUcHoJHeHHH. OOmue nonoxenusd. Poc-
crtanaapt, 2014.

36. TOCT P 51624-2000 3amurta uHbopManuu. ABTOMAaTU3UPOBAHHBIE CH-
CTeMBbI B 3aluilieHHOM ucrnonHenuu. O6mue tpedoBanus. ['occtangapt Poccun,
2000.

37. TOCT P 51275-2006 3ammura uapopMmarun. OObeKT HHPOpPMATH3AIMIH.
dakTopsl, Bo3aeHcTBYONME HAa nHpopManuto. O6nme nonoxenus. Pocrexpery-
muposanue, 2006.

38. TOCT P 52447-2005 3amura nndopmaruu. TexHuka 3amutsl nHGOpMa-
1107078
HomMmenknaTypa nokasareineit kauectBa. Pocrexperynuposanue, 2005.

39. TOCT P 50543-93 Konctpykuuu 6a3oBbie Hecyiue. CpeacTBa BHIYUCIIN-
TeJIbHOW TeXHUKHU. TpeboBaHUS MO OOECIEUCHUIO 3alUThl UH(POPMAIIMKU U DJIEK-
TPOMArHUTHON COBMECTUMOCTH METOJOM dKpaHupoBaHus. ['occtanmapt Poccuw,
1993.

40. TOCT P 56103-2014 3amura mHbOpManuu. ABTOMAaTU3UPOBAHHBIE CH-
CTEMBI B 3alllUIEHHOM UcToHeHnn. OpraHu3anus U cojepskaHue padoT mo 3a-
IIUTE OT MPEAHAMEPEHHBIX CHJIOBBIX JJIGKTPOMArHUTHBIX Bo3aeicTBuil. OOmme
nojoxkenusi. Poccrangapt, 2014.

41. TOCT P 56115-2014 3amura uHbopmanuu. ABTOMATU3UPOBAHHBIE CH-
CTEMBI B 3alIUIIICHHOM HCIOMHEHUH. CpencTBa 3ayThl OT MPeTHAMEPEHHBIX CH-
JIOBBIX BJEKTPOMArHUTHBIX Bo3nekcTBuid. OOmue TtpebdoBanus. Poccranpapr,
2014.

42. TOCT P UCO/MDK 15408-1-2012 Nudopmarmonnas TexHonorus. Me-
TOABI U CpeAcTBa obecrieueHus: Oe3omacHocTH. Kpurepun oreHku 0e30macHOCTH
nHpopMarmoHHbIX TexHoyorui. Yacte 1. BBenenune n o6mas monxenb. Poccran-
napt, 2012.

43. TOCT P UCO/MDK 15408-2-2013 HUudopmanmonnas texHonorusi. Me-
TOIBI U CpeAcTBa obecrnieueHus 6ezonacHocTi. Kpurepun oreHku 0€30macHOCTH
uHOpMAITMOHHBIX TexHoyMoru. Yacte 2. DyHKIMOHANBHBIE TpeOOBaHUS Oe€3-
omacHoctu (tipsimoe mpumenenue [ISO/IEC 15408-2:2008). Poccranmapt, 2013.

44. Mertonuka onpeaeseHns aKTyalbHBIX YIPO3 O€30MaCHOCTH MEePCOHATBHBIX

26



JaHHBIX MPU UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMaX MEPCOHAJIBHBIX JaH-
HbIX. YTBepxkaena ®CTIOK Poccun 14 despans 2008 r.

45. COOpHHMK BPEMEHHBIX METOJMK OIEHKH 3alIUIICHHOCTU KOH(UICHIIUATb-
HOM MH(pOpMalMKU OT YTEUKU MO TEXHUYECKUM KaHanaMm. YTBepxaeH [ ocrtexko-
muccuen Poccun, 2002.

46. T'OCT P 50922-2006 3amuta undopmannd. OCHOBHbIE TEPMHHBI U OTIpE-
nenenud. PocrexperynupoBanue, 20006.

47. TOCT P 51275-2006 3ammurta wapopManuu. OObEKT MHPOPMATH3AIIH.
daxTopsl, Bo3AeicTBYyONIME Ha nHPopMaluto. O0ue nojoxkenus. Pocrexpery-
nupoBanue, 2006.

48. COOpHHMK BPEMEHHBIX METOJMK OIEHKH 3alIUIICHHOCTU KOH(UICHIIUATb-
HOM MH(pOpMalMKU OT YTE€UKU MO TEXHUYECKUM KaHanaMm. YTBepxaeH [ ocrexko-
muccuert Poccun, 2002.

49. TpebOoBanus o 3ammuTe WHGOPMAIMH, HE COCTABISIIONICH TOCYIapCTBEH-
HYI0 TaliHy, COJEpKalllelcs B TOCYIapCTBEHHBIX HH(MOPMAIMOHHBIX CHCTEMaXx.
Yreepxaens! nmpukazom @CTIK Poccun ot 11 deBpans 2013 r. Ne 17.

50. Meps! 3amuThl HTHGOPMAIIMK B TOCYAAPCTBEHHBIX WH(DOPMAIMOHHBIX CHU-
cremax. YTBepxaeHsl ®CTOK Poccuu 11 despans 2014 r.

51. Meroauueckue peKOMEHIAIMY 110 TEXHUYECKOU 3ammuTe nHhopMaluu, co-
CTaBJIsAIONIEH KoMMepueckyto TaiHy. YTBepxkaenol @CTOK Poccun 25 nexabps
2006 r.

B) MPOrpaMMHOE OOEeCIeYeHHe: CIEeHUATM3UPOBAHHOE MPOrpaMMHOE 0bec-
NeYeHue ISl IPOBEPKH 3aIUIIICHHOCTH TOMEIICHUNH OT YTEYKH HMH(POPMAINH TI0
aKyCTHYECKOMY M BHOpPOAKyCTHYECKOMY KaHallaM, CHEIHAIbHBIX HCCIEIOBAHUMI
CPEACTB BBIYUCIUTEIBHON TEXHUKH;

r) 0a3pl JTaHHBIX, WH()OPMAIMOHHO-CIIPABOYHBIC W TOUCKOBHIE CUCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.

HNuTepHer - pecypcsi:

1 EnuHoe okHO gocTyma K 0Opa3oBaTelbHBIM pecypcam [DJIeKTpOHHBIN
pecypc]. - Pexxum gocryma: http://window.edu.ru

2 ®@enepalibHBIA TEHTP HMHPOPMAIMOHHO-00PA30BATEIBHBIX PECYPCOB
[DnexTpoHHEIH pecypc]. - Pexxum nocryma: http://fcior.edu.ru

3 ®denepanbHas ciayx0a MO TEXHUYECKOMY U DKCIMOPTHOMY KOHTPOIIIO

(®CTOK Poccum) www.fstec.ru
4  MudopmalliOHHO-CIIPABOYHAs CUCTEMA MO JOKYMEHTaM B O0OJIaCTH TeX-

HUYECKOM 3amuThl nHGopMaru Www.fstec.ru

5 OO6pa3oBarenbHble MOPTATBI MO PA3IUYHBIM HaAIPaBJICHUSM 00pa3oBa-
Hus 1 TemaTtuke http://depobr.gov35.ru/
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6 CmopaBouHO-TIpaBOBast cucrema «KOHCyNbTanT [Lrocy»
www.consultant.ru

7 CnopaBouHo-TipaBoBasi cuctema «l'apanT» » Www.garant.ru

8 ®ecnepanbubliii mopTan «Poccuiickoe oopazoBanne WwWw.edu.ru

9 Oecpepanbublii  mpaBoBod  moptan  «tOpuanmueckas — Poccusi»
http://www.law.edu.ru/

10 Poccwuiickuii OnomeTpudeckuii moptaa Www.biometrics.ru

11 denepanbubiii nopran «MHGopMaIMOHHO- KOMMYHHKAIMOHHBIE TEXHO-
Joruu B oopasoBanum» htpp\\:.www.ict.edu.ru

12 Caiit HayuHo# snekTpoHHO# Oubmmorexkn Www.elibrary.ru

3.3. Opranusanus o0pa3oBaTeJIbHOI0 MPoLecca

OOydeHue 1o JaHHOMY MOJYJII0 OCHOBBIBAETCSl HA 3HAHUAX U YMEHMSX, MONIY-
YEHHBIX IPU U3YYEHHUHU OOHIENpOPECCHOHANBHBIX AUCHUILUIMH: OCHOBBI HH()OP-
MalMoOHHOHN Oe3omnacHocTy; TexHndyeckue cpeactBa uHpopmaruszanuu; Opranusa-
LIMOHHO-TIPaBOBOE olecreueHne MHPopMauoHHON 6e3onmacHocTH;CeTn U CUcTe-
MBI Iepeayu JaHHbIX; OnepaloHHbIE CUCTEMBI;, ba3bl JaHHBIX.

OOyueHue 1o MOIYJIIO MPOBOAUTCS B BUJE JIEKIMOHHBIX U IPAKTUYECKUX
3aHATHi. [IpakTHYecKue 3aHATHS NPOBOASATCS B KOMIIBIOTEPHBIX KJlaccax M J1labo-
paTopusIX, OCHAIIECHHBIX COOTBETCTBYIOUIUM MPOrPAMMHBIM OOECIEYEHUEM M Jia-
OopaTopHBIMHU ycTaHOBKaMu. Bpems Ha u3yueHue moayis — 592 vaca, u3 Hux 188
4acoB MPAKTUUECKUX 3aHATUH. B Xozae npoBefaeHus: yueOHOM MPaKTUKKU CTYACHTHI
MOJIy4arOT MPAaKTUUYECKUE HABBIKU MO PaJUOMOHTaXy. Bpems Ha oTpaboTKy mpak-
TUYECKUX 3aHATUN B mepuoj yuyeOHOW mpakTuku — 72 yaca. B xozme mpoBeneHus
IIPOU3BOJICTBEHHON IPAKTUKU CTYAECHTHI MOJy4alOT NPAKTUYECKUE HABBIKA CO-
rJIaCHO Tpo(ecCuOHATBHBIX KOMITETeHIINM, ycTaHoBIeHHbIX OI'OC.

OOsi3aTeNIbHBIM YCIIOBUEM JOMycKa K TMPOM3BOJICTBEHHOM MpakTuke (1o
npoUiIo CrenuanbHOCTH) B paMKax Mpo(ecCHOHATIbHOrO MOAYJs «3auiuTa UH-
dopManuu B aBTOMATHU3MPOBAHHBIX CHCTEMax MPOTPAMMHBIMU M MPOTPAMMHO-
anmnapaTHbIMu cpenctBamu» saBisercss ocBoeHne MJIK 02.01 «IIporpammuo-
anmnapaTHble CpeJcTBa oOecrieyeHus: HHPopMalMoHHON Oe3zonacHoctu» u MK
02.02 «Kpunrorpaduueckue cpeacTBa U METOJIbI 3alIMTHI HHGOPMAIUU' | y4eO-
HOM MPaKTUKH Ui TOJyYEeHHs] MEPBUYHBIX NMPOPECCUOHANBHBIX HABBIKOB B paM-
KaxX Mpo(ecCHOHATbHOTO MOAYJIS.

[Ipaktuka mpencraBiasieT co0oil BUA y4eOHBIX 3aHSATUH, 00ECHEeYMBAIOIINX
IPAKTUKO-OPUEHTUPOBAHHYIO MOATOTOBKY oOydwatomuxcs. [Ipu peanuzauuu mnpo-
(eccoHaIBbHOTO MOIYJISl IPEAYCMaTPUBAIOTCS CIEAYIOUINE BUIBI IPAKTHUK: y4eO-
Hasl ¥ MPOU3BOICTBEHHAs (10 TPOUITIO CIEIMATBLHOCTH).

VYyeOHast mpakTHKa mpoBoauTcs B jabopatopuu «lIporpaMMHBIX W TIpoO-
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TPaMMHO-AIMIAPAaTHRIX CPEACTB oOecredeHus: WHHOOPMAITMOHHONW O€30MacHOCTH
paccpenoToueHO.

[IpousBoacTBEeHHAs MpakTUKa (10 MPOGUIIO CHENUATBHOCTH) MTPOBOIUTCS
KOHILIEHTPUPOBAHHO MO OKOHYAHUU U3YUEHUST MOJTYJIS.

[IpousBoACTBEHHAsI MPAKTUKA MPOBOJUTCS Ha MPEANPUSTHUIX, B OpraHU3a-
USX, HATIPABJICHHUE JIEATEIbHOCTH KOTOPBIX COOTBETCTBYET MPO(HIIIO OTOTOBKU
oOydJarommxcs.

ATTecTanus Mo UTOraM MPOU3BOJCTBEHHOW MPAKTHKH MPOBOJUTCS C yue-
TOM pe3yJIbTAaTOB, MOJITBEPXKIEHHBIX JOKYMEHTAMH COOTBETCTBYIOIMX OpraHH3a-
1007078

HroroBas arrecranus mo nmpodeCCHOHAITBHOMY MO0 «3armmTa uHpop-
Malii B AaBTOMATHU3MPOBAHHBIX CHCTEMax MPOTPAMMHBIMU U MPOrpaMMHO-
annapaTHbIMU CpPEACTBAMU» IPOBOJAUTCA B (opMe 3K3aMeHa (KBaau(UKaIMOH-
HBI) M TpeAnonaraeT o00s3aTeNbHOE HATMYME IMOJIOKUTEIBHOW aTTeCTallud IO
MEXIUCIUTUIMHAPHBIM KypcaMm, Y4eOHOW U TMPOU3BOACTBEHHOM MpakTHKaM (110
npo(UII0 CIENMATIBHOCTH) B paMKaX MOJTYJIS.

3.4. KaapoBoe o0ecnieuenne 00pa3oBaTejbHOIO mpoiecca

K mneparoruueckoii nestenbHOCTH B TeXHUKyME JOMYCKAIOTCS JIMIA, UME-
IOII[ME BBICIIIEE 00pa3oBaHUE, OTBEYAIONINE TPEOOBAHUAM KBATU(PUKAIIMOHHBIX Xa-
PaKTEPUCTHUK, OMPEEICHHBIX I COOTBETCTBYIOIIMX JOHKHOCTEH Ieaarorude-
ckux pabotHrukoB. OOpa3oBaTENbHBIN 11€H3 YKa3aHHBIX JIMI] TIOJTBEPKAACTCS J0-
KYMEHTaMU TOCYJIapCTBEHHOTO 00pa3lia 0 COOTBETCTBYIOIIEM YpOBHE 00pa3oBa-
HUS U (WIK) KBATU(UKALIUH.
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4. KOHTPOJIb U OLIEHKA Pe3yJIbTATOB OCBOEHHS MPO(PeCcCHOHAIBLHOT0 MO-

ayJis (1mo pasmesiam)

Pe3syabTaTsl
(ocBOeHHBIE NIPOdecCHOHATbHBIE
KOMIIETEHIIMH)

OcHoBHbIE NMOKA3aTeJIN OLleHKH pe-
3yJibTaTa

DopMbI U METO-
Abl KOHTPOJISL U
OlIeHKH

I1K 2.1. OcymiecTBiasTh yCTaHOBKY
U HACTPOMKY OTJENBHBIX MPO-
IPaMMHBIX, IPOIPaMMHO-
anmnapaTHbIX CPEACTB 3alUThI UH-
dbopmariuu.

JIeMOHCTpHPOBATh YMEHUS U MTPAKTH-
YeCKHE HABBIKU B YCTAHOBKE H
HACTPOWKE OTJEIBHBIX MPOrPAMMHBIX,
IPOTrPaMMHO-aNIapaTHBIX CPEACTB
3alIUTHl HH(OPMAITHH

[1K 2.2. OGecneunBath 3aIIUTy
nH(popMaIy B aBTOMaTU3UPOBaH-
HBIX CHCTEMax OTJICJIbHBIMH IIPO-
rPaMMHBIMH, IPOTPAMMHO-
arnmapaTHBIMHM CPEJICTBAMH.

JleMOHCTPHPOBATh 3HAHUS U YMEHUS B
o0ecrieYeHn  3auThl THPOPMALUU B
aBTOMATHU3UPOBAHHBIX CHCTEMaX OT-
JeTbHBIMU TIPOTPaMMHBIMHU, TTPO-
rpaMMHO-aNIMapaTHBIMU CPEJICTBAMU

1K 2.3. OcyiecTBasiTh TECTUPO-
BaHME (QYHKIMH OTAENBHBIX IIPO-
TPaMMHBIX U TIPOTPAMMHO-
anmnapaTHBIX CPE/ICTB 3alIUThI UH-
dbopmariiu.

Boinonnenue nepeunst padboT 1o Te-
CTUPOBAHHUIO (PYHKIHHA OTAEITBbHBIX
IIPOrPAMMHBIX U IIPOrPaMMHO-
anmnapaTHBIX CPEJICTB 3aLIUTHI MH-
¢dhopmarun

1K 2.4. OcymectBisaTs 00padoT-
Ky, XpaHeHHE U nepegady UHop-
MalMM OTPAHUYEHHOTO JOCTYyIA.

[IposiBNATH 3HAHUS, HABBIKU U YMEHHS
B 00paboTKe, XpaHEHUH U Ilepeiade
nH(pOpMaIUY OTPaHUYEHHOI' 0 10CTYyIa

[IK 2.5. Yauuroxats nHbOpMa-
A0 U HOCUTEIN UHGOPMAIIHH C
UCIIOJIb30BAaHUEM MTPOTPAMMHBIX U
MIpOrpaMMHO-aNnapaTHbIX
CPENCTB.

JleMOHCTpanus anropuTMa npoBese-
HUs padoT M0 YHUUTOKEHUIO UHPOP-
MaliM U HOCUTeNeH nHpopMaluu ¢
HCIIOJIb30BAHUEM IIPOIPAMMHBIX U
IIPOrpaMMHO-AMNIAPATHBIX CPEACTB

IIK 2.6. OcymecTBasTh perucrpa-
IIUIO0 OCHOBHBIX COOBITHI B aBTO-
MaTU3UPOBAHHBIX (MH(GOPMAIMOH-
HBIX) CUCTEMaXx, B TOM YHUCIIE C UC-
M10JIb30BAHNEM IIPOIPAMMHBIX U
IIPOrpPaMMHO-aINIAPaTHBIX CPENCTB
OOHapy KEHHs, TPEIYIPEXKACHUS U
JIMKBUJIALIUH TTOCIIEICTBUN KOMIIb-
IOTEPHBIX aTakK.

[IposiBAATH 3HAHUS U YMEHHUS B 3al{U-
T€ aBTOMAaTU3UPOBAaHHBIX (MH(POpMa-
[IMOHHBIX ) CUCTEM C UCIIOJIB30BaHUEM
MPOTPAMMHBIX U TPOTPAMMHO-
anmnapaTHBIX CPEICTB OOHAPYKEHUS,
MPEeAYNPEXKACHIUS U JINKBUIAIIAHN TT10-
CJIEICTBUI KOMITBIOTEPHBIX aTaK

Texywuii KoH-
mpoav 6 hopme.

- 3auumsl NpaK-
MUYeCcKUx 3amsi-
mu;

- KOHMPOJIbHBIX

pabom.

3auemsi no yueo6-
HOU npakmuke u
no paszoeny npo-
¢geccuonanvrozo
MOOYJIAL.

9K3AMEH KBATU-
Qurxayuonnwiii

@®opMbI ¥ METOABl KOHTPOJII W OIEHKH PE3yJbTaTOB OOYYECHHS JTOJDKHBI
MO3BOJISATH  TPOBEPSITH y OOYYArOMIMXCS HE TONBKO C(HOPMUPOBAHHOCTH
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poeCcCHOHANBHBIX KOMMETEHIIMH, HO W pPa3BUTHE OONMX KOMIETEHIUH |
00eCIeynBaOIINX UX YMEHUH.

Pe3yabTarsl
(ocBoeHHBbIE 001LIMEe KOMIIe-
TEeHIIUH)

OcHOBHBIE TOKA3ATEJIH OLEHKU
pe3yJabTara

@DopMbI U METOAbI KOH-
TPOJISl U OLlEHKH

OK 01. Beibupath criocoOsr
penieHus 3aaa4 npodeccuo-
HAJIbHOU JICATEILHOCTH, MIPH-
MEHHUTEIBHO K Pa3InIHbIM
KOHTEKCTaM.

— 00OCHOBaHHOCTbH IMOCTAHOBKH
1€, BbIOOpA U IPUMEHEHUS Me-
TOJIOB M CIIOCOOOB pEIlIeHHS TPO-
(dbeccroHaNbHBIX 33/1a4;

- QJICKBaTHAs OIICHKA U CaMo-
orieHKa 3P PEKTUBHOCTH U Kade-
CTBa BBIMIOJIHEHUS PO EeCcCHO-
HaJIbHBIX 3a1a4

Hureprperanus  pe3yiib-
TaTOB HaOJro/eHU 3a Je-
SITEJIBHOCThIO  O0yuarolie-
rocsi B IIpolecce OcBOe-
HUs o0Opa3oBaTenbHON
IIPOTrPaMMBI

OIT 02.0Ocy11ecTBasATh MOUCK,

aHaJIU3 ¥ MHTEPIPETAIMIO HH-
dbopmariu, HEOOXOIUMOM IJIs
BBIMOJIHEHUS 3a]1a4 TPOeccH-
OHAJIBHOH NI TEILHOCTH.

- HCIIOJIb30BAHNE PA3JINYHBIX HC-
TOYHHUKOB, BKJIFOUAsl 3JIEKTPOHHBIE
pecypcel, Mmeauapecypcesl, MaTep-
HET-PECYpPChl, IEPUOIUYECKHE
W3/IaHUS 10 CIIELUATIBHOCTH AJIs
pelieHus npodecCuoHaNbHBIX 3a-
Jay

OK 03. [InanupoBats U peanu-
30BBIBaTh COOCTBEHHOE TIPO-
deccroHanbHOE U JIMYHOCTHOE
pa3BuTHE.

- IMOHCTpAIIUsl OTBETCTBEHHO-
CTH 3a IPHUHATBHIC PCIICHUA

- 000CHOBAaHHOCTH CaMOaHAIN3a U
KOPPEKIHSI pe3yJIbTaTOB COO-
CTBEHHOM paloThI,

OK 04. PaboTaThb B KOJUIEKTH-
BE€ M KOMaH e, 3(p(HeKTUBHO
B3aHMMOJCHCTBOBATh C KOJIJIC-
ramu, pyKOBOACTBOM, KJIMEH-
TaMH.

- B3aUMOJIEHCTBUE C 00YyYaIOIIn-
MHUCSI, IPEToIaBaTeIsIMI U Ma-
CTepaMu B X0Jie 00y4eHus, ¢ py-
KOBOJUTENSIMH YU4e€OHOH U Tpou3-
BOJICTBEHHOM IIPAKTHK;

- 000CHOBaHHOCTb aHaJIn3a pabo-
TBI YWICHOB KOMaHIbI (TIOTYMHEH-
HBIX )

OK 05. OcyiecTBasiTh yCT-
HYIO U MIUCbMEHHYIO KOMMY-
HUKAIMIO Ha TOCY/IapCTBEH-
HOM SI3bIKE C YYETOM OCOOEH-
HOCTEW COLMAIIBHOTO U KYJIb-
TYpPHOT'O KOHTEKCTA.

-IrPaMOTHOCTb YCTHOM U MHUCh-
MEHHOH peuHn,

- AICHOCTb (POPMYJIMPOBAHUS U
M3JI0’KEHUS MBICIEN

OK 06. IIposBiATH rpak1aH-
CKO-TIATPUOTUYECKYIO MTO3H-
M0, IEMOHCTPUPOBATH OCO-
3HAHHOE IOBEJCHUE Ha OCHOBE
TPAAUITHOHHBIX O0IIEYEIIOBE-
YeCKHUX LIEHHOCTEIA.

- cOOTrOZICHUE HOPM TTOBEICHUS
BO BpeMsl YUeOHBIX 3aHATHH U
MIPOXOXKACHUS YUeOHOU U TIPOU3-
BOJICTBEHHOH NPaKTHK,

OK 07. CopneiicTBOBaTh CO-
XPaHEHUIO OKPYKAIOIIEH cpe-
TIbI, PECYpPCOCOEPEIKEHUIO, I(P-
(EeKTHUBHO JIeHiCTBOBATH B
Ype3BhIYAITHBIX CUTYAIHSX.

- 9(ppeKTUBHOCTH BBITOTHEHUS
npasui Th Bo Bpemst yueOHbIX
3aHSATHH, IPY TIPOXOKIACHUT
yueOHOM 1 TPOU3BOJICTBEHHON
MPAKTHK;

- HaOIIOJCHWE W OIlCHKa
Ha MPAKTHYCCKUX 3aHATH-
X, B Iporecce y4eo-
HOW/TIPOU3BOICTBEHHOM
IPAKTHKH

- DKk3aMeH KBaluQUKaIu-
OHHBIN
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- 3HAHHE W UCIIOJIb30BAHUE Pe-
CypcocOeperaronux TeXHOIOT i
B 00JIaCTH TEJIEKOMMYHHUKAIMIA

OK 08. Mcnonb3oBaTh cpeli-
CTBa (PM3UUECKOM KYIBTYPbI
JUISL COXPAaHEHHS U YKperwie-
HUSI 3J0POBBS B ITPOIIECCE
npodecCHOHATIBHON e TeIb-
HOCTH U ITOJiIep’KaHne HEe0O-
XOJJIMOTO YPOBHS (pu3mue-
CKOMW TIOATOTOBJICHHOCTH.

- 3¢ (peKTUBHOCTH BBHIMIOTHCHUS
npaBui Th Bo Bpems yueOHBIX
3aHATHUH, IIPUA IPOXO0KACHUU
y4eOHOM 1 TPOU3BOACTBEHHOM
MPaKTUK;

OK 09. Ucnonp3oBath uH-
(dopMaIOHHbIE TEXHOJIOTHH B
npodecCHOHATIBLHOM J1esTeIb-
HOCTH.

- 3(peKTUBHOCTH UCTIOIB30BAHUS
nH(pOpMaIMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTHIA
B IPO(ECCUOHATILHOM JIeATEIILHO-
CTH COTJIaCHO (hOPMUPYEMBIM
YMEHUSIM H [OJTy4aeMOMY TIpaK-
TUYCCKOMY OIIBITY;

OK 10. ITonp3oBatbCs Ipo-
(deccroHaIbHON JOKYMEHTa-
el Ha rOCy/IapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX.

- 3ppeKTUBHOCTH MCTIOIB30BAHUS
B IIPO(heCcCHOHATIBHOM JIeTEIbHO-
CTH HEOOXOIUMOI TEXHUUECKON
JIOKYMEHTAI[UH, B TOM YHCJIC Ha
AHTJIUHCKOM SI3bIKE.
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