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1. OBHIAA XAPAKTEPUCTHUKA ITPOI'PAMMABI IIPO®ECCHOHA/IBHOI'O MOAYIIA

IIM.02.9kcruryaTanus ¥ MoJepHU3AIUS 00bEKTOB CeTeBO MH(PPACTPYKTYPbI

1.1. OO0JsacTb npuMeHeHHsI padoueil MPporpamMMbl

PaGouas mporpamma (lanee mporpamMma) mpodeccHOHATFHOTO MOMYIISA SIBISETCS YacThIO
MPOTPaMMBbI TIOATOTOBKH CIIEIUAUCTOB cpeaHero 3BeHa B cooTBeTcTBUH ¢ PI'OC mo crernuanbHOCTH
CIIO 09.02.06 «CereBoe M cHCTeMHOe AAMHHUCTPHUPOBaHHe», 0a30BBI YpOBEHb IOATOTOBKH,
ykpynHeHHas rpynna nHampasieHus 09.00.00 Mudopmatnka M BBYHCTUTENbHAS TEXHUKA B YacTH
OCBOCHHUSI OCHOBHOTO BHUAa MNPO(ECCHOHANBHON  JeATeNnbHOCTH): (OpraHu3amusi CeTEBOro
aIMUHHCTPUPOBAHNS ¥ COOTBETCTBYIONIUX MPO(HECCHOHATBHBIX KOMIICTCHITUI:

IIK 2.1. AIMUHUCTPUPOBATh JIOKAJbHBIE BBIYUCIUTENBHBIE CETH W MPUHUMATh MEpPHI 10 YCTPaHEHUIO

BO3MOYHBIX COOEB.
MK 2.2. ATMAHUCTPUPOBATH CETEBbIE PeCypChl B MH(OOPMAITMOHHBIX CHCTEMaX.

IIK 2.3. O6ecnieunBath cOOp MaHHBIX JJIs aHAIM3a UCIOIB30BaHUS U (YHKIIMOHUPOBAHUS MPOrPaMMHO-
TEXHHYECKUX CPEJICTB KOMITBIOTEPHBIX CETEH.

MK 2.4. B3aumMoaeiicTBOBaTh CO CIIEIUATUCTAME CMEKHOTO MPOQUIIsl PU pa3pad0TKe METOJIOB, CPEJICTB
Y TEXHOJIOTUH MPUMEHEHHUS 00BEKTOB MPO(ECCHOHAIBHOMN JIEATEIIBHOCTH.

[MporpamMma mpodeccHOHATBHOTO MOJIYJS MOXKET OBITh HCIOJb30BaHA B JONOJHUTEIBLHOM mpodec-
CHOHAJILHOM 00pa30BaHNH U MPO(EeCcCHOHAIbHON MOATOTOBKE paOOTHHUKOB B 00JacTH MH(POPMATHKU U
BBIYHCIIUTEIBHON TEXHUKH IPH HAJTMYMH CPETHEr0 00IIero oopa3oBaHus.

1.2. Heau u 3axpa4yu npogeccHoOHATHLHOT0 MOAYJIS - TPe0OBaHUSA K Pe3yJIbTaTaM OCBOEHUSI
npogeccuonaabuoro moayJast M/IK02.01, Pasnes 1: «Opranusanus cereBoro
aAMUHUCTPUPOBAHUS.

C wnenpl0 OBJaJCHMSA YKa3aHHBIM BUAOM HNpO(ecCHOHATBHON AEATENIbHOCTH M COOTBET-
CTBYIOIIMMH TPOPECCHOHAILHBIMU KOMITETCHIIUSIMA OOYYaIOIIMHCS B XOJe OCBOeHHs Tmpodeccro-
HaJIBHOTO MOZYJIS TOJDKEH:

HMeTh MPaKTHYECKHil ONBIT B:

- YCTaHOBKE, HACTPOWKE M COIPOBOKICHHU, KOHTPOJIE HCIIOJIb30BaHHS CepBepa M pabounX CTAHLIU IS
Oe3omnacHoi nepepayn HHPOPMAIHH.

yMeThb:

- [POEKTHUPOBATH JOKAJIBHYIO CE€Th, BRIOUPATH CETEBbIE TOMOJIOTUY;

- AIMUHUCTPUPOBATE JIOKAJIBHBIC BEIYUCIIUTCIIBHBIC CETH,

- NPUHUMATH MEPHI TI0 YCTPAHEHUIO BO3MOKHBIX COOEB;

- o0ecrieunBaTh 3aluTy IIpU IMOAKIOYCHHUUN K I/IH(i)OpMaIII/IOHHO-TeJ'IeKOMMyHI/IKa].[PIOHHOfI CETn
"UnTepuet".

3HATH:

- OCHOBHBIC HAITPaBJICHUA aIMUHUCTPUPOBAHUA KOMITBIOTECPHBIX CeTeﬁ;

- yTHIHTHI, QYHKIUH, YIQICHHOE YIIPABICHHE CEPBEPOM;

- TEXHOJIOTHIO 0€30MacHOCTH, MPOTOKOJIOB aBTOPU3AIMHU, KOH(OUICHIIMATBHOCTH U 0€30MaCHOCTH MPU
paboTe c ceTeBBIMU pecypcamu.



1.2.1 lenu u 3aaa4n npogecCHOHAIBLHOT0 MOAYJIA - TPe0OBaHUSA K pe3yJbTaTaM 0CBOEHHUS
npogeccuonaabuoro moayias MIKO02.01, Pazgen 2: «ConpoBoskaeHue MOIEPHU3ANMYU CeTEBOI

HH(PACTPYKTYPBD).

OcBoenue HpO(l)eCCI/IOHaJILHOFO MOAYJISl HAIIPABJICHO HA pasBUTHE OﬁlIII/IX KOMIIeTeHII Ii:

OK 1. Bei6upath ciocoOsI penieHus 3a1a4 npohecCuoHaaIbHOM IS TeIbHOCTH, TPUMEHUTEIIBHO
K pa3JIMYHbIM KOHTEKCTaM.

OK 2. OcymiecTBiIsITh IOUCK, AaHAIU3 M HHTEPIIPETAIINI0 HHPOPMALINHA, HEOOXOAUMOM IS
BBITOJIHEHUS 3a/1a4 TPOPECCUOHATBLHOMN ATEIIEHOCTH.

OK 3. [liianupoBath U peaqu30BbIBaTh COOCTBEHHOE MPO(PECCHOHATBHOE U JIMYHOCTHOE
pa3BuTHE.

OcBoenue npogeccuoHaTbLHOr0 Moay s «ConpoBoKIeHNe MOJePHU3ANH CeTeBOMH
HHPACTPYKTYPBI» U COOTBETCTBYKOIIMX MpopeccnoHaIbHbIX KomnereHuui (ITK):

1K 3.1. YcranaBnuBaTh, HaCTPAaUBaTh, HIKCIUIYaTUPOBATh U OOCITY’KUBAaTh TEXHUYECKHE U
IpOTPaMMHO-aNapaTHRIE CPEICTBA KOMIIBIOTEPHBIX CETEH.

[1K 3.2. [TpoBoauTh npomirakTudeckue padoTel Ha 0OBEKTaX CETEBON HHPPACTPYKTYPHI U
pabouux CTaHIHUSX.

1K 3.3. YcranaBnuBaTh, HACTpauBaTh, SKCILTyaTUPOBATh U OOCITYKUBATh CETEBbIE
KOH(UTypaluu.

[1K 3.4 YuactBOBaTh B pa3pabOTKe CXEMBbI MOCICaBAPUHHOTO BOCCTAHOBICHUS
paboTOCIIOCOOHOCTH KOMIBIOTEPHOM CETH, BHIIOIHITH BOCCTAHOBJICHUE U PE3EPBHOE
KOMMPOBaHUE UH(DOpMAIIH.

1K 3.5. Opranu30oBbIBaTh HHBEHTAPHU3AIMIO TEXHUUYECKUX CPEJICTB CETEBOM MHPPACTPYKTYPHI,
OCYILECTBIISATH KOHTPOJIb 000PYIOBAHUS TIOCIIE €r0 PEMOHTA.

[1K 3.6. BeInosiHATE 3aMEHY pacXoIHbIX MAaTEpUAIOB U MEJIKHI pEMOHT nepudepuitHoro
000pyI0BaHUs, ONPEAEIATh yCTapeBIlee 000pyA0BaHUE U IPOrpaMMHBIE CPECTBA CETEBOM

UH(QPaCTPYKTYPBHI.

C 1enbl0 OBIAZCHUS YKa3aHHBIM BHJOM HPO(GECCHOHAIBHON JCSITEIbHOCTH W COOTBET-
CTBYIOIIUMHU TMPO(ECCHOHATBHBIMU KOMIICTCHIIMSAMU OOYYaIOIIMHCA B XOAE€ OCBOCHHS MPOGECCHO-
HAJFHOTO MOJYJIS JTOJIKEH:

HMETh l'lpaKTI/l‘leCKI/lﬁ OIIBIT B:

-HAaCTpOMKe, TUIAHUPOBAHUH U TIOJIEPIKKE CETEBOM MH(PACTPYKTYPHI;

-CTPYKTYPUPOBAaHHHM M BBIJCJICHUHM MOIYyJe ceTH, pa3paboTKe CeTeBBIX TOMOJOTUH B
COOTBETCTBHM C  TPeOOBaHMAMH  OTKA30yCTOMYMBOCTH W  IOBBILEHUS  NPOM3BOAMTEILHOCTH
KOPIIOPaTUBHOM CETH.

yMeThb:

- IUTAHUPOBATH U MOJACPKUBATH CETEBYIO HHPPACTPYKTYPY;

- ONTUMH3MPOBATH PabOTy cepBepa M YCTPAHATh HEMONAIKU C MOMOIIBI0 MHCTPYMEHTAIbHBIX
CPEICTB.

3HATh:



- (pyHKIIMOHAJBHBIE BO3MOXXHOCTH CHCTEMHOT'O MPOTPAMMHOIO OOECIIEUYEeHHUS] C YYeTOM HOBBIX
BEpCHif;

- OCHOBBl METOJOJOIMH JAW3aiiHa AapXUTEKTYpbl CETH, B TOM YHCIE C HCIOJIb30BAHHEM
«IEepUMETpay», MOAYJIbHBIN MOAXOM K AU3ANHY.

1.2.2 Tenu u 3axa4n Npo¢ecCHOHAIBLHOT0 MOAYJIA - TPeOOBAHHUSA K pe3yJbTAaTaM 0CBOCHHS
npogeccuonaabuoro moayiass MJK.02.02, Paznen 1: «3ammra ot yrpo3 n3 UaTepHer».

OcBoenne npogeccHOHAIBHOT0 MOAYJISA «3ammTa oT yrpo3 u3 Unrepuera» u
COOTBETCTBYIOIMX NpodeccuoHabHbIX kKomneTenuuii (I1K):

[1K. 1.3. OGecnieunBath 3amuTy WHOOPMAIIUU B CETH C UCIIOJIB30BAHUEM IIPOTPAMMHO-
aIrapaTHbIX CPEICTB.

I1K 1.4. TlpuHumaTh y4acTre B IPUEMO- CTATOYHBIX UCIIBITAHUSAX KOMIIBIOTEPHBIX CETEN U
CETEBOT0 000PYA0BaHMs Pa3IMYHOIO YPOBHS U B OLICHKE KauecTBa M SKOHOMHUYECKOM

3¢ (EeKTUBHOCTH CETEBON TOMOJIOTHH.

1K 1.5. BeinosnssaTs TpeOOBaHUS HOPMATUBHO- TEXHUYECKOM JOKYMEHTAILUU, UMETh OIBIT
o(opMIIeHUs TPOEKTHOMN TOKYMEHTALIUH.

Henu u 3aga4u pa3aesia MeKIMCUMILIMHAPHOI0 Kypca - Tpe00BaHMA K pe3yJibTaTaM
OCBOEHMSA: B PE3YJIbTATE U3YyUEHUS pa3jiea MEKIUCIUILUIMHAPHOTO Kypca CTYEHT JIOJIKEH:

Hmemsb npeocmasnenue:

e 00 OCHOBax TPOECKTHPOBAHUS W MPAKTHYECKHX pealu3alisx ceTeil macmrada

HPEIIPHUATHS;
® 0 COBpeMeHHBIX METOAAX U TCXHOJIOTUAX 3allIUTHI I/IH(l)OpMaIII/II/I B KOpHOpaTI/IBHI)IX
CETAX;
3namo:

® TEPMHHOJIOTHUIO B 00J1aCTH 6€30MaCHOCTH KOPIIOPATUBHBIX CETEH;
®  METOJIOJIOTHIO TIOCTPOCHUS OE30IMACHBIX KOPIIOPATUBHBIX CETEH;
® COBPEMCHHBIE CETEBBIC TEXHOJIOTUU U CEPBUCHI,
Ymems:
®  aHAM3MPOBATH YTPO3bI OE30MACHOCTH KOPIIOPATUBHOM CETH;
e pazpabarbiBaTh W PEATM30BBIBATH TPEIJIOKEHUS MO CO3AHWIO CHCTEMbI 3alllUThl ISt
KOHKPETHBIX KOPITOPATUBHBIX CETEH;

1.2.3 LHenu 1 3a0aun npohecCMoOHATBLHOr0 MOYJIsI - TPeOOBaHUSA K Pe3yJIbTAaTaM OCBOCHHS
npogeccuonaabHoro moayiass MJ/IK.02.02, Pa3nen 2: «OCHOBbBI KOMIIbIOTEPHOH 0€30I1aCHOCTHY.

OcBoenne npogeccHoHAIBHOTO MOyt «OCHOBBI KOMIILIOTEPHOH 0€30MACHOCTI H
COOTBETCTBYIOIIUX NpodeccnoHanbHbIX KomnereHuui (ITK):



[1K. 1.3. OGecnieunBath 3auUTy MHOOPMAIIMH B CETH C UCIIOJIB30BaHUEM ITPOTPAMMHO-
anmnapaTHbIX CPECTB.

IIK 1.4. IlpuHuMaTh y4acTue B MPUEMO- CAATOUHBIX UCIIBITAHUSAX KOMIIBIOTEPHBIX CETEU U
CETeBOro 000PYI0BaHMSI PA3IMYHOIO YPOBHS U B OIICHKE Ka4eCTBA U AKOHOMUYECKOM
3(PEKTUBHOCTH CETEBOM TOMOJIOTHH.

I1K 1.5. BeimoausaTh TpeOOBaHUS HOPMATUBHO- TEXHUYECKOW TOKYMEHTAIUH, UMETh OIBIT
o opMIIEHUS TPOSKTHON TOKYMEHTAIIUH.

He.]'II/I H 3aJa4M pasaeja MEKANUCHUIIIIMHAPHOI0O Kypca - TPGGOBaHI/IH K pe3yJbTaram
OCBOCHHUA:

B PE3YIbTATC U3YUCHUA pa3aciia MCKIUCHUIINIMHAPHOTO KypCa CTYACHT OJOJIKCH:

3namo:
e HamOoJiee BaXKHBIC aCTIEKTHl MPoOIeM 0€30MacHOCTH KOMIIBIOTEPHBIX TEXHOJIOTHIA,
® OCHOBHBIE CPE/ICTBA U METOJIbI 3AIIUTHI KOMITBIOTEPHOU MH()OPMAIINY;
® OCHOBHBIC MAKETHI MPHUKJIATHBIX TPOTPAMM I10 3alIUTE WH()OPMALINH;
Ymemes:
®  YCTaHABIMBATh, OOCITYKUBATH, IPUMEHSTH CPEICTBA 3auThl HHpopMarmu ot HC/J;

e obecrieunBaTh 3aMTY HHPOPMALIMI U YIPABJIEHUE JIOCTYIIOM K MH(OPMALMOHHBIM pecypcaMm B
MH(OPMALMOHHBIX CUCTEMaX.

1.2.4 Ileau u 3axa4n NpogecCHOHAIBLHOT0 MOAYJIA - TPeOOBaHHUSA K Pe3yJbTATaM OCBOCHHS
npogeccuonaabuoro moayass MIK.02.02, Paznen 3: «3amura ungopmanuu B Komnbrorepabix
ceTsxX».

OcBoenue npogeccHoHATBHOr0 MOAYJIA «3amuTa HHpopmanuu B KoMnboTepHbIX ceTsix»
U COOTBETCTBYIOIIMX NpoeccnoHaIbHbIX KomnereHuui (ITK):

[1K. 1.3. OGecmneunBars 3ammTy UHOOPMAIIUU B CETH C UCIIOJIB30BAHUEM MTPOTPAMMHO-
anmnapaTHbIX CPEJCTB.

[1K 1.4. TlpuHumaTh y4acTre B IPUEMO- CTATOYHBIX UCTIBITAHUSIX KOMIIBIOTEPHBIX CETEeN U
CETEeBOr0 000PYA0BaHMS Pa3IMYHOIO YPOBHS U B OLIEHKE KauecTBa M SKOHOMHUYECKOM

3¢ (HEeKTUBHOCTH CETEBOI TOMOJIOTUH.

1K 1.5. BeinonHsATs TpeOOBaHUS HOPMATUBHO- TEXHUYECKOM JOKYMEHTAIIUU, UMETh OIBIT
o(opMIIeHHS TPOEKTHON TOKYMEHTAIIHH.

Heabio AucuMIIMHBL: «3amuTa HHPOPMAITUH B KOMITBIOTEPHBIX CETSIX)» SBIISICTCS
dbopMHUpOBaHKE Yy CTY/ICHTOB 3HAHUI M YMEHUM T10 3alUTE KOMITBIOTEPHBIX CETEH C
MIPUMEHEHUEM COBPEMEHHBIX MTPOTPAMMHO-AIIAPATHBIX CPEICTB.

3ajauM IMCHUIUIMHBI — 1aTh 3HAHUS:

* 0 METO/IaX U CPECTBaX 3alIUTHI HH()OPMAIIMU B KOMITBIOTEPHBIX CETSX;

* 0 TEXHOJIOTMU MEKCETEBOTO SKPAHUPOBAHUS;

* 0 METOJIAX U CPEICTBAX MOCTPOCHUS BUPTYaAIbHBIX YACTHBIX CETEH;

* 0 METOJ[aX U CPEJCTBAX ayIUT YPOBHS 3aUIIEHHOCTH WH()OPMAIIMOHHBIX
CUCTEM.

[TproOpeTeHHbIe 3HAHUS U HABBIKH MMO3BOJIAT CTYIEHTaM padoTaTh B JOKHOCTSIX
aIMUHUCTPATOPOB KOMITBIOTEPHBIX CETEH M aIMUHUCTPATOPOB O€30MTaCHOCTH.

B PEIYIBTATE U3YUCHUA NUCHUIIIIMHBI CTYACHTBI JOJXKHBI



3HATh:

¢ TCXHOJIOIrun O6Hapy)KeHI/I$I KOMIIBIOTCPHBIX aTaK U UX BO3MOKHOCTU;

¢ OCHOBHBIC YA3BUMOCTHU U TUIIOBBIC ATAKHW Ha COBPCMCHHBIC KOMITBIOTCPHBIC CUCTCMBI;
* BO3MOXHOCTH M OCOOEHHOCTH MCIIOJIb30BAHUS CIICHUAJIM3UPOBAHHBIX ITPOTrpaMMHO-
anmapaTHbIX CPEACTB IIPU MPOBEICHUH ayIuTa HHPOPMAIMOHHOH 0€30MacHOCTH;

* METO/IBI 3aIIUTHl KOMIIBIOTEPHBIX CETeH;

* KJIaCCU(HKALUIO U OOIILYI0 XapaKTEPUCTUKY CETEBBIX MPOrpaMMHO-aIIapaTHBIX
CPEJICTB 3alUTHl HHPOPMAIIHY;

* OCHOBHBIE IIPUHIIUIIBI A]MUHUCTPUPOBAHMS 3AIIUIIECHHBIX KOMIBIOTEPHBIX CUCTEM;

* 0COOCHHOCTH peaIM3alii METOJIOB 3aIUTHl HH(POPMAITUN COBPEMEHHBIMH
MpOorpaMMHO-aIllIapaTHBIMU CPEICTBAMU;

yMeThb:

* BBIIIOJHATh (DYHKIMU aJMUHHCTPATOpa OE30MACHOCTH 3aIlIMIIEHHBIX KOMIBIOTEPHBIX

CHCTEM;

* BBIMIOJIHATH HACTPOHKY 3aIIUTHBIX MEXAaHM3MOB CETEBBIX NPOTrPaMMHO-AIIIApPaTHBIX

CPEICTB;

* HACTpaMBAaTh MOJUTHKY O€30MAaCHOCTH CPEJCTBAMHU MPOTPAMMHO-aNIapaTHBIX

KOMILIEKCOB CETEBOM 3aIIUTHI MHPOPMALINH;

* IPUMEHATh MEXaHU3MBI 3aIIUTHI, PEaTM30BaHHbIE B IPOTPAMMHO-aNIapaTHBIX

KOMILJIEKCaX, C LETbI0 MOCTPOSHHSI 3alUIIEHHBIX KOMITBIOTEPHBIX CETEH;

* OPraHU30BBIBATH 3ALIUTY CETMEHTOB KOMITBIOTEPHOM CETH C UCIOIB30BaHUEM

MEXCETEBBIX KPAHOB;

BJaj1eTh

* CPEICTBAMM aJIMUHUCTPUPOBAHUS CETEBBIX MPOrpaMMHO-AIIAPATHBIX

KOMIIJIEKCOB 3allIUThl MH(OpMAaIHH;

* CPEICTBAMH aJIMUHUCTPUPOBAHHS CUCTEM OOHAPYKEHHS KOMITBIOTEPHBIX aTaK;

* CpeICTBaMH U CUCTEMaMH ayauTa HH()OpMAIMOHHON 0€30MacHOCTH;

* METOJIMKOM MPOBEACHUS ayIuTa HH(POPMAIMOHHOM 0€30MacHOCTH

* CPEICTBAMH JIMUHUCTPUPOBAHHS CUCTEM OPTaHU3AIMH BUPTYaJIbHBIX YACTHBIX
CETEM.
Cooeporcanue npogheccuonanbHo20 Mooy cocmoum u3 Habopa pazoenos, Kaxicowlii U3
KOMOPbIX COOMEEMCMEYen KOHKPEMHOU NPOdecCUOHATbHOU KOMNeMeHYUY UlU HeCKOIbKUM
KOMNnemeHyusaM U Hanpasien Ha pazeumue Habopa YHUBEPCAIbHbIX KOMNEMEeHYUl.

Heckpunmopwl cghopmuposannocmu KomMnemeHyutl no pazoenam npopheccuoHaibHo2o MooyJsl.

Cneyugpuxayusa I1K/ pazoenosl,2 npogpeccuonanvnozo mooyna IIM.01

Dopmupyemeole Ha3zeanue pazoena

KoMnemenyuu
Heiicmeusn Ymenua 3nanus
(0eckpunmoput)

MJIK 02.01. Pazden modynsn: « Opzanusayus cemesozo aOMUHUCHMPUPOBAHULY

Pewams 3a0auu Pacrio3naBaTh 3a1a4y | OCHOBHBIC
OK 01. Beibupatb crmocoOst W/vnm poosieMy B HCTOYHHMKU




pelieHus 3aaa4 npogeccuonanvroli | IpodhecCuOHAIBLHOM uHpOpPMALIUH U
npodecCUOHANTBHOM OesmebHOCHU W/WIN COIIMATTbHOM pecypcoB st
NeSITETIbHOCTH, KOHTEKCTE; peleHus 3a1a4 1
NPUMEHHUTEIBHO K Ananmu3upoBath 3a1auy | npo0iemM B
pa3IMYHBIM KOHTEKCTaM. w/unu  mpobiemy M | mpodeccruoHanbHO
BBIJICIIATh eé | M u/mnm
COCTaBHBIE YaCTH; COLIMAIEHOM
[IpaBunbHO KOHTEKCTE.
OTIPEACIUTE U HAUTH aKTyaJbHbIE
nH(pOpMaLHIO, CTaHAAPTHI
HCO6XOI[I/IMy}O IS BBIIIOJIHCHUA
pENICHUs 3a1a9d W/ W pabor B
IPOGIEMBL; l;IpO(l)eCCI/IOHaJIBHO
W M CMEKHBIX
00J1acTIX;
OK 03. I[InanupoBats u Pewams 3a0auu Onpenensrsb Conepxanue
peann3oBbIBaTh COOCTBEHHOE npogeccuonanvhoii | AKTYaTbHOCTD § aKTyaJIbHOU
U Ipo(hecCHOHAIBHOE U P Y — HOPMATHBHO-TIPABOBOH | HOPMATHBHO-
JMYHOCTHOE pa3BUTHE. JOKYMEHTAIUN B | IPaBOBOI
npodeccuoHanbHOM JIOKYMEHTaIH
JeSITeIbHOCTH
aJIMUHUCTPUPOBATh | aIMHUHHCTPUPOBATH OCHOBHBIE
JIOKaJIBHYIO CE€Th B JIOKAJIbHBIC HaIrpaBJICHUA
COOTBETCTBHH C BBIYUCJIINTCIIbHBIC CETU AIMUHUCTPUPOBAH

IIK 2.1. ATMUHHCTPUPOBATH

N KOMIIBIOTCPHBIX

IIOCTaBJIICHHOM .
JIOKaJIbHbIE BHIYUCIUTEIbHBIC . cereit
CETU U NPUHUMATh MEPHI 110 safaden YTUJIHTEHI,
YCTPAHEHHUIO BO3MOXKHBIX GyHKIMH,
c0oeB. yIaJICHHOE
YIpaBICHHUE
CEpBEPOM;
aIMAHUCTPUPOBATE | aAMHHHACTPHUPOBATH OCHOBHBIC
JIOKaAJIbHYIO CE€Th B JIOKAJIbHBIC HaIrpaBJICHUA
[IK 2.2. ATMUHUCTPUPOBATH COOTBETCTRIM C BBIYMCIIUTEIbHBIE CETH; | aAMUHUCTPUPOBAH
CCTEBBIC PCCYPCHI B . NPMHMMATh MEpBl 10 | sl KOMIBIOTEPHBIX
WH(POPMAITMOHHBIX CHCTEMAX. IIOCTaBJICHHOU .
. YCTPaHEHUIO cerel
qeu
sajate BO3MOXKHBIX COOEB;
[IK 2.3. Obecneuusats cOop aIMHHHUCTPUPOBATL | IPHHHUMAThb MeEpBl 110 | OCHOBHBIE
JaHHBIX JIs1 aHaJIn3a HOKaHBHy}O CeTh B YCTPAHCHHUIO HaIrpaBJICHUA
HCITOJIB30BAHUS U COOTBETCTRHH C BO3MOJKHEIX COOEB; AIMUHUCTPHUPOBAH

(YHKITMOHUPOBAHUS TIPO-
rPaMMHO-TEXHUYECKUX
CPEJICTB KOMITBIOTEPHBIX
ceTei.

IIOCTaBJIICHHON
3agadyen

Y KOMITBIOTEPHBIX
ceTew;

MJIK 02.01 Pazoen mooyns 2. «Conpoeorcoenue mooepHu3ayuu cemesoi

uHgppacmpykmypov)




I1K3.1. YcranaBnuBaTh, Hacrtpausarts, ONTHMHU3UPOBATH (YHKIMOHAIILHEIE
HacTpanBaThb, IUIAHUPOBATh U pa60Ty CcepBepa U | BOBMOXKHOCTH
JKCILTyaTUPOBATh U MOJIEPKUBAT YCTPaHSTh CHCTEMHOTO
00CTyXUBaTh TEXHUYECKHE U CeTeByIO HETOIa KN C | MpPOrpamMMHOro
IPOrpaMMHO-aIapaTHbIE MIOMOIIIBO obecrmeyeHns c
CpEICTBA KOMIIBIOTEPHBIX HHQPaCTPYKTYPY; MHCTPYMEHTAIBHBIX | YIETOM HOBBIX
ceTei. CrpyKTypHupoBath 1 CpEICTB. Bepcuii

BBIICTISITH MOJTYJIN

ceTH, pa3pabaThiBaTh

CETEBbIE TOIMOJIOTUHU B

COOTBETCTBHUU C

TpeOOBaHUSAMU

OTKa30yCTOMYNBOCTU

Y TIOBBIIIICHHUS

MIPOU3BOTUTEIb-

HOCTHU CETH
I1K 3.2. IIpoBoauTh Hacrtpausars, TUIAHUPOBATh U | OCHOBBI
NpOQUIAKTHIECKHE PaOOThl | [IaHUPOBATH U MO/IIePIKUBATD METOIOJIOTHH
Ha 00BEKTaX CETEBOM MOJIEPIKUBAT CETEBYIO nu3aiHa
UHOPACTPYKTYPHI U pabOUNX cetenyio UHPPACTPYKTYPY; ApXUTEKTYpBl CETH,
CTaHIIHSIX. B TOM UYHCIE C

HHQPaCTPYKTYPY; HCIIOJIb30BaHHEM

CrpyKTypupOBath 1 «IEPUMETPay,

BBIJICTISITH MOJTYJTH MOJYJIBHBIN TIOXOJT

ceTH, pa3pabaThIBaTh K JIH3aiHY.

CETEeBBIE TOMOJIOTHH B

COOTBETCTBHUU C

TpeOOBaHUSIMU

OTKa30yCTOMYHUBOCTHU

Y TIOBBITIICHHS

MIPOU3BOIH-

TEeITbHOCTH
I1K 3.3. YcranaBnuBaTs, HacrpauBarts, [UIAaHUPOBATh U | OCHOBBI
HACTpauBaTh, IIAHAPOBATH U TOJICP’KUBATh METO/I0JIOT UK
IKCILTYyaTUPOBATh U MOJIEP/KUBAT CETEBYIO Iu3aiHa
00CITyXKMBaTh CETEBHIE CeTeByIO UHPPACTPYKTYPY; | APXUTEKTYPBI CETH,
KOH(UTYpaIHH. ONTHUMH3UPOBATH B TOM 4YHCIE C

HH(PaCTPyKTYpY; paboty cepBepa U | UCIOJB30BAHHEM

CrpykTypupoBats 1 YCTPaHSTh «IepuMeTpay,

BBIIEIATE MOIYIIU HEIOJIAIKU C | MOAYIBHBIA MOJXOX

ceTH, pa3pabaTeiBaTh | NIOMOIIBIO K JIN3alHy.

ceTeBble Tomoyioruy B | MHCTPYMCHTAIbHbIX

CpEICTB.

COOTBETCTBHUU C
TpeOOBaHUSIMHU
OTKa30yCTOMYHBOCTH
Y TIOBBIIICHUS
MPOU3BOIUTENb-




HOCTH
KOPIIOPAaTUBHOM CETH

[1K 3.4 YuacTBOBath B
pa3paboTKe CXEeMbl
MOCJIEABAPUITHOTO
BOCCTAHOBJICHHUS
paboTOCIIOCOOHOCTH
KOMIIBIOTEPHOM CETH,
BBITNOJHATH BOCCTAHOBIICHUE
U pe3epBHOE KOMPOBAHHE
uHpopmanuu.

HacrtpauBarts,
IUIAHUPOBATh U
MOJJIEP>KUBATH
CETEBYIO
HH(PACTPYKTYPY;
CtpyKTypHpOBaTh U
BBIJICJIATH MOJTYJIH
ceTH, pa3pabaTbIBaTh
CETeBbIE TOMOJIOTUH B
COOTBETCTBHH C
TpeOOBaHUSIMHU
O0TKa30yCTOMYUBOCTH
Y TIOBBITIICHHS
IIPOU3BOIUTEIb-
HOCTH
KOPIIOPaTUBHOMN CETH

TJIAHUPOBATH u
MOIICPKUBATh
CETEBYIO
HH(PACTPYKTYPY;
ONTUMH3HPOBATH
paboTty cepBepa u
YCTPaHATh
HETOTaIKU c
MOMOIILI0
WHCTPYMEHTAIBHBIX
CpPEICTB.

(yHKITMOHATBHEIC
BO3MOKHOCTH
CHCTEMHOTO
MIPOTPaMMHOTO
o0OecrieueHust c
Y4ETOM HOBBIX
BEpCHUil;

OCHOBBI
METOA0JIOTHH
M3aitHa
ApPXUTEKTYpHl CETH,
B TOM 4YHCIIE C
HCTIOJIb30BaHUEM
«IEpUMETPay,
MOJIYJIBHBIM TTOAXOT
K IU3aiiHy.

I1K 3.5. Opranu3oBbIBaTh HacrpauBarts, IUITAHUPOBATH U (YHKIIMOHAIIBHEIE
HHBCHTApHU3alHUIO IUIAHUPOBATH U MoANCPKUBATH BO3MOXHOCTHU
TEXHHUYECKUX CPEICTB MO/eP/KUBATD CEeTEBYIO CHCTEMHOTO
ceTeBOr MHPPACTPYKTYPHI, CeTeRyio uHppacTpykTypy; MPOrPaMMHOTO
OCYIIECTBIATL KOHTPOJIb OIITUMU3UPOBATH obecrieyeHus c
000pyI0BaHUs MOCIIE €TO HH(PACTPYKTYPY; paboTy cepBepa H | y4eTOM HOBBIX
pemonrTa. YCTPaHATh BEPCUIL;
HETIOJIaIKU C | OCHOBBI
HOMOIIBIO METOI0JIOTUH
MHCTPYMEHTAJIbHBIX | JW3aiiHa
CPEICTB. ApXUTEKTYphI ~CETH,
B TOM UYHCIE C
UCIIOJIb30BAaHUEM
«IepumMeTpa,
MOJIYJIBHBIM TTOJXO/T
K JU3aiiHy.
[1K 3.6. Bemonusts 3ameny | CTpyKTypupoBaTh U ONTHMHU3HPOBATH OCHOBBI
pacxoaHBIX MaTEPUAIOB U BBIIEIATH MOYJIH paboTy cepBepa U | METOJOJIOTHH
MEJIKUU pe\IJVIOHT ceTH, paspaGaTbiBaTh YCTPAHSTH Jn3anHa
nepudepuitHoro ceTeBbie Tomonormy g | HETOTAIKH C | apXHUTEKTYpBl CETH,
000py0BaHus, OTIPEACIATH MIOMOIIIBIO B TOM 4HCIE C
ycTapesiiee 000pyI0BaHHE U COOTBCTCTBHM C MHCTPYMEHTAJIBHBIX | HCIOJIB30BAHUEM
IporpaMMHBIE CpeCTBA TpeOOBaHUAMHU CPEJICTB. «IIEPUMETPay,
ceTeBoi HH(MPACTPYKTYPHI. OTKa30yCTOMYUBOCTH MOJIYJIbHBIH TOIX0]
U TIOBBIIIIEHUS K TU3aiHy.
MPOU3BOAUTENb-
HOCTHU

KOpIIOPAaTUBHOM CETH




Cneyugpurkayusn IIK/ pazoenos 1, 2, 3 npogheccuonanvrnozo mooynsn INM.02

Dopmupyemeole Haszeanue paszoena

Komnemenuyuu
Heiicmeusn Ymenusn 3Hanusn
(Oeckpunmopbwt)

MJIK 02.02. Pazoen mooyns. «3awguma om yzpo3 uz Humepnemay




[IK. 1.3. OGecrieunBarh

3auUTy HHGOPMAIUU B CETH

C UCIIOJIb30BAaHUCM

IMpOorpaMMHO-aIlIIapaTHbIX

CPEJICTB.

Pewamo 3a0auu
npogeccuonanvh
ol
oesimenbHOCmu

BBIIIOJIHATh HACTPOUKY
3aLUTHBIX
MEXaHU3MOB CETEBBIX
IIPOrpaMMHO-
anmnapaTHbIX CPE/CTB;
HACTPauBaTh NOJUTUKY
6e30macHoCTH
CpeICcTBaMu
IIPOrpaMMHO-
anmnapaTHbIX
KOMILJIEKCOB CETEBOU
3alUThl HH(POPMAIIHH;
IIPUMEHSTh MEXaHU3MBI
3aIUTHI,
pealn30BaHHBIC B
IIPOrPaMMHO-
anmnapaTHbIX
KOMIIJIEKCAaX, C LENbI0
ITOCTPOEHHUS
3aIUIIEHHBIX
KOMITBIOTEPHBIX CETEH;

BO3MOXHOCTH M
O0COOCHHOCTHU
UCIIOJIb30BaHUS
CHEIHATN3UPOBA
HHBIX
IpOTrpaMMHO-
arrmapaTHbIX
CPEICTB IpHU
NIPOBE/ICHUU
ayauTa
nH(OpMaAITMOHHO
i1 6e30MacHOCTH;

IIK 1.4. IIpunumatp
ydacTue B IIpUEMO-
CIAATOYHBIX UCIIBITAHUAX
KOMITBIOTEPHBIX CETEN U
CETEeBOro0 000PYI0BaHUS
Pa3IUYHOIO YPOBHS U B
OIICHKE Ka4yecTBa U
YKOHOMUYECKON

3¢ (HEeKTUBHOCTH CETEBOM

TOIIOJIOT'HH.

Pewamo 3a0auu
npogheccuonaivm
ot
oesamenbHoCmu

BBITIOJIHATE (DYHKITUH
aIMUHHUCTpATOpa
0€e301IacHOCTH
3aIUIIEHHBIX
KOMITBIOTEPHBIX
CHCTEM;

TCXHOJIOTUHU
oOHapyXeHHs
KOMIBIOTEPHBIX
aTaK 1 ux
BO3MOXKHOCTH;
OCHOBHEIC
y513BI/IMOCTI/I 158
TUIIOBBIC aTaKN
Ha COBPEMEHHBIE
KOMHI)IOTCpHI)IC
CHCTEMBI,
METO/IbI 3aIUTHI
KOMIIBIOTEPHBIX
ceTeit; OCHOBHBIC
HpI/IHHI/IHBI
aJIMUHHUCTPUPOBa
HHUSA
3alIUIICHHBIX
KOMHBIOTepHBIX
CHCTEM;




IIK 1.5. BeimoaHATh
TpeOOBaHUSI HOPMATHBHO-
TEXHHYCCKOU
JIOKYMEHTAITUH, UMETh OTIBIT
o opMIIEHHUS POSKTHOM
JIOKYMEHTAITUH.

Pewamo 3a0auu
npogeccuonanvh
ol
oesimenbHOCmu

OpraHU30BBIBATH
3aIATY CETMEHTOB
KOMIIBIOTEPHOU CETH ¢
HCIIOJIb30BaHUEM
MEXCETEBbIX JKPaHOB;

0COOEHHOCTH
peanu3anu
METO/I0B 3aIIUTHI
uHpOpMaLIUU
COBPEMEHHBIMU
POTrPaMMHO-
anmnapaTHBIMU
CpencTBaMu;

KJ1accu(puKamuio
1 00IIIyIO
XapaKTEPUCTHKY
CETEBBIX
IPOrPaMMHO-
anmapaTHbIX
CPEJICTB 3alIUTHI
uHpopmanuu;

1.3 PexoMeHnyeMoe KOJMYECTBO YaCOB HA 0CBOEHUE MPOrPaMMbl MPO(ecCHOHAILHOI0 MOAYJIs
11M.02:

MaKCHUMaJlIbHOU yueOHOW Harpy3ku oOyuatomierocs - 610 yacos, Bkitovas:
00s13aTeIbHON ayJUTOPHOM yueOHOM Harpy3ku oby4varoiierocs — 476 yacos;
npakTuueckas padora — 140 yacos;
KypcoBoii mpoekT — 30 4acog;
caMoCTOSTeNbHON paboThl oOy4aromerocs: — 240 yacos;

y4eOHON IPaKTHKH -72 Jaca;

MIPOM3BOICTBEHHOM MPAaKTHKH - 144 yaca.




2. CTPYKTYPA U COAEP KAHUE TPO®ECCUOHAJIBHOI'O MOAYJIsA

2.1. TemaTuveckuii niian npogeccuonaasuoro moays [IM.01, MJIK.02.01

O0beM BpeMeHH, OTBe/ICHHBII Ha OCBOeHHE IpakTiKa
MEKIHCIMIIMHAPHOT0 Kypca (KypcoB)
CamocTrosiTeIbHASA
Oos13aTesibHas ayIUTOPHAN YueOHast p
HaunmMeHoBaHusi pazaesioB Harpy3ka obyuatowerocs 0 qpa OTi |
Koaw! npogeccuo- P Bcero obyHatorieroc IIpousBoacTBeHHas (MO
. npogeccHoHAIbLHOIO B T.4. Ve
HAJIbHbIX KOMIIETEHIMH 4acoB B T.4Y., B T.4., coHasd, npoduiro cre-
MOayJIs JadopaTopHbie
Bceero, ABOTI 1 KypeoBast | piorg | KypcoBas yacoB HHMAJBHOCTH),
P paGora padora 4acoB
4acoB NpaKkTHYecKHe 4acoB
(mpoekr), (mpoekr),
3aHATHS,
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10
MJK 02.01 Pa3zngen 1.
OpraHu3anus ceTeBoro 300 200 120 30 100 36 72
K 2.1 1IK 2.2 IIK 2.3@aIMUHUCTPUPOBAHUS
MK 2.4
M/IK.02.02 3ammuTa ot
rpo3 u3 UurepHera 2
MK 5.1; TIK 5.2; yrp p 420 280 140 140 36
MK 5.3; IIK 5.4; IIK 5.5
I111.02 IIpousBoacTBEHHAS 144
K 2.1 IIK 2.2 1IK 2.3npakTuka(mo npoguiio
11K 2.4 CenMaIbLHOCTH)
Bcero: 936 480 160 30 240 72 144




2.1.1 TemaTnyeckuii njiad npogeccuoHanbuoro moayias IIM.02, M/K. 02.02

O0bemM BpeMeHH, OTBe€HHbIIl HA 0OCBOEHHE

IIpakTuka
MEKIMCUMILNIMHAPHOTO0 Kypca (KypcoB)
CamocTtosiTeqbHasI
Oobs13aTesqbHas ayIMTOPHAs yueOHast 6
HanmeHoBaHusi pazaesion HArpy3Ka 00yHalomerocs 00 I::o 01:‘ 0cC
q rocst
Konb1 npogeccuo- Bcero ML IMpoussoacTBennasi (Mo
. npog)eCCHOHAIBLHOIO0 B T.4. Vet
HAJIbHBIX KOMIIETEHUH I 4acoB B T.4., B T.4., 1eonasl, npoduiio cne-
Moay s JadopaTropHble
Bcero, ABOTHL 1 KyPeoBasi | pooro | KypcoBas 4acoB HHAJTbHOCTH),
P paGora paGora 4acoB
4yacoB NMpaKTHYecKne 4acoB
(mpoekr), (mpoekr),
3aHATHA,
4acoB 4acoB
4acoB
1 2 3 4 ) 6 7 8 9 10

Pasnen 1. 3ammra ot yrpo3

u3 UHTepHera 100 80 40 46
MK 13. NK14MK15

Pasnes 2. OcHOBBI

KOMILIOTEPHOH 120 100 50 46

0e301aCHOCTH
MK 1.3.1IK 14 1K 1.5

Pasnen 3. 3ammra

uHdopmanuu B 120 | 100 50 46
MK 1.3.1IK 1.4 11K 1.5 |kOMIBIOTEPHBIX CEeTAX

Bcero: 360 280 140 140




2.2. Conep:xanue 00y4yeHusi mo mpogeccuonanbHomy Moaysaro (IIM.01) «Opranu3amnusi ceTeBOro aAMHHUCTPUPOBAHUD

HaumeHoBaHMe pa3iesioB

npodeccHOHATHLHOT0 MOTYJIsI Coaeprxanue yuedOHOro MaTepuaJia, JabopaTopHble padoThl M MPaKTHYeCKHE OGneM 9acoB Yposenp
(IIM), MesKTUCHUNIMHAPHBIX 3aHATHS, CAMOCTOSITE/IbHasI padoTa 00y4arommxcsi, KypcoBasi padoT(IpoeKT) 0CBOEHHSI
kypcoB (MJIK) u Tem
1 2 3 4
M/K.02.01. Pazgen 1. Opranuzanusi ceTeBoro aAMMHUCTPUPOBAHNS 200
Opranuzanust ceTeBoro 200
AAMHHUCTPUPOBAHUS
Beenenue O nporpaMmMHOM 00ecrieyeHNH KOMIIBIOTEPHBIX CeTEH. 2 1
Tema 1.1. Ycranoska WEB- Coaepxanue 60
cepBepa 1 Br10op annapaTHoii 4acTu. 2
OneparuBHas mamsiTh. JIMCKH.
2. |Kongurypuposanne Web-cepsepa.
Crenudukanus TCP noptos. B3aumoaelicTBre ¢ CUCTEMOIt 3allIUTHI.
KopHeBoii kaTayor cepBepa. YBeJINYeHHE TPOU3BOAUTENHHOCTH. 2
Orpannuenue notepu pecypcon. Komumaectso cepBepos. Co3znanue
WHIEKCOB W/WIH IIOUCK 10 UHIEKCAM.
3. Banyck, nepesanyck u ocTaHOBKA cepBepa.
[Tox ynpasienrem OC Linux. ITox ynpasienuem OC Windows. TTox 2
yrpasieareM OC Max OC.
4. [XocTHHT HecKoIBKHX Web-y310B.
lomamrHme cTpaHuIs ois3oBaTeneil. IP-anpeca n moptel. Bupryansasrit 5

XOCTHHT 110 UMeHH. HacTpolika BUPTYabHOTO XOCTUHTA 110 IMEHHU.
BupryansHsliit XocTuHr 1o |P-aapecy.




5. Perncrpanust ¥ MOHUTOPHHI.
Peructparus ommobok. XKypHan peructpanuu u oOMeHa TaHHbIMUA. MoayIb
mod ststus. TTpo6eMsI ¢ IPOU3BOIUTETHHOCTEIO.

be3onacHoCcTb.

6 besonacHocTh KaTtanoroB. OTKIIOYEHNE aBTOMAaTHYECKOTO
nHIeKcupoBaHus. OTKIIOUSHHE TIpaB MmoJib3oBareneld. OCHOBBI
unenTudukanun. Unentudukanus no noiap3osatento. KoHTpons 3a
CpYIIIOBBIM A0cTynoM. OnpeneneHue AeUCTBYOINX N0JIb30BaTECH.
[IndpoBanne ¢ OTKPHITHIM Kir09oM. CepTHuhUKaIms.

JlnHamuueckue Web-crpanunsi.

BcraBku Ha cropoHe cepsepa. Jluctunr BctaBok. MuTepdeiic CGl.
'YrpasieHue notpedieHrneM pecypcoB. BzauMoaeiicteie Mex Ty
pOoIIeCCaMH.

I[IpakTH4ecKkue 3aHATHS

1. H3yueHue AOMOJIHUTENBHBIX OMIMII KOHPUTYypHpOBaHHs Web-cepBepa

2. W3yueHwe 3amycka, nepe3amycka 1 OCTaHOB cepBepa moJl ynpasienuem OC
Max OC.

3. M3yueHne XOCTHHTa HECKOIbKUX WeD-y311oB.

4. V3ydeHne opraHu3alny AMHAMHIECKHX WeD-cTpaHuil

5. BctaBku Ha ctopoHe cepBepa. Jluctunr BctaBok. MuTepdeiic CGl.
Ympasnenue notpediieHueM pecypcoB. B3anMoneicTBie MeXay IpolieccaMu.

Tema 1.2. YcraHoBKa u na-
paMeTpsbl OpaHaMay3pa.

Copep:xanue

8. |Vcranoska 6panamayapa.
Hactpotiika sipa. COopka nmakera Jijisl yCTaHOBKH. Y CTAHOBKA ITaKeTa.

9. TTopsm0K MPOXOXKICHS TAOIHIT U [IETTOYEK.
Oo6miee nonoxenue. Tadbnuia Mangle. Ta6numa Nat. Ta6mura Filter.

10. Mexanusm omnpeneneHns coctostHuA. Tabnuma TpaccupoBimyka. CocToSHUSA

B pocTpaHcTBe monb3oBares. TCP coenqunenns. UDP coeaunenus. ICMP
coenuueHus. [lopenenue mo ymonyanuto. TpaccupoBKa KOMIUIEKCHBIX

[IPOTOKOJIOB.




11. CoxpaHECHHE W BOCCTAHOBJICHHE OOJILITUX HAOOPOB MpaBwiL. [1mtockl 1
muHychI. Iptables-save. Iptables-restore.

12. [Kak cTpouTh IpaBua.

Ta6mmnel. Komanael. Kputepun. O6mue kpurepun. HessBHBIE KpUTEpHH.
SBuble kputepun. Kpurtepuii "mycopa" (Unclean match).

13. [TeiicrBust u MepPeXO0/Ibl.

[eiicteue ACCEPT. [leticteue DNAT. [leficteue DROP. Jleiictue LOG.
[eticteue ULOG.

IMpakTyeckue 3aHATHS

'YcraHoBka OpaHaMayspa.

[TopsIoK MPOXOXKICHHUS TAOJUI] U TICTIOUEK.

MexaHu3M ompeeneHus cocTossHui. CoXpaHeHre U BOCCTAHOBIICHHE OOIBIINX
HaOopoB mpaBui. [locTpoeHue mpaBuiL.

/[lelicTBrs 1 nepexonsl.

Tema 1.3. Hacrpoiika cepsepa u |Comep:kaHue

padouMX CTAHIMMI IS 14. HacTtpoiika cay:xx661 DCHP Server.
0e3omacHoi mepexavn Coznanue quamnasona IP-aapecos. Konurypuposatue 3ape3epBu-
WH(pOpPMALHH. poBaHHbIX IP-anpecos. Hactpotika DHCP-omwmii.

15. Hacrpoiika cayx6n1 DNS Server.

Co3nanue 30H. Hactpotika kimenra cimyx0bt DNS Server. Hacrpoiika
[polecca pa3penieHuss UMEH XOCTOB C UCIOJIb30BaHUEM ci1yx0b1 DNS
Server.

16. Hacrpoiika mnHGOpPMANMOHHOH CHCTEMBbI JOMEHA.

'YcTaHOBKa U KOHQUTYPUPOBAHUE CPEJICTB aIMUHUCTPHPOBAHHUS IOMEHA.
CoznaHne ya9eTHBIX 3amnuced moias3oBarensi. Co3manue rpymnm. YmpaBieHHue

YJIEHCTBOM B TpYIIIIE.
17.|Hacrpoiika rpynnoBbIX HOJIHTHK J0MEHA.
YrpaBieHHEe NPUMEHEHHEM TIPYNNOBHIX moauTHK. Co3maHue m1abiioHa
0€30M1aCHOCTH M UCTIOJIB30BAHKE €TO0 COBMECTHO C IPYNIIOBOH MOJIUTHKOH.
18. Kondurypuposanue 0e3onacHoii nepegaqyn nHpopManum.
Vcrionb3oBanue nporokonoB IPSec. Kondurypuposanue mmdpyromeit
daiinoBoii cucreMbl. AyreHTrduKaIuUs ¢ noMonIpio cyx0sl RADIUS.




I[IpakTH4yeckne 3aHATUA
Coznanne nquanasona IP-agpecos. KonduryprupoBanue 3ape3epBrupoBaHHBIX |P-
anapecos. Hactpoiika DHCP-omiuii.

Cosnanue 30H. Hactpotika kimenta ciyx0b1 DNS Server. Hactpoiika mpornecca
paspelieHus: IMEH XOCTOB ¢ UCTIoNIb3oBaHueM ciyk0sl DNS Server.

YcTaHoBKa 1 KOHQUTYpHUpPOBAaHHUE CPEICTB aIMUHHCTPHUPOBAHHS TOMEHA.
Co3naHue y4eTHbIX 3anuceil moias3oBatens. Co3gaHue rpymil. Y IpaBieHHe
YJICHCTBOM B TPYIIIE. YTIpaBiIeHHe TPUMEHEHNUEM IPYIIIOBBIX MOJTHUTHK.
Co3nanue madioHa 6e30MacHOCTH U UCTIONIb30BAHUE €0 COBMECTHO C TPYIIIOBOM
nonutukoit. KondurypupoBanue mudpyromei $haitioBoil cucTeMsi.
AyTteHTrdukanus ¢ nomouipio cayxost RADIUS.

Tema 1.4. Opranuzanus a10-
CTyIA K JIOKAJbHBIM H IJIO-
0aJIbLHBIM CETAM

Copep:xanue

19./0cHoBHbIE NPUHIUIBI MAPIIPYTU3ALUH.

Jloruka paboTsl Mapmpyruzanun. CtaTndeckas U JUHAMHYCSCKAs
MapiipyTusanusi. HacTpolika cTaTH4ecKoi U IMHAMUYECKON
MaplIpyTU3aLUU.

20. Opraﬂmaum] A0CTymna K CeTsM 1o 6CCHp0BOI[HOMy COCIMHCHHUIO.

Hacrpoiika o6opynoBauust Wi-Fi (Touku nocryna). Hactpoiiku Ha
KireHTCKUX MamuHax. Co3aanue npoduiis moIKITF0YCHHS.

21. Opranu3anus KIIHPYIOIIEro Proxy-cepsepa.

Hacrpoiika Access Control List. Mcnonb3oBanue ayTeHTHOUKAIIMN
nosb3oBaresneil. Criennduka MCOIB30BaHHS HEPAPXUH IPOKCH- CEPBEPOB.

22.|06ecneuenne 3aMmThI NPH J0CTYME K IJI00aJbHBIM CeTIM.
Hactpotika 6panamayapa (firewall); cructemsr TpaHcIsAIK ceTeBBIX
anpecos (NAT); npo3pauHoro npokcupoBanwus (fransparent proxy).

IMpakTnyeckune 3aHATHS:

Hactpotika o6opynoBanus Wi-Fi (Touku gocryma). HacTpoliky Ha KIHEHTCKHX
MaruHax. Co3manne mpoQwIs MoAKITFOYCHIIS.

Hacrpoiika Access Control List. Mcronp3oBanue ayreHTHOUKAIIMN
nosb3oBateneil. Crenuduka UCIoab30BaHUs HEPAPXUH TPOKCH- CEPBEPOB.
Hacrpoiika Opannmayapa (firewall); cucremsl TpaHcsium ceTeBbIX aJl-




pecoB (NAT); mpospaunoro npokcupoBanus (transparent proxy).

Tema 1.5. ConpoBoxkaenue u
KOHTPOJIb Hcnoab3oBanusa \Web
cepBepa, (pailsI0BOro cepsepa,
Mo4YTOBOro cepsepa, SQL -

Copep:xanmne

23. Comnposo:kaenne 1 KouTpoanb Web cepsepa.
KonTpoib koHpurypanuu cepsepa. OrpaHudeHue 0CTyIa K CepBepy.

24.|ConpoBo:kaenne 1 KOHTPOJIb (aiiI0Boro cepsepa.

KonTpoins koHpurypamuu cepsepa. Hacrpoiika mpas gocrymna
moJib30BaTeNel K pecypcaM. OO0HOBIEHHE CITy KO cepBepa.

25. Conponomeﬂne N KOHTPOJIb MMO4YTOBOI'0 cCepBepa.

KonTposns otnpaBku u npuéma noutsl. Hactpoiika mpas goctymna
[0JIb30BaTelIeH K NOYTOBEIM akkayHTaM. OOHOBJICHHE CITyk0 cepBepa.

26. ConpoBoxkaenue u KOHTPoab SQL - cepBepa.
Kontponb koHUTypaluu cepsepa. PesepBHOE KOITUPOBAHUE U

0azam nanHbIx. OOHOBJICHHE CITYyKO cepBepa.

21. OnTumMu3anusa cay:kd cepsepa.

OnTUMH3aIMs TPOU3BOAUTEIHLHOCTH CIyX0 cepBepa. ONTUMHU3AIUS
oOMeHa JaHHBIMU co ciryk00# SQL - cepBepa. OnTumMuszanus
VCTIOJIb30BaHMS TAMSTH CITYKOaMH.

IMpakTnyeckune 3aHATHS:
Kontpoinb koHpurypamuu cepsepa. OrpaHiuueHHe JI0CTYIIa K CEPBEpY.
OnTumu3anys nepeaayn qaHHbix. OOHOBIICHHE MOJYJICH U CiTy)k0 cepBepa

Kontpoib oTnpaBku 1 npuéma rmourtsl. Hactpoiika npas 10CTyIa noib30BaTesei

K IOYTOBBIM akkayHTaM. OOHOBIIeHHUE CITyK0 cepBepa. OnTuMu3anus
MPOM3BOAUTENBHOCTH CIY)O0 cepBepa. OnTumu3zanys oOMeHa JaHHBIMH CO

ciry:x00# SQL - cepBepa. OnTUMU3aLMs UCTIOJIB30BAaHUS IAMATH CITYKOaMH.

OnTumu3anys nepenayn qanabix. OOHOBJICHUE MOJTYJICH U CITykO cepBepa.

BOCCcTaHOBJIeHHE 0a3 naHHbIX. HacTpoiika rmpaB 1ocTyna mojib3oBaTene K




CamocTosiTeJbHasi padoTa npu u3yyenuu tem 2.1., - 2.3.

PaboTa ¢ KOHCIEKTamHu, y4eOHOW WM CIeUualbHON JuTepaTypoil (mo maparpadam, riiaBaM y4deOHBIX MOCOOMiA,

YKa3aHHBIM IPEIIOIaBaTeNIeM).
Kondurypupoanue u Hactpoiika napamerpoB DHCP Server .
KondurypupoBanue ciyx0bl 1 HacTpoiika nmapametpoB DNS Server.
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Kondurypuposanue u HacTpolika mapamMeTpoB HHPOPMALIMOHHON CHCTEMBI JOMEHA.
KondurypupoBanue HacTpoiika napaMeTpoB IPYIIOBBIX MOJUTHK JOMEHA.
KondurypupoBanue u HacTpolika IpOTOKOJIOB O€30IMacHOl nepegadu nHPOpMaIny.
Opranuzaiys cTaTH4ecKoi U JUHAMUYeCKOW MapLIpyTH3allui, HaCTporKa mapaMeTpoB
CTaTUYECKOM M TUHAMUYECKON MapLIpyTU3alUH.

Opranwuzaius goctymna k cersim Wi-Fi. Hactpoiika mapamerpos Wi-Fi cetei.
Opranuzanus K3IMUpYOLWEro Proxy-cepeepa 1uist f1octyna B IHTepHeT.
Hcnonb30Banue TpaHCISILMU CETEBBIX aIPECOB U IPO3PAYHOTO IPOKCUPOBAHHUS IS
JOCTYyIA K JJOKAJIbHBIM U III00AIBbHBIM CETSIM.

TemaTnka 1oMalIHUX 3aJaHHIT

1. HM3yuenwue anmapaTHOW YacTu.

2. M3ydenue HONOTHUTEIBHBIX OMIUI KOHGUTYpupoBanus Web-cepsepa

3. H3yuenwue 3amycka, nepesanycka 1 OCTaHOB cepBepa o1 yrpasiienuem OC
Max OC.

W3ydeHre XOCTHHTa HECKOIBKHUX WeD-y3110B.

Nzyuenne npobiieM ¢ MPpOU3BOAUTENEHOCTHIO.

Uzyuenne 6e30macHOCTH.

W3y4enue opraHn3aiyy JMHAMHYECKUX WeD-CcTpaHwuiI.

Uzyuenne npobiieM ¢ nepeanpecanueii agpecos.

Uzyuenne ycranoBku OpanaMayspa.

10 Wzyuenne nopsaka NpoxXoxIeHHUs TaOIUIl U HETI0YeK.

11. Uzyuenue TpaccUpOBKH KOMIUIEKCHBIX IIPOTOKOJIOB.

12. VI3yueHne HEraTUBHBIX TOCIEICTBUI MPH COXpaHEHNE U BOCCTAHOBIIEHHE OOJBIINX

©ooN A

HaOOPOB MPABHUIIL.
13. M3y4ueHne OCHOBHBIX KPUTEPHEB ITOCTPOCHUS MpaBuil. V3yueHue NeHCTBUI 1 IEpeX0/I0B.




YyeOHasi MpaKTHKA.
Buawpi pador:

1. Ycranorka WEB-cepsepa

2. Jmarnoctuka u oocayxuBanue Web cepsepa

3. Jluarnoctuka u oOciayxuBaHue (HalIoBOTO cepBepa

4. JlmarHoctuka u 00CITy>)KMBaHUE MIOYTOBOTO CEPBEpA.

5. Jlmarnoctuka u obcnyxuBanue SQL - cepBepa

6. Koudurypuposanue web-cepsepa.

7. 3amyck, epe3anyck U OCTaHOB CepBepa.

8. Bsaumogeiictue ¢ 6a3aMu JaHHBIX. 36
9. VYcranoBka OpanaMayapa.

10. CoxpaneHre 1 BOCCTAaHOBJICHHE OOJIBITNX HAOOPOB MPaBHIL.

11. OGecnieueHme 6E30MACHOCTH.

12. AnMuHUCTpUpPOBaHUE CEPBEPOB U pabOUMX CTAHITHI.

13. Opranusanus 0CTyma K JOKaJIbHBIM ceTsM U MHTepHeTy.

14. YcraHOBKa M COPOBOXICHNE CETEBBIX CEPBHUCOB.

15. Pacuér croumocTu ceTeBoro 000py0BaHUsI U IPOTPAMMHOTO 00ECTIeYCHUSI.

16. COop naHHBIX IS aHATHM3a UCTIOJIL30BAHMUS TIPOTPAMMHO-TEXHUUECKUX CPEICTB

KOMIIBIOTEPHBIX CETEH.

IIpousBoacTBeHHAs MPAKTHKA (110 TPOPUIIO CTIENUATHHOCTH).

Bunsbi padot:

1. YcranoBka Ha cepBepsl M pa0o4HMe CTAHIWH: OIEPAIMOHHBIE CHCTEMBI M HEOOXOAMMOE Ui PabOoTHI
porpaMMHOE oOecrieueHue.

2. OcymiecTBieHne KOHOUTYPUPOBAHUS IPOTPAMMHOTO 0OeCTIeYeH s Ha cepBepax U pad0vnX CTAaHIHUSIX.

3. Tlonnepxka B paboTOCIOCOOHOM COCTOSIHMH IPOTPaMMHOE 00ECIIEYeHNE CEPBEPOB M PAOOUMX CTAHIIHH.

4. Perucrpanus noiap3oBateieil JOKaJIbHOM CETH U MOYTOBOTO CEpBEpa, HA3HAYACT MACHTH(PHUKATOPHI M APOIIH.
5. YcraHoBKa MpaB AOCTYIA U KOHTPOJIb UCIIOIb30BAHHSI CETEBBIX PECYPCOB. 72

6. ObecrieueHre CBOEBPEMEHHOT'O KOTIMPOBAHHUSI, APXUBUPOBAHUS H PE3EPBUPOBAHUS JAHHBIX.

7. IlpunsiTHe Mep O BOCCTAHOBJICHUIO PAOOTOCIIOCOOHOCTH JIOKALHON CETH MpU cOOSX WM BBIXOJE U3 CTPOS
ceTeBoro 000pyI0BaHMUsL.

8. BrIsiBiIeHHE OMIMOOK TOJIB30BaTENel U MPOrPaMMHOT0 00eCIeUeHNs U MIPHHSATHE MEP TI0 MX HCIPABICHUIO.

9. [IpoBeeHre MOHUTOPHHTA CETH, Pa3pabaThIBaTh MPEUIOKEHHS M0 PA3BUTHIO HHPPACTPYKTYPHI CETH.

10. OGecrieuenue ceteBoi 0e30MacHOCTH (3alIUTy OT HECAHKIIMOHWUPOBAHHOTO JIOCTyNa K WH(oOpMaImy,
MPOCMOTPA UM U3MEHEHUS CUCTEMHBIX (DaiJIOB U JaHHBIX), 0€30MACHOCTD MEKCETEBOIO B3aUMOACHCTBHSL.

11. OcymiecTBicHHE aHTUBUPYCHOW 3aIIUTHI JIOKAJILHOH BBIYHUCIUTEILHON CETH, CEPBEPOB U




paboYnX CTaHIIUH

\ Bcero
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2.2.1 Coaep:xanue odyuenus no npogeccuonaibuomy moay.ao IIM.01. M/IK.02.01 Paznen 2 «ConpoBoxaenue

MO/IEPHU3AIUH ceTeBOI HHPPACTPYKTYPbI»

HaumenoBaHue pa3iesioB

1PO(eCcCHOHATLHOr0 MOLY.ISI CojaepixaHue y4eGHOro MaTepuaJia, 1a00paTopHble padoThl H MPAKTHYECKHE OGnem 9acoB Yposenn
(IIM), MeKIMCUUILTAHAPHBIX  [3AHATHS, CAMOCTOAITe/IbHAsK Pab0Ta 00y4aloMHUXCs, KypcoBasi paboT(TpoeKT) OCBOCHHA
kypcoB (M/IK) u tem.
1 2 3 4
- 200
MJIK.02.01. Paznen 2. ConpoBoKaeHHEe MOJCPHU3ALNHU CeTeBOH HH(PPaCTPYKTYpPHI
140
2 2
Tema 1.1. Illeap 1 3agaun [eab 1 3212491 JUCHUILTHHBI.
AHCHHUILINHBI.
Copepxanne 140 2
Tema 1.2. XapakTepucTuku
MHPOPMALMOHHDIX CeTeil. OCHOBHBIE TUIIBI KA4ECTBA 00CITY’)KUBAHMUS.
AnroputMsl ynpasienus ouepeasimu UC 2
ANropuT™MBI IPOGUIUPOBaHUS U (popMupoBaHus Tpaduka 2
[IpenBapuTenbHOE PE3EPBUPOBAHUE CETEBBIX PECYPCOB C MOMOILBIO IIPOTOKOJIA 2
RSVP
[lepudeprst KOMIBIOTEPHBIX ceTel 2
OKOHEYHBIE CUCTEMBI, KIIMEHTHI H CEPBEPHI 2




Snpo KOMIIBIOTEPHBIX ceTei

KOMMYTaLII/I}I KaHaJIOB 1 KOMMYTalus IIaKETOB

JlocTyr K ceTH U ee Gpu3nveckas cpea

IIpakTH4eckue 3aHATHSA

60

IIpakTuyeckas padora Ne 1 «CocraBneHus 1iaHa KauecTBa 00CITYKUBAHUS»

IIpakTHyeckas padora Ne 2 «Pabora o anropurmy ynpasieHus ouepeasimu MC»

[IpakTnyeckasi padora Ne 3 «[IpodunupoBanue u popmupoBanue Tpaduka

IIpakTnyeckast padora Ne 4 «/3yuenue nepudepun KOMIbIOTEPHBIX CETEI»

I[IpakTuueckas padora Ne 5 «Hactpoiika cucteMbl KIMEHT-CEpBEP»

I[IpakTuueckas padora Ne 6 «[IpoexTupoBaHue siipa KOMITBIOTEPHBIX CETEH»

NN DN

CamocrosiTesibHas1 padoTa.

Jloknan: «I[lokonenus nHGOpMAIIMOHHBIX CeTei»

Pedepart: «IIpenmyinectBa TesneOHHBIX ceTEi»

Tema 1.3.

DuzuyecKuii ypoBeHb

Coaepixanue

Mennblit kabenb , BUuTas napa, OnTuyeckoe BOJIOKHO

TpeOGoBanus pu yCTaHOBKE KaOEITHHON CHCTEMBI.

IIpakTHYecKkne 3aHATHSA

[IpakTHyeckas padora Ne 7 «[loakiroueHue yepe3 MeIHbIN Kabenb, Yepe3 BUTYIO
rapy 1 ONTOBOJIOKOHHBIN KaOelby»

CamocrosiTeibHas padoTa

Jloxnan: «Vcmoyib30BaHNEe KOAKCHAITLHOTO Ka0esy




Tema 1.4
KanaJbHblii ypOBEHbB.

Conep:xxanue

Nudopmanmonnas ceth Ethernet,
Crangaptsl Ethernet.

becrnipoBoHbIe ceTH

Bo0710KOHHO-OIITHYECKHE CETH.

Tema 1.5
CeTteBoii ypoBeHb

TexHOIOorrs JOTUYECKON («BUPTYalbHOMY) JTOKATHHOW KOMITBIOTEPHOH CETH
(VLAN).

Turnossle CTPYKTYpBI JIOKAJIBHBIX C€TeH B KOPIOPATUBHBIX HH(POPMALIMOHHBIX CETIX

HpaKaneCKne 3aHATUA

IIpakTnyeckast padora Ne 8 «Hacrpoiika unpopmannonsoii cetu Ethernet»

IIpakTuueckas padora Ne 9 «[IpoexTupoBaHue KOJBIIEBOW CETH C MAPKEPOM»

IIpakTHyeckas padora Ne 10 «/3ydyeHne BOJIOKOHHO-ONTUYECKON CETH»

IIpakTHyeckas padora Ne 11 «Vcnonp3zoBaHue TEXHOIOIMH JOTMUECKON
(«BUPTYaIBHOIY) JIOKATbHOW KOMIIBIOTEPHOH CETI

CamocrosiTeibHas padoTa

Pedepat: «Tomomorust KOMIBIOTEPHBIX CETEID»

Conep:xanue

MapuipyTuzanys Ha CETEBOM YPOBHE

Texuaonorus TCP/IP

I[IpakTHYecKkHne 3aHATHSA

[IpakTuyeckas padora Ne 12 «Hactpoiika mapupyTuzammm»

CamocrosiTe/ibHas1 padoTa




Pedepart: «CpaBHUTENBHBIN aHAIN3 KOHLEHTPATOPOB, KOMMYTAaTOPOB U
MapLIPyTHU3aTOPOBY

[Ipe3enTanus: «PaboTa TOKaIBHOM CETH C KOHIIEHTPATOPOM»

TpaHCTIOPTHBIN YPOBEHb

Tema 1.6

Conep:xanue

CranzapThl TPAaHCIIOPTHOTO YPOBHS

Tema 1.7 TexHoJiorusi padoThl

TCP/IP

[IpricBoeHE HOMEPOB OPTaM MPUIOKEHUN

[Tpotokon UDP, Hcnons3zoBanue nporokona TCP

IIpakTH4ecKkue 3aHATHSA

I[IpakTuueckas padora Ne 13 «IIpucBoeHre HOMEpPOB OPTaM MTPUITIOKEHUI

CamocTosiTeabHasi padora

Pedepat: «YcrpoiicTBO ceTeBoro aganrepar»

Conep:xanue

[paiiBepbl cETEBbIX aJaNTEPOB

'VcranoBka cteka TCP/IP

Texnomorust pa6OTBI IIpU MMOCJICAOBATCIbHBIX JIMHUAX CBA3H

BupryanbHsie yacTHbie cetu VPN

Ynpasnenue tpadpukom B IC

W W W w| w

IIpakTHYecKkne 3aHATHSA

IIpakTHyeckas padora Ne 14 «YcraHoBKa qpaiiBEpOB CETEBBIX a1alTEPOBY»

IIpakTuyeckas padora Ne 15 «Hactpoiika mporokona TCP/IP»

CamocrosiTesibHas1 padoTa




Joxnan: «cmonap30BaHne TEXHOJIOTHH Wi-Fix»

Tema 1.8.
Crpykrypa UHTepHeTA.

Conep:xxanue

HMuatepHeT-npoBaiaepsl 1 MarucTpaiu MaTepHeTa.

3agep>Kku 1 MapuIpyThl B IHTEpHETE.

YPOBHU IIPOTOKOJIOB U MOJIEIIH UX 0OCITy>KUBAHUSI.

MHoOroypoBHeBasi CTpyKTypa.

Crek nporokosnos MHTepHera.

W W W w| w

HpaKaneCKne 3aHATUA

IIpakTHyeckas padora Ne 16 «[logkimroueHre U HACTPOIKa CETEBOTO YCTPOHCTBaY

IIpakTnyeckasi padora Ne 17 «HacTpoiika KOMMYyHHKAaIlMOHHOTO YPOBHS.»

CamocrosiTeibHas padoTa

Pedepat: «Mctopus pazsurus Uuatepuera B Poccun

Tema 1.9
IIpukiaaxHO# YPOBEHD.

Conep:xanue

[ IpOTOKOJIBI IPUKIIATHOTO YPOBHS.

®dopmat HTTP-cooGmieHus.

B3anmopaeiicTBre NOJb30BATENS C CEPBEPOM.

O6nacts mpumenenust HTTP.

[lepenaua ¢aiinos mo nporokoiy FTP.

O6mue npuHIMnb! GyHKIMoHUpoBaHus DNS.

[IporpammupoBanue TCP-cokeToB.

Pa3paboTka mpocToro web-cepsepa.

W W W W W w w w




PacnipesiesieHre pecypcos.

IIpakTH4ecKkue 3aHATHSA

[IpakTudeckas padora Ne 18 «Ilepemaua daiinos mo nmporokory FTP»

I[pakTHueckas padora Ne 19 «Hactpotika DNS-cepBepa.»

IIpakTuyeckas padora Ne 20 «3ydeHue anroputmMa co3aHusi CKPUIITa

CamocTosiTe/ibHast padoTa

Pedepat: «CriocoObl co31aHMsI COBPEMEHHOTO CaiiTa

Tema 1.10
TpaHCcOPTHBIN YPOBEHb.

Conep:xanue

Cy>kObI TPaHCIIOPTHOTO YPOBHS

BSaHMOHeﬁCTBHC MCKIY TPaHCIIOPTHBIM U CETCBBIM YPOBHAMMU.

TpancnopTHslii ypoBeHb B MIHTEpHETE.

My.HLTI/IHHeKCI/IpOBaHI/IC 1 ACMYJIbTUIIJICKCUPOBAHUC

[[puHIIUTIBEI HAIE)KHOM TMepe/lauy TaHHbIX.

[Iporoxon TCP.

KonTpouns neperpyzok B TCP. BeipaBHHBaHME CKOpOCTEN NEPEIAUH.

W W W W W w w

IIpakTH4eckne 3aHATHS

[IpakTnyeckasi padora Ne 21 «/3yueHre METOI0B MYJIbTUILUICKCUPOBAHHS U
NEeMYJIbTUILTIEKCUPOBAHUE)

CamocrosiTe/ibHas1 padoTa

Pedepat: «Obecneuenre HaaCKHOM pabOTHI IPU Pa3HBIX CIOCO0AX MOAKIIOYEHHS

Tema 1.11
CeTeBoii ypoBeHb U MapIII-
pyTH3auus

Conep:xaHue




OCHOBBI MapLIPYTU3ALIT

ANrOpUTMBI MapIIPYTU3ALUU

Anpecarus B mpotokose [Pv4.

Mapmipyruzauus B UHTepHere.

Y cTpoiicTBo MapupyTusaTopa. ['pynmnosas mapupyTu3anus.

KoMMyTannoHHbIH OJI0K.

[Tpotokon [Pv6.

HpaKaneCKne 3aHATUSA

IIpakTHyeckas padora Ne 22 «Hactpoiika anpecanuu B npotokose [IPv4 u IPv6 »

IIpakTnyeckas padora Ne 23 «PazpaboTka MoJIeNIn TPYNIIOBON MapHIPYTH3AIHH. )

CamocrosiTeibHast padoTa

Pedepat: «Mogenu ceTeBoro o0CTyKUBaHHS)

Jloknan: «[Ipoucxoxnenue nedrarpaMMHON CiIy>KObI U CITy>KObl BUPTYaJIbHBIX
KAHAJIOB)

Pedepat: «AJITOPUTM TUCTAHIIMOHHO-BEKTOPHON MapLIPyTH3aLIUN»

Jloxnan: «Mepapxuueckass MappyTH3aLysh

R )

Tema 1.12
JlokajIbHBIE
CeTH.

Conep:xanue

AJipecanusi B JOKJIBHBIX CeTsIX U mpoTokon ARP.

OcHoBrI TexHonornu Ethernet.

Xabbl, MOCTBI, KOMMYTATODHI.

BGCHPOBOI[HBIC KaHaJIbI CBA3U.

w| W w w




IIpakTH4ecKue 3aHATHSA

IIpakTHyeckas padora Ne 24 «Hactpoiika aapecanuy B JJOKaJIbHOU CETH

CamocrosiTesibHasi padoTa

Pedepat: «Ciry)0b1 KaHAIBHOTO YPOBHSD»

Pedepat: «IIpoTOKOIBI KOJJIEKTUBHOTO JTOCTYTIA

Tema 1.13

lbe3onacHocTh B KOMIILIOTEPHBIX

ceTdX.

Conep:kanue

[Tonsitue cereBoit Oe3onacHocTh. be30omacHOCTh Ha CETEBOM YPOBHC.

[Tpuniune! kpunrorpaguu. AyTeHTHDHUKAIHS.

LlestocTHOCTD nanHbIX. [lepenaya kiarouelt U cepTuUKanus.

VYpapieHue JOCTYIIOM C IOMOLIbIO OpaHIMaydpoB.

be3onacHOCTH B 6CCHp0BOI[HLIX JIOKAJIBHBIX CCTIX.

W W W w| w

HpaKaneCRne 3aHATUA

IIpakTHyeckas padora Ne 25 «Vcnonp3oBaHre NPUHIMIIOB KPUMITOTpahUN)

IIpakTnyeckas padora Ne 26 «Hactpoiika ayTeHTUDUKAIIII

CamocrosiTeibHast padoTa

Pedepar: «I'enepupoBanue udpoBoil moanucu»

Pedepat: «11110361 NPUKIATHOTO YPOBHS»

Pe(l)epaT: «be3onacHas QJICKTPOHHAs I1O4YTa»

Tema 1.14 CeTeBoe
aAMHUHHUCTPHPO-

BaHHE.

Conep:xanue




WHdpacTpyKTypa CETeBOro aAMUHUCTPUPOBAHUS

ApxuTekTypa ynpasisitoliux HTepHeT-cTaHAapTOB.

be3zonacHOCTh M aIMUHUCTPUPOBAHNE

IIpakTH4ecKkue 3aHATHS

IMpakTuyeckas padora Ne 27 «Coznanue Moaenu HHPPACTPYKTYpPhI CETEBOTO
aIMUHUCTPHPOBAHHS. »

CamocTosiTesibHasi padoTa

Jloknan: «CtpykTypa ynpasisitonieil uHpopmamm»

Z[OKJ'IB.I[Z «OnepauI/m 1 TPAHCIIOPTHOC COOTBETCTBUC ITPOTOKOJIA »

Fema 1.15
OnepanuoHHasi cucTeMa
Windows Server.

Conep:xaHue

YcranoBka. Anmunuctpuposanue. [lons3oBarenu. I'pynnel. KomnbroTepsl.

WHudpacTpyKTypa rpynmnoBoi noauTuku. IIpoBepka moaInHHOCTH

Wurerpanust DNS ¢ Active Directory Domain Services.

Cnyx0b1 ceprudukanmu Active Directory u naHbpacTpyKTypa OTKPBITBIX KIFOUCH.

W W W w

Cayx0Obl yripaBnenus npaBamu Active Directory.

HpaKanecKue 3aHATUA

IIpakTHyeckas padora Ne 28 YcraHoBka KOHTpoJUIEpa IOMEHA C SIIPOM CepBepa.

IIpakTnyeckasi padora Ne 29 Co3nanue HactpanBaemoit konconmn MMC u
YIIPaBJIEHUS €I0.

IIpakTnyeckasi padora Ne 30 Co3nanue u nouck o6bekToB B Active Directory




IIpakTHyeckas padora Ne 31 ApromaTH3aIUs CO3aHUS YUETHBIX 3aMuce
[MOJIb30BATEIEH.

CamocrosiTesibHasi padoTa

Pedepat: «Koncons ynpasnenust Microsoft»

Pedepat: «AnMmuHHCTpaTHBHBIE HHCTPYMEHTHI Active Directory»

Pedepart: «I[IpoekTupoBanue CTPYyKTYpbI IOApa3AeICHUN IS OAEPIKKH
NIeJIETUPOBaHUS

IIpumMepHas TeMaTHKA KypPCOBOii paGoThl
e [loutoBHIil cepBuc SAHaeKca
Opranusaius paboTbl COIMaTbHON ceTH «OTHOKIACCHUKNY
Opranuzanus paboTs! conaibHoil cetn «BKonTakTe»
Bunsr 6ecipoBoHoi cBs3u B UHTepHETE
MoOWIbHBIA UHTEPHET
DNEKTPOHHBIN KIIACCHBIN JKypHAaI
OO0cnyXxHBaHUE U PEMOHT CETEBOTO 00OPYAOBAHHS
WNHubopMaimoHHO-TIONCKOBBIE CUCTEMBI
WNHTepHeT-mara3unbl
HcTopus u pazsurue s3pika HTML
Coznanue caiita ¢ MOMOLIbIO KOHCTPYKTOPA CallTOB
Cucrema ynpaBlieHUs! CETEBBIMU CEPBUCAMU M UX paCIpeesICHUs
HucTpyMeHTambHbIE CPECTBA MOAIEPKKH MPOLIecca yIpaBieHUs TPEOOBaHUIMU
HHucTpyMeHTanbHbBIe CPEeCTBA MOICPKKU TPOLIecca yIpaBlIeHHsI KOHPHUTypausIMu
YrpaneHue KaTtaaoroM yCIyr ¢ COOTBETCTBYIOIIMMHU KJIACCAMH U OIIPEICIICHUSIMH YCIIYT
VYrpasneHnue KIMEHTCKUMH JTJaHHBIMU U SLA.
YmpaBiieHHe CETEBBIM PEECTPOM H €ro KOHPUTyparus

30




Y4eOHast npaKkTHKA.

Buasb1 pator:

-Hacrpoiika, rutanupoBaHue ¥ MOIEPIKKa CETEBOM HHGPACTPYKTYPHI;

-CTpyKTypUpOBaHUE U BBIACICHUE MOIYJICH CETH,

-Pa3paboTka ceTeBbIX TOMOJIOTUI B COOTBETCTBUH C TPEOOBAHUSIMH OTKa30yCTOWYMBOCTHU U MOBBIILICHUE
MIPOU3BOAUTENIBHOCTU KOPIIOPATUBHOM CETH;

- BriGop npuHIMIOB POEKTUPOBAHUS CETEH;

- [IpoexTrpoBanue cTpyKTypupoBanHoii kabenpHOU cuctembl (CKC);

- [IpoexTpoBaHne KOMIBIOTEPHON CETH, MPOEKTUPOBAHUE TeIe(POHHOI CeTH.

36

IIpousBoacTBeHHAs MPAKTHKA (110 TPOPUIIIO CTIEHUATHHOCTH).

Bunsbi padot:

3HAKOMCTBO CO CTPYKTYpPOH yUpeKJIeHHS, PaBIJIaMHi BHYTPEHHETO PAaCHOPSIIKA.
HucTpykTax 1Mo oxpaHe TpyAa, MOKapHOH 0e3011acHOCTH.

Opranmnzamus pabo4nx MecT.

Obecrieuenne 3amuTHl Tpaduka nporokona [P.

Hacrpoiika ciyO0bl yaJleHHOTO JOCTYIIa, MOHUTOPHHIA CETEBBIX MTOIKIIOUEHHH.
Br100p cucTeMHOro IpOorpaMMHOTO 00ECIEUEHHS C YYETOM JOCTOMHCTB HOBBIX
OTIEPALlMOHHBIX CUCTEM U BBOJ UX B KCILTyaTalLHIO.

3amura ceTeBoro «mnepumerpay. [logdop cHCTEMHOTO MPOrpaMMHOTO 00eCTIeUeHHs ¢ Y1eTOM TpeOoBaHUH
K POU3BOJUTEIBHOCTH KOMIIBIOTEPHOM CETH.

CO3I[aHI/Ie KOMIIbIOTCPHBIX YUCTHBIX 3ammucen. praBHeHHe YUCTHBIMHU 3allUCAMU
VYrpasieHue JO0CTyNoM K pecypcam JJOMEHHBIX CITyXkO0.

72

Bcero:

140




2.2.2 Conep:xkanue odyuenusi mo npopeccuonajibuomy moaysaio [IM.02. MK02.02, Pazages 1. «3ammra ot yrpo3 u3s

HNuTepHer»
HaumeHoBaHue pa3iesioB U TeM Conep:xanue y4e0HOro MaTepuaJa, JadopaTopHble U MPAKTHYECKHE PadoThI, Oo0bem | YpoBeHb
caMoCTOsiTe/IbHAsI padoTa 00y4arierocs 4acoB | OCBOEHHUS
1 2 3 4
MJK.02.02. Pazgen 1. 3amura ot yrpo3 u3 Unrepuer 420
Pazpen 1. 3ammra ot yrpo3 uz UarepHer 80
Bgenenue. Wudopmarus, ee 3HAYMMOCTH B COBPEMEHHOM OOIIECTBE, BO3pACTaHUE POJIH 1
MH(OPMALMOHHBIX PECYPCOB B JKM3HM U JIEITENIBHOCTH JIOJIEM M TocyJapcTBa.
PA3JIEJI 1 BBenenue B . o
o Onpenenenue kopnopaTuBHOi cetu. OCOOEHHOCTH KOPIIOPAaTUBHBIX ceTeil. AKTYaIbHOCTb
€30MaCHOCTh KOPIOPATHBHBIX ceTel .
priop U BaXHOCTh NpoOiembl obecnieyeHuss uH(popManmoHHoM Oe3omacHoctn KC. Yrposa
6e3onacHocTr. CriocoOb! oOecrneueHnst HHGOopMalMoHHON 6e3oracHoCTH. PparMeHTapHbINH
HO/IXO/1, KOMIUIEKCHBIN NOAX0/. [IpUHIIUITBI TOCTPOEHMUS CUCTEMBI 3aLUTHI.
PA3AEJI 2 UnTepHeT. OCHOBHBIE MEXaHM3MbI CETEBOI0 B3aUMO/1eliCTBUSA 17
Tema 2.1 Monens OSI u crek BBenenue B cereBoil nHpopManmonusiii oOMeH. Mcropus co3nanusa cetu VHTepHeT. 4 1
nporokosioB TCP/IP [Mpunnumn padoter cetn MuTeprer. Mogaens 1ISO/OSI u crek nporokosnos TCP/IP
Ipaxmuyeckoe 3anamue Nel « Ymunumor TCP/IP» 2
Tema 2.2 CnyxObl 1 cepBuchl B cetu | [lonstie u crpykrypa cepBuca. CTannapTHble M HECTaHJapTHBIE cepBHUCHL. [IpuHIun 4 2

HNuTtepner.

paboter u ¢dynkuun DNS, WWW, FTP, SMTP. Meronsl noctyma K CEpBHCaM.
[IpoGneMbl  ©G€30MacCHOCTH TPH  HCIOJIB30BAHUHM  PA3HOPOJIHBIX  TPOTOKOJIOB.
besonacuocts IE, Opera, Mozilla.




Ipaxmuueckoe 3ansmue Ne2 «Hacmpotika 6a306bIX cepeucos, xo0suux 6 cocmae
onepayuonnou cucmemovt \Windows XP»

Ilpakxmuueckoe 3amamue Ne3 «Hacmpotika napamempos 6ezonacnocmu \Web-
opayzepos |E, Opera, Mozillay

CamocrosiTesibHas padora:
BrinonHeHne noManiHux 3agaHui mo pasueny 2
TemaTnka BHeayAUTOPHOH CAMOCTOATEIbHO Pad0ThI

Pa3zpaboraTe BpeMeHHYIO IIKally, HAa KOTOPOW OTPa3UTh OCHOBHBIE STalbl Pa3BUTHUS
HNuTepHer.

KounrpoJabHnas padora no pasgeny 1,2

IToaroToBka K KOHTPOJILHOM paboTe. BrimomHeHnne 3ananuii

PA3JIEJI 3 Yrpo3sl uH(pOpManinOHHOM

0€e30mMacHOCTH

Tema 3.1 Ananu3 yrpo3 ceTeBoit
0€30MacHOCTH

VYrpo3el. Ux knaccudukanusa. PanxupoBaHue yrpo3 mo CTENEHH AECTPYKTHBHOIO
BO3/eiicTBUS. BHyTpeHHue u BHemHue yrpossl. YUenoBeueckuil ¢aktop. YTrpossl u
YSA3BUMOCTM  TIIPOBOJHBIX  KOPIIOPATHBHBIX  CETEH. YTIpo3bl U YSI3BUMOCTH
OeCIpOBOHBIX CETEH.

Ilpakmuuecrkoe 3amamue Ned «Ycmanoexa noaumuku |P-  6ezonacnocmu ¢
ucnoavzosanuem npomoxona IPSec»

Tema 3.2 [IpuHuuIb! aHaIA3a U
IIOCTPOEHUS CUCTEM
SUICJIOHUPOBAHHOM 3aIUTHI
KOpPIIOPATUBHBIX CETEN

Metononoruss  aHanu3a M IPOEKTUPOBAHUA  CHCTEMbl  MH(OpPMalMOHHOU
6e3onacHocTd. [IpuHIMIT 311eTOHMPOBAHHON 3amUThl. OCHOBHBIE KOMIIOHEHTHI U
cocraBHble yacTu. HopmatuBHas 6a3a aHanu3a 3alUIeHHOCTH

Ipakxmuueckoe 3amnsmue Ne5 «Hcnonvsosanue npocpammur  NetCracker ous
NONYYeHUs CMPYKMYPHO-T0SUYECKUX CXeM JIOKATbHBIX cemetiy




CamocrosiTesibHas padora:
BrlinonHenue foManiHux 3aaHui o pasaeny 3
TeMaTuka BHeayIMTOPHOI CAMOCTOSITEIbHO PA0OTHI

CocTaBuTh CIUCOK U MPOPAHXKUPOBATh NMOTEHLHUAIbHBIE YTPO3bl, BOSHUKAIOIINE MPU
pabote B cetu MHTEpHET ¢ TomaliHero (epcoHaaIbHOT0) KOMIIBIOTEpA.

Ha CTPYKTypHO-HOFquCKOﬁ CXeMe JIOKaJbHOM CEeTH Fpa(I)I/I‘leCKI/I OTO6paSI/ITB «TOYKHN»
IMPUMCHCHUA 3HI€JIOHI/IpOBaHHOﬁ 3alllUThI

KourtpoJabHnas paéora no pasaeiy 3

[ToaroToBka K KOHTPOJIBHOHU paboTe. BrimonHenue 3a1anmii

PA3/IEJI 4 CoBpeMeHHBbIE TEXHOJIOTMH 3AIIUTHI KOPIOPATUBHBIX CeTei

Tema 4.1 UHCTpyMEHTHI MOHUTOPHUHTA
Y aHaJIN3a CEeTU

Knaccudukanust cpencts MoHutopuHra u aHanms3a. CHUCTEMBI YIpaBJEHUS CEThIO,
Cpe/ICTBa YIpaBIEHUs CUCTEMOM, BCTPOCHHBIE CUCTEMBI TUArHOCTUKU U YIIPABICHUS,
aHaJM3aToOphl MPOTOKOJOB. 3HAUEHHWE W HEOOXOAUMOCTh (PUKCAIMH COOBITHA.
Kypuansr. IIporokonupoanue coobrituii  OC  Windows. Ilporpammer s
KOMILIEKCHOTO JKYPHAJIUPOBAHUS.

Ilpakmuueckas paboma Ne6 « Ycmanoexka u koHgueypuposanue npoepamm
MmoHnumopunea CommViewy

Ilpakmuueckas paboma Ne7 «llepexeam u cmpykmypHblll AHAIU3 CeMeB020 mpaghuka
¢ ucnonvzosanuem npoepamm CommvView, Etherealy

Ilpakmuueckas paboma Ne§ «Paboma c scypuanamu coovimuii Windows»

Tema 4.2 CucteMbl aHajIn3a
3aIUIEHHOCTHA

[Mpuammner  paboThl cHUCTEM aHanmM3a 3amuineHHocTH. CpencTBa  aHanmm3a
3aIUIIEHHOCTH CETEBBIX MPOTOKOJIOB U cepBUCOB. CpecTBa aHAIM3a 3alIUILEHHOCTH
omnepanuoHHbIX cucteM. CpencTBa aHanmM3a  3alIMIIEHHOCTH  MPHJIOKEHUH.




Mexanusmbl pabotel CA3. Ckanepsl noproB. Ckanepsl oOmmx pecypcoB. CkaHepsl
YSA3BUMOCTEM.

Ipakmuueckoe sansmue N9 «Anaruz yszeumocmeil JOKATbHOU CUCHEMbl Nymem
ucnoavzosanust ckanepos XSpyder, SSS, Microsoft Baseline Security Analyzery

Ipaxmuueckoe 3anamue Nel( «Ckanuposanue nopmoe ¢ Ucnoib308aHuem Ymuaumsl
Nmap»

Tewma 4.3 Ilpuxnaanoe [1O cucremroro
aIMHHHCTpaTOopa

KonconbHbie KOMAaHJIbI. VY nanennoe aIMUHHUCTPUPOBAHUE. [IpoBepka
paborocniocooroctr TCP cepBucos.

Ilpakmuueckoe 3amamue Nell «Yoanemnoe aomunucmpuposanue nocpeocmeom
npoepammur Remote administrator (Radmin)»

Tema 4.4 CucreMbl 0OHapyKeHUs
BTOP>KEHUI

[Torsitme IDS. Meton curHaTYpHOTO aHalin3a, METOJ OOHApYXCHHS aHOMAIIWU.
Apxurekrypa cucreMbl BbisiBieHus arak. Knaccupuxamus COA. VYiznossie IDS.
Ceressie IDS. O630p coBpemennsbix IDS.

Ilpakmuuecxoe 3auamue Nel2 «Ycmanoska u nacmpotika COA Snorty

Tema 4.5 OcHOBHBIE TPUHIIMIIBI
MOCTPOCHHSI U PYHKIIMOHUPOBAHUS
MEXKCETeBbIX dKpaHoB (MD)

OOmue cBeneHuss 0 MEXCETeBbIX HKpaHax. [lepexBar makeToB. AHajaM3 IaKETOB.
O6pabotka cutyaruu. HWHTEepdechl MEXCETeBBIX HJKpaHOB. JlomoTHUTEIBHBIC
¢bynkuuu. MHoropyHKUMOHaJIbHBIE pemieHuss Ha ©Oaze MD. Ilporpammuble u
anmapatiele  MD. Ilepconameubie MD. Ilomutuka pabotsr MD. Ilpobiembl
6e3onacHoctu MO

Ipaxmuueckoe szamsmue Nel3 «Hacmpoiixa cmandapmuoil xongueypayuu Kerio
Winroute Firewall ¢ ucnonvzosanuem macmepa u wabnonoey

Ipakmuueckoe 3ansmue Nel4 «Hacmpouxa Kerio Winroute Firewall — oza
opeanuzayuy KOHMpPOJa 00CmMyna u mpaguka 8 KOpnopamueHo cemuy




Tema 4.6 BuptyanbHble 4YacTHbIE CETU

[Mpunmun pabotsel u kinaccuduxanus VPN. TIpoTokonsl mocTpoeHHsT BHPTYaTbHBIX
yacTHbIX cereil (VPN) u anroputmsl ux padoTsl CpaBHUTEIBHBII 0030p POCCHIICKOTO
ppiHKa VPN. Tumnosble pelieHus IO 3alUTe KOPIOPAaTUBHOW CETH Ha OCHOBE
npumenenuss VPN. IlocTpoeHue 3amiuiieHHBIX CeTei Ha KaHaJIbHOM (ITPOTOKOJIBI
PPTP, L2F, L2TP), cereBom (mmpotokosl [PSec, IPv6) u ceancoBom (mpoTokonsl SSL,
SOCKS) ypoBHSsIX.

Ipaxmuueckoe sanamue Nel5 «Cozoanue VPN mynnens ¢ ucnonvzogeanuem Kerio

VPN Clienty

Tewma 4.7 TexHon0ruM aHTUBUPYCHOU
3aLUTBI

[Tonatne u xnaccudukauus BUpycoB. KuW3HEHHBIH LUK BHUpYCOB. [Ipyrue Bumbl
BpenoHocHoro I10. Kananbl pacnpocTpaHeHHMs BpeIOHOCHBIX mporpamm. O630p
METOJOB aHTUBUPYCHOM 3amutTel. CurHatypel. Bunel antusBupycaoro IIO.
KopnoparuBHble crcTeMbl aHTUBUPYCHOMN 3AILINATHI.

IIpaxmuueckoe sawamue Nel6 «Ycmanoska u nacmpouxa Kaspersky Internet
Security»

IIpaxmuuecroe 3ansmue Ne 17 «Hacmpouika Symantec Antivirus CE ons 3awumor
pacnpeoeneHHol 8blYUCTUMENbHOU Cemuy.

CamocrosiTeibHas padora:
TemaTuka BHEAyITMTOPHOI CaMOCTOSITEIbHO Pa0OTHI

[lepexBatuth cereBoil Tpaduk mnpu pabore B ceTd VHTepHET € JgOMaIIHETO
(mepcoHanbHOT0) KOMIBIOTEPA.

KourpoJabHnas pa6ora no pasaeny 4

[ToaroToBka K KOHTPOJIBHOU paboTe. BrimomHeHne 3amanuii

Bcero:

100




2.2.3 Conep:xkanue o0yuenusi mo npoeccunonajibuomy moaysaio [IM.02. MK.02.02, Pa3nen 2. «OcHOBBI KOMIILIOTEPHOM

0e30IacHOCTI
HaumeHoBaHue pa3jiejioB U TeM Copep:xxaHue yueOHOro MaTepuaa, 1adopaTopHblie U NpakTuyeckue padorel, | O6bem | YpoBeHb
caMoCTOsITe/IbHAsI padoTa 00y4arierocs 4acoB | OCBOEHHUS
1 2 3 4
MJIK.02.02, Pa3aen 2. «OcHOBBI KOMIIBLIOTEPHOH 0€30MACHOCTH 420
100

BBenenue. PA3JIEJI 1 Onpenenenue npeamera “OCHOBbI KOMIILIOTEPHOH 0e30macHoCTH”
Tema 1.1 be3onacHocTs Ilenu wu 3amaun  y4eOHOW juctMIUIMHBL CBs3b JAUCHUIUIMHBI € JPYTUMH 2 1
KOMIBLITEPHBIX cucTeM. OCHOBHbIE | JUCIUIUIMHAMH y4eOHOTO Kypca. YueOHas M TeXHHYecKas jureparypa. [loHstne u
NMOHSATHS U ONpe/ieJIeHUs MOJIOKEHUS KOMIIbIOTEpHOU Oe30macHOCTH. VIcTopHs U MpenoChlIKi BOSHUKHOBEHUS

poOJIeMBI, aKTYaJTbHOCTh M BaKHOCTb.
Tema 1.2 Ananu3 yrpo3 [TonsiTHE, cUCTEMHAas KiIacCU(PUKAIMS U 001U aHaINU3 yrpo3 6€301aCHOCTH 2 2
0e30MaCHOCTH KOMIIbIOTEPHBIX MH(pOpMaLINH.
cHcTeM
Tema 1.3 CocTosiHue U NPOrHO3 CocTosiHME M TIPOTHO3 PAa3BUTHS KOMIBIOTEPHONM O€30MacHOCTH 3a pyOeKoM. 4 1
Pa3BUTHS KOMIIbIOTEPHOM CocrosiHIEe KOMIIBIOTEpHO# Oe3omacHocTu B Poccuu:
0e3onacHoctu B Poccnu u 3a - 0COOEHHOCTH IKOHOMHUYECKOT0 pa3Butus Poccuu
pyoexom - TIOKa3aTelld AKOHOMHYECKOW Oe30MacHOCTH M €€ BJIMSHHE Ha KOMIIBIOTEPHYIO

0e30MmacHOCTh  KOMIIbIOTepHOU  Oe3omacHocT  Poccun.  OCHOBHBIE — YIpO3bI

6e3omacHoctu Poccun B nHopmanmonHoii chepe.
Tema 1.4 MeToasl o6ecrieyeHus HauOonee BaXkHbIE acleKThl MPOOIEeMBbl 6€30MaCHOCTH KOMITBIOTEPHBIX TEXHOJIOTHIA: 4 2

KOMIIbIOTEPHOI 6e30I1acHOCTH

- samumenHble OC u ceprudunupoBanasie CTIK cpencTsa 3amuThl OT
HCT,

- Kpunrorpaduyeckue METOAbI 3alIUThl 1 AHTUBUPYCHAs 3aIlUTa;

- 3amMTa  OporpamMMHOro  o0OecredeHus ~ OT  HECAaHKIMOHHPOBAHHOTO
KOIIMPOBAHUs U KOPIIOPAaTUBHBIX ceTel OT yrpo3 u3 Internet;




3aluTa ueneﬁ IIUTaHUA U KaHaJIOB II€pE€aadn JaHHBIX.

Tema 1.5 Moaeasb yrpo3 u JKv3HEHHBII LMK  OPOrpaMMHOrO  00ECIEeYeHHs]  KOMIIBIOTEPHBIX  CHCTEM. 2
NPUHIHUNBI 00ecneYeHnst TexHonormueckass M AKCIUTyaTallMOHHas Oe30MacHOCTb. YTPo3bl 0€30macHOCTH
oe3onacHoctTu IO KoMNIBLIOTEPHBIX IPOrpaMMHOr0 OOecredyeHusT M MpUMEpbl UX pealu3aldd B COBPEMEHHOM
cucTeM KOMIIBIOTEPHOM MUDE
Tema 1.6. 3amuineHHbIe Knaccudukanus u rpymisl yrpo3 onepaunoHHbix cucteM (OC). [Tonstue u 4
onepanuoOHHbIEe CHCTEMbI koMnoHeHThI 3amuiieHHon OC. IToaxoas! k noctpoenuto 3amuiieHHbix OC.

IToncucrema 3ammter OC.
Tema 1.7 3amura B OC UniX, CpenctBa u Mmexanusmsbl 6e3omacaoct B OC Unix, Windows. 4
Windows

Ipaxmuuyeckoe 3anamue Nel: «Hacmpoiika mexanuzmos bezonacnocmu OC 10

Windowsy
KonTtpouabHas pa6ora no pazaey 1 [ToaroToBka k KOHTPOJIBHOMU paboTe. BrinonHenue 3ananuii 2
PA3JIEJI 2. MeToa0/10rMsl NOCTPOEHHUS 3alIMILIEHHBIX KOMIILIOTEPHBIX CHCTEM 47
Tema 2.1 TpedoBanus k nocrpoenuro | Kiaccupukanus tpeboBanuii k cuctemam 3amuTbl. @opmann3oBaHHble TPeOOBAHUS K 2
3aIMIIEHHBIX zamure uHpopmaru ot HC/I- cucremMa HopMaTHBHBIX JTOKyMeHTOB B Poccun u 3a
aBTOMATH3UPOBAHHBIX CHCTEM pyoexxoM. OOmmMe noaxoapl K TOCTPOEHUIO CHUCTEM 3aIlMThl KOMIIbIOTEPHOU

uHpopManuu
Tema 2.2 OTeuecTBEHHBIE U 3apyOexHbIe CTaHIAPTHI B 00JIaCTH KOMITHIOTEPHOM 0€3011aCHOCTH: 4
3apy0esKHbIe CTAHIAPTHI B 00/1aCTH - Oprasbl, OTBeYaroIlue 3a KOMIbIoTepHYI0 6e3omnacHocTh B CIIIA u EBporne
KOMIIbIOTEPHOIi 6e30MacHOCTH - cucreMa HOpMatuBHbIX JOKymMeHTOB CIIIA B o6iacTé KOMIBIOTEPHOMN

0€30MacHOCTH.
Poccuiickue crangapThl B 00J1aCTH KOMITBIOTEPHOM 0€3011acHOCTH:
- Oprasbl, OTBEYaroIlKe 3a KOMIIBIOTEPHYIO Oe30macHocTh B Poccun
- 0030p pykoBomsammx gokymeHToB DPCTOK B o00mact KOMITBIOTEPHOM
0€30acCHOCTH.

Tema 2.3 CepruduuupoBaHHbie OcHOBHbIE TPHUHIMNBI 3alUThl HHQOpManuu. Ha3HaueHue, BO3MOXHOCTH U 2
®CTIK cpeacrpa 3amuthl or HCJI | knaccudukanus cucrem 3amuTbl koMmnbiorepoB oT HCJI. OcHOBHBIE IPOU3BOIUTENN

Y VX TIPOJTYKIIHS
Tema 2.4 Cucrema 3amutbl or HCJI | OcHOBHBIE (PYHKIIMOHATbHbIE BO3MOXXHOCTH M XapakTepuCTHUKU. COCTaB U CTPYKTypa 2,5

Secret Net

CHCTEMBI




Ipakxmuuecxoe sanamue Ne2: «Beedenue 6 cucmemy 3awumor om HCJ/] Secret Net. 2
Yemanoexa, oonosnenue, yoanenue cucmemol 3augumot om HCJJ Secret Nety
Ipakxmuuecxoe 3ansamue Ne3: «Hacmpotika cucmemsr 3auyumor om HC/] Secret Net. 2
Obwue napamempul cucmembvly
Ipakxmuueckoe 3anamue Ned: «Hacmpoiika npae Ooocmyna aomunucmpamopa u 4
noavzosamerneti cucmemslt 3awumsl om HC/] Secret Nety
IIpaxmuueckoe 3anamue Ne5: « Vnpasnenue oocmynam k pecypcam 6 cucmeme 2
sawumsr om HCJ] Secret Nety
Ilpakmuuecxoe 3auamue Ne6: «Ilopsadok pabomvl ¢ CUCMEMHbIM HCYPHALOM CUCTIEMbL 2
sawumsr om HCJ] Secret Nety
KourpoabsHnas padora no teme 2.4 [ToaroroBka Kk KOHTPOJIBHOU paboTe. BeimonHeHue 3ananuii 2
Tema 2.5 Cucrema 3amuthbl oT HCJI | OcHOBHBIC ()yHKIITMOHAIILHBIC BO3MOKHOCTH U XapakTepucTUku. COCTaB M CTPYKTypa 2,5
Dallas lock CHUCTEMBI
IIpaxmuueckoe 3ansmue No7: «Beedenue 6 cucmemy sawumor om HCJ] Dallas lock. 2
Yemanoska, obnoenenue, yoanenue cucmemnt sawumol om HCJ] Dallas locky
IIpakmuyeckoe samamue Ne§: «Hacmpoiika npas oocmyna aomunucmpamopa u 2
noavzosamenetl cucmemsi 3auumst om HCJ] Dallas locky
IIpaxmuueckoe 3ansimue Ne9: «/Jononnumenvuas nacmpoiika cucmemot Dallas Locky 2
Ilpakmuuecxoe 3auamue Nel(): «Hacmpoiika scypHanos cucmemoly 2
Kourpoabsnas padora no teme 2.5 [ToaroroBka Kk KOHTPOJILHOM paboTe. BrimomHeHue 3aanuii
KourpoJabHnas paéora no pasaeiy 2 [ToaroroBka Kk KOHTPOJILHOM paboTe. BrimomHeHue 3ananuii 2
Pasnea 3. Kpunrorpaguyeckue MeToabl 321U ThI HHpOpManun
Tema 3.1 Beeaenue B Beenenue B kpuntorpaduueckyro 3amury uHpopmanuu. Knaccuduxarms 4
KpunrorpapuyecKyro 3almMTy KPUTNITOAJITOPUTMOB:
uHpopMaANH - CHMMETPHYHBIC KPUTITOAITOPUTMBI
- ACHMMETPHUYHBIC KPUTITOATTOPUTMBI
Ilpakmuuecxoe 3auamue Ne 11: «Paboma ¢ kpunmoepaguuecxoii npoepammot. PGP 2

(Pretty Good Privacy)»




Pa3znen 4. TexHo10rusi aHTUBUPYCHOM 3aIUTHI

Tema 4.1 Bupycni [Tonsatne u xnaccudukanus BUPYcoB. KW3HEHHBIH UK BHPYCOB. [[pyrue Buabl 2
BpenoHocHoro [10. Kanainel pacnpocTpaHeHUs: BpeJOHOCHBIX IPOTPAMM.

Tema 4.2 AHTHBHpPYCHOE 0O0630p MeTOI0B aHTUBUPYCHOM 3amuThl. CurHatypsl. Buasl antusupycuoro 110 2

nporpamMmHoe odecnedenue Ilpaxmuueckoe 3ansmue Ne 12. «Ycmanoexa u nacmpotixa Kaspersky Internet
Security»

KonTpoabHasi padora nmo pasaeny 3, | [loaroroBka k KOHTpoJbHOU paboTe. Beimonnenue 3amanmii 2

4

Paspnen 5. TexHo10rum cereBoi 3a1MThI

Tema 5.1 TexHosnoruu [TpoGnembr GezomacHOCTH COBpeMeHHbIX ceTei. ObecrneueHne 0e30MacHOCTU CeTel: 1

HH(OPMALMOHHOM 3aIIUTHI ceTeil Kpunrorpaguueckas —3amuTa  JaHHBIX, TEXHOJOTHH MEXKCETEBBIX  JKPAHOB,
TEXHOJIOTUM BUPTYaJbHBIX 3alIMIIECHHbIX KaHaioB M cerel VPN, TexHonorun
00Hapy>XeHUSI BTOP>KEHUM

Tema 5.2 MeskceTeBble IJpaHbl Ha3zHaueHne M OCHOBHBIE BO3MOXHOCTHM MEXKCETEBBIX AKpaHOB. IIporpammHbie un 2
annapatieile  MDO. Ilepconansusie MDO. Ilomutuka paborert MD. IIpoGaemsl
Oe3omacHocTu MDO.

Tema 5.3 BupryajbHble 4acTHbIE [Tpunuun pa6otsl u kinaccudukanus VPN. [IpoTokosibl mocTpoeHus BUPTYaTbHBIX 2

ceTH yacTHbeIX ceredl (VPN) u anroputmel ux paboTsl THUMOBBIE pelICHHs IO 3aIIUTe
KOPIIOPAaTUBHOM CETH HAa OCHOBE npuMeHeHns: VPN,

Tema 5.4 Cucrembl 00HApYKEeHUS [TonsTue cuctemsl ooHapyxenus Bropkenuit (IDS). Meron curnarypHoro aHanusa, 2

BTOP KEeHU I MeTO]1 OOHApYKEHUsI aHOMAJIUNA. APXUTEKTypa CUCTEMBI BBISIBIICHUS aTak.
Knaccudukanus IDS

Tema 5.5. Cucrembl anajmsa [Tonsitue cucremsr ananm3a 3amuiieHHOCTH (CA3). Kimaccudukamms CA3. [TpuHIUmb 2

3alMIIEHHOCTH paboThI cUCTEM aHaNM3a 3aIIUIIeHHOCTH. paboTsl CA3.
Ilpaxmuyeckoe 3anamue Ne 13: «Aunanuz sawuweHHOCMU UHGDOPMAYUOHHOU 2
cucmembl Ha OCHOGE BbIABNIEHUL YAZBUMOCHEN U OOHAPYIHCEHUS BIMOPIHCEHULLY

KonTtpouabsnas pa6ora no pasaeiy S [ToaroToBka Kk KOHTPOJIBHOU paboTe. BrinonHenue 3a1aHuii 2

Beero: | 120




2.2.4 Conep:xkanue o0yuenusi mo npodeccunonajibuomy moaysato [IM.02. M/IK.02.02, Pa3zgea 3. «3ammra undgopManuu B

KOMHL]OTepHLIX ceTHaXx»

HaumeHoBaHue pa3jiejioB U TeM Copep:xxaHue yueOHOro MaTepuaa, 1adopaTopHble U MPaKTHYeCKUe padoThI, O0beM | YpoBeHb
caMoCTOsITe/IbHAsI padoTa 00y4arierocs 4acoB | OCBOEHHUS
1 2 3 4
MJIK.02.02, Pa3nea 3. «3amuTa uadopmanuu B KoOMIbIOTEPHBIX CeTAX» 420
100
Beenenue. PA3/IEJI 1 Onpenenenne npeamera “3ammra udpopmanuu B KC” 70
Tema 1.1 Ananu3 yrpo3s 6esonacHoctu | Llenn wu  3amaum  y4yeOHoM nucuuruivbl.  CBsi3p  JAUCHUIUIMHBL € APYTUMHU 2 1
KOMIIBIOTEPHBIX CHCTEM JUCIUIUIMHAMU y4yeOHOro Kypca. YueOHas M TexHudeckas nurteparypa. Ilonstue u
MOJIOKEHUS KOMIIbIOTEpHOU Oe30macHOCTH. VIcTopHs U MpenoChlIKi BOSHUKHOBEHUS
npoOJeMbl, aKTYalbHOCTh M BaXHOCTh. lloHsATHE, cUCTeMHas KiaccuUKalus u
o0mui aHaIu3 yrpo3 6€30macHOCTH HH(OpMaIHH
Tema 1.1 O0Hapy:keHue [TonsTre u kIaccupuKanus aTak Ha KOMIbIOTEpHbIE ceTH. OCHOBHBIE TUIIBI CETEBBIX 2 2
KOMIIBIOTEPHBIX aTaK atak. CpezcTBa peasinzanuu atak. [IpsMble U KOCBEHHBIE MPU3HAKHU aTak. MeTo bl
obHapyxeHus atak. CUTHATYPHBIN aHAIIN3 1 OOHApYKEHUE aHOMAJTHI.
Tema 1.2 CocTosiHUE U IPOTHO3 CocTrosiHME M TPOTHO3 Pa3BUTUS KOMIIBIOTEPHOH 0€30MacHOCTH 3a PYOEKOM. 2 1
Pa3BUTHS KOMIbIOTEPHOM CocrosHue KoMIIbIOTEpHOM Oe3omacHocT B Poccuu:
0e3onacHoctn B Poccnu u 3a - 0COOEHHOCTH SKOHOMUYECKOT0 pa3BuTHs Poccun
pyoexom - TOKa3aTeld SKOHOMMYECKOH O€30MacHOCTH M €€ BIHUSHHE Ha KOMIIbIOTEPHYIO
0e30macHOCTb ~ KOMIIbIOTEpHOM  Oe3omacHoctn  Poccun.  OCHOBHBIE  yTpO3bI
6e3onacHocTr Poccun B mHGOpMaImoHHOH cdepe.
Tema 1.3 MexaHu3Mbl THNOBBIX aTaK | MeXaHU3MBI THITOBBIX aTaK, OCHOBAHHBIX Ha YSI3BUMOCTSIX CETEBBIX MPOTOKOJIOB. 2 3

ATaku Ha ceTeBble ClIy>)KObl. ATaKU € UCIOJIb30BAaHUEM MPOMEKYTOUHBIX Y3JI0B U
TEPPUTOPUIL.




Tema 1.4 Knaccupukanusi cucTeMm Knaccudukanms cucrem oonapyxkenus arak (COA). Cerepbie u y3ioBsie COA.

o0Hnapy:xkenus atak (COA). Tpe6oBanus, npenwbspisiemble kK COA. Crannaptusanus B 001acTu oOHAPYKEHUS
aTak
Tema 1.5 Apxurexktypa COA Tunosast apxurekrypa COA B cocTaBe ceHcopa, MOJyJIsl yIIPaBIEHUS, aHAaIU3aTopa,

Ha0opa MPOTOKOJIOB B3aUMOJICHCTBUS U CPEJICTBA PEarnpoBaHus. DKCILTyaTaIHsl
COA. Bapuants! pazmenienus COA. Pa3menienue cencopo COA.
PearupoBanue nHa nHuuAeHThL. [Ipobiemsr, cBszanubie ¢ COA.

Tema 1.6 TexHos10rus1 MeKCeTEBOr0 Crtpateruu u cpeicTBa MEXCETeBOro SKpaHupoBaHusi. Co3gaHue 3allUIIICHHBIX
IKPAHUPOBAHUS CErMEHTOB MpH padoTe B ceTu MIHTEpHET ¢ UCIIOIb30BAHUEM MEKCETEBBIX SKPAHOB.
TpeboBanus pykoBoasmux gokymeHToB @CTOK Poccun k MeKCeTeBbIM IKpaHaM.
0630p nokymentoB RFC, perinamMeHTHPYIONINX HCIIONIb30BAHHE MEKCETEBBIX
9KpaHoB. TUIBI MeXKCEeTEeBbIX KpaHOB. CXeMbI MEKCETEBOT0 SKPAHUPOBAHHUSI.

Tema 1.7 ®uibTpanus NaKeToB Kpurepuu u npasuia ¢puistpannu. Peannszanus nakeTHeix ¢uiibTpoB. [lorsrue
JEMIINTapU30BaHHON 30HBI. Y KPEIJIEHHbIH KOMIBIOTEP OACTHOHHOT'O THIIA.
Opranu3zanys y3/10B Ui OTBJICUEHHS] BHUMaHUS 3JI0yMbIIITIeHHIKA. OCOOEHHOCTH
¢bunbTpanuu pazaudHbIX TUIOB Tpaduka. [lakeTHsiit punbTp Ha 6a3e OC Windows
2000-XP. Cnyx6a RRAS. Ilporpamma ynpasiieHus cnyx00it RRAS

Tema 1.8 LI.110361 NPUKJIATHOTO HImro3s! npuknaanoro yposss. Cepsep SQUID, npuHIUIIBI pabOThI, BapUAHThI

YPOBHS. koHurypauuu. Kourpons HTTP-Tpaduka u snexrponnoit noutsl. Hanucanue
npaBui (pUIBTPALIMK, BO3MOKHOCTHU IO aHAJIU3Y COJEPKHUMOTO.

Tema 1.8 Opranuszanus 3anaum, pemaembele VPN. Tynnenuposanue B VPN. YpoBHM 3aIMIIEHHBIX KAHAJIOB.

BHPTYAJbHBIX YACTHBIX ceTel 3amuTa 1aHHBIX Ha KaHaJIbHOM ypoBHe. Opranuzanus VPN cpenctBamu npoTtokona
PPTP. YcranoBka u Hactpoitka VPN. AHanu3 3alIMIIEHHOCTH MepeaaBaeMoit
MH(}OpMaLIUH.

Tema 1.9 3amuTa JaHHBIX Ha [Tporokon SKIP. ITporokon [PSec. Opranuzamus VPN cpencteamu C3U «VipNety.

CeTeBOM YPOBHE. Hcnonw3oBanue npotokoia [PSec ana 3amuthe! ceteil. [lndpposanue tpaduka c

HCIonb30BaHneM npotokosa [IPSec. HacTpoiika moJIMTHKN MEXCETEBOTO
SKpaHUPOBAHUS C HCII0JIb30BaHUEM IpoTokoia IPSec.

Tema 1.10 Opranuzauust VPN Opranuzanua VPN cpencteamu C3U «StrongNet». Onucanue cucremsl. I'eHepanus u
cpeancrBamu C3U «StrongNet» tpocTpaHenue kinoueBoi nHpopmanuu. Hactpoiika C3U «StrongNet». YcraHoBka
3aIUIIEHHOTO COSUHEHHUSL.




Tema 1.11 3amuTa Ha TPAHCIIOPTHOM
YPOBHe.

Opranmsanus VPN cpencrBamu mpotokona SSL B Windows Server 2008. I'eneparus
ceptudukaTa OTKpPHITOrO Kiltoua AJisi web-cepsepa.
Hacrtpoiika SSL-coenrHenus.

Tema 1.12 Opranuzanus VPN
NPHUKJIATHOT0 YPOBHA

Opranuzanus VPN npukiagaoro ypoBHs cpencrsamu nportokona S/MIME u CK3U
KpunTollpo CSP. 3anmiieHHblii 00MEH 2JIEKTPOHHON OYTOH.

Tema 1.13 TexH0JI0rMH 32U LIEHHON
00padoTkn uHGopMaAUH

[IpuMeHeHre TEXHOJIOTHH TePMUHAIBHOTO ocTyna. O0Iire cBeIeH s O TEXHOJIOTUU
TepMuHaNIBHOTO JocTyna. Obecneuenue 6ezonacnoctu cepepa OC Windows Server
2008. Hacrpoiika cepepa MSTS. Hactpoiika npotokona RDP.

Tema 1.14 Cnyx0b1 KaTaJ10T0B.

OO6mme cBenenus o ciryx6ax karanoro. Ctpykrypa karainora LDAP. Cucrema
€IMHOTO BXOJIa B ceTh Ha ocHOBe npoTokoia Kerberos. Co3ganue equHoro
IIPOCTpaHCTBA Oe30MMacHOCTH Ha 0a3e Active Directory

Tema 1.15 Ayaut undopmMannoHHoO’
0€30MacHOCTH B KOMIBIOTEPHBIX
ceTsx

Llenu u 3a1aun NpoBeieHUs ayiuTa 6€301MacHOCTH. DTalbl U METO/Ibl IPOBEICHUS,
pe3ynbTathl paboT. HopMaTHBHO-TIPaBOBBIE U OPraHU3AIIMOHHBIE OCHOBBI
IPOBEICHUS ayIuTa 0€30IIaCHOCTH KOMITBIOTEPHBIX CUCTeM. MeXIyHapOAHEIE,
rocyaapCTBCHHBIC U BEAOMCTBCHHBIC CTAHAAPTHI U pCKOMCHAAIIMU B o0JiacTu
MH(OPMaLlMOHHON O€30M1aCHOCTH.

Tema 1.16 CtpykTypa
HH(pOPMALMOHHO -
TeJIEKOMMYHHKAIMOHHBIX CeTeii

Ornpenenenne CTPYKTypbl HHGOPMAIIMOHHO TEJIEKOMMYHUKAIIMOHHBIX CETEH.
[TIporpammHBIE CpeACTBA aHATM3A TOMOIOTHH BEIYMCIUTEILHON CETH.
OnpeencHre MapIIpyTOB MPOXOXKIACHUSI CETEBBIX MAKETOB.

Ob6HapyxeHre o0beKTOB ceTu. [locTpoeHne cxeMbl ceTu.

BbisiBIIeHHE TEIIEKOMMYHUKAITMOHHOTO 000pY0BaHus. BhIsSBICHUE H TOCTPOCHHE
CXeMbl HH(GOPMAIIMOHHBIX TTOTOKOB 3alMIIAEMOI HH(OpMAITHH.

Tema 1.17 CeTeBoit MOHUTOPUHT

CereBoif MOHUTOPHHT Ha OCHOBE UCMOJIb30BaHUs MexaHu3mMa WMI u mpoTokonoB
ICMP, SNMP u CDP. [IpumeHeHne cucteM aBTOMaTU3MPOBAHHOTO MOCTPOCHUS
CXEMBI CETH.

Tema 1.18 Ysa3Bumoctu B
NPOrpaMMHOM 00ecrie4eHUH y3/10B
KOMIILIOTEPHOM CEeTH.

CpencTBa ¥ METO/IBI BBISIBIICHUSI YS3BUMOCTEHN B IPOTPaMMHOM 00€CII€UeHUH Y3JI0B
KOMIBIOTEPHOU ceTu. Llenn u npuHIMIBI 30HIUPOBAHUS y3J10B ceTu. Vcnonb3oBanue
KOMMEPUYECKHUX ¥ CBOOOTHO pacHpOCTpaHAEMbIX CPEJICTB ayuTa 0€301MacHOCTH
KOMITHIOTEPHBIX cucTeM. OCOOEHHOCTH CPEJCTB aKTHBHOTO aynauTa. [IpumeHeHme
CPEACTB aHAJIN3a 3aLIMIIEHHOCTH CEPBEPOB NPHUIIOKECHUM.

Tema 1.19 CtpykTrypa u pyHKUUH
KOMILUIEKCHBIX JKCHEPTHBIX CHCTEM
ayauTa

[TpumMeHeHHe cpeAcTB aBTOMATH3AIMK KOMITJIEKCHOTO ayAuTa HH()OPMAITMOHHON
6e3onacHoctu. CTpykTypa M (YHKIHUH KOMIUIEKCHBIX SKCIEPTHBIX CHUCTEM
ayauTa 6€30MacHOCTH. YUeT CTPYKTYpPhI alnapaTHO-MPOrpaMMHBIX CPEACTB 00BEKTa




uH(popmaTuzanuu. PamxupoBanre 0OHApYKEHHBIX YSA3BUMOCTEH O CTEIICHH
BO3/ICICTBUS Ha 3amuiiaeMyto nHpopmanuio. OnucaHue BbISIBICHHBIX YSI3BUMOCTEH
U OIIpe/ieJIeHNe Mep 3aIIUThI, UX YCTpaHsomux. PopMupoBaHUEe BHIBOJIOB U
pEKOMEHIalliii 0 YCTpaHEHUIO0 O0OHAPYKEHHbBIX HEJIOCTATKOB.

Tembl npakTHYecKUX pador 50

Co3anue 3alUIIeHHBIX CETMEHTOB MpH padoTe B ceTu MIHTEpHET C HCIOIb30BAHUEM
MeceTeBbIX 9KkpaHoB. [Ipumenenne guapTpytomniero mapuipyruzaropa WinRoute

BamuTa cereBoro Tpaduka ¢ ucnosib3oBanueM npotokoia IPSec 8 Windows NT 5.0.
Opranuzauust VPN cpencrBamu npotokosna PPTP

ITpumeHeHne cnenualn3upoBaHHbIX cpeacTs opranu3anuu VPN Ha npumepe
«VipNet» u «StrongNET»

[Tpumenenne COA Snort s 0OHAapy>KE€HUSI CKPBITOTO CKaHHWPOBAHMS, aTak,
MCIOJIb3YIOUINX IIPEIHAMEPEHHOE HAPYILIEHUE CTPYKTYPBhI CETEBBIX MMAKETOB, aTaK
BUJIA «OTKa3 B 00CITYKUBaHUN»

HpI/IMeHeHI/Ie TEXHOJIOTUU TCPMUHAIIBHOT'O AOCTYIIA

[TpuMeHeHHe NPOrpaMMHBIX CPEJICTB ayAuTa MH(POPMAITMOHHONW 6€30MaCHOCTH C
LIEJIbI0 TECTUPOBAHUS COCTOSIHUS 3AIIMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM OT
HECaHKIMOHMPOBAHHOTO JJOCTYIA U BbIPA0OOTKH MEp 3aIIMTHI OT BbISIBICHHBIX YTPO3

Bcero: 100

s xapakmepucmuku ypogHs 0C80eHUsl y1eOHO20 Mamepuaila UCHOb3VIOMCs cledyiouue 0003HAYeHUs.:
1 — o3HakomumenvHwlll (60cnpoussederue uHpopmayuu, y3Hasanue (pacnosHasanue), 00viICHeHue panee U3y4yeHHbIX 00beKmos, cOUCMeE U m.n.),
2 — penpoOyKmMusHbulil (8bINOIHEHUE 0esAMEeNTbHOCMU N0 00pa3yy, UHCMPYKYUU UTU NOO PYKOBOOCBOM,);

3 — NPOOYKMUBHLI (CaMOCmMOosAmMenNbHoe NIAHUPOBAHUE U BLINOJIHEHUE 0esIMeNbHOCMU, pelleHue NPOOIeMHBIX 3a0ay).




3. YCJIIOBHA PEAJIU3ALIUH ITPOI'PAMMBI
3.1 Mamepuanvno-mexuuueckoe obecneuenue

Tpe6oBannsi K MUHUMAJIBHOMY MaTepHAJIbHO-TeXHUYeckoMy oOecneuenuro I1M.02,
Pazgen 1 «Opranusanus ceTeBoro aAMUHUCTPUPOBAHUS).

Peanm3arus mporpaMMbl MOIYIIA TIpeIoNiaraeT Hauare yaeOHoro kabnnera MaTeMaTndecKux
MIPUHITUIIOB IIOCTPOCHUS KOMITBIOTEPHBIX CETCH

OodopynoBaHue y4eOHOro KabuHeTa:

. -aBTOMATH3MPOBaHHBIE paboYre MECTa 110 KOJIMYECTBY 00yUJarOIIIXCsL;
-aBTOMATH3HPOBaHHOE paboyee MEeCTO MPENoaaBaTes;
-CTICINATN3UPOBAaHHAs MEOEIIh;

-KOMIIJICKT HOPMATUBHBIX JOKYMCHTOB,
-KOMIUICKT Y4€0HO-METOIUUECKOM JINTEPATYPHI.
Texnuueckue cpedcmea 0OyueHUsL:
-[IPOEKTOP;
-9KpaH;
-CKaHep;
. -TIPHHTED;
. -TIporpaMMHOe obOecriedeHne 001ero 1 npodhecCHoHaIbHOTO Ha3HAYCHUSI.

©oNaA~WDE

e
= O

3.2 NudopmanmnonHoe odecnevyeHne o0yueHust

OcHOBHBIC HCTOUYHHKH:

1. Kowmmnsrorepasie cetu [Tekcr] : yuebnoe nocobue / E. O. HoBoxxmios. - M : Mznarensckuit
uentp "Akagemus", 2013.

2. bapanumnko A.M. Opranuszanus ceTeBoro aIMMHUCTPUPOBaHus : yueOHuK M : M3narensckuit
uentp "Axkagemus", 2016

JlonoTHUTE/IbHbIE HCTOYHUKH:
1. Omudep B. KommbrotepHsie ceTr. [IpuHINIIBI, TEXHOIOTHH, IPOTOKOJIBL: YUEOHUK ISl BY30B. 4-
e m3n., CII6: [Mutep, 2015r.
2. Baramaniok A. Co3nanue, o0ciayxuBaHue u atMUHACTpUpoBanue cereid Ha 100%, CII6: ITutep,
2010r.
Komucunuenko JI. Linux. Ot HoBuuka k npodeccuonainy, CI16: BXB-IlerepOypr, 201 1r.
4. Cranek Ywibsim P. Komanmnas ctpoka Microsoft Windows. CnpaBouHHK aJMHHHCTpATOpa,
CII6: BXB-IlerepOypr, 2009r.
5. Cranmex Yumesm P. Windows PowerShell 2.0. CnpaBounuk agmunuctparopa, CII6: BXB-
[etepOypr, 2010r.
6. Kpumnamyptu b., Pekchopa Ix. Web-niporokossr. Teopus u npakruka, M: burom 2010r.
7. Cxort XokuHC , AqmunucTpupoBanue Web-cepsepa APACHE u pykoBOICTBO 110 JIEKTPOHHOMN
KOMMepITnu., M3natenbekuii nom «Bumbsimuy, Mocksa, Caakr-IletepOypr, Kues, 2010 r.
8. http://www.linuxshare.ru/docs/security/iptables/iptables-tutorial.ntm| MaTepHeT-pecypchbl u
3JIEKTPOHHO-0U0JIMOTEYHbIE CUCTEMBI:
1. www.elibrary.ru — nayunast snextponHas ouodnmorexka (HOB).
2. http://lib.uni-dubna.ru/biblweb/ - caiit Oubanorexkn ynmBepcurera «JlyOHa» C IOCTYHOM K
3IIEKTPOHHOMY KaTajory U APYruM OnOIMoTedHO-MH(POPMAIIMOHHBIM pecypcam
3. http://lib.uni-dubna.ru/biblweb/search/resources.asp?sid=18 - crenuanu3upoBaHHbIA pa3zes
caifita OMONMMOTEKHM C JOCTYNOM K D3JEKTPOHHBIM pecypcaM, MpeloCTaBIIIEMbIX Ha OCHOBE
JMLEH3UOHHBIX COTJIAIICHHUH, 3aKIIOYEHHBIX MEXKIy OpPraHH3alusAMH - JepKaTelsIMU PECypCcoB
U yHHBepcHUTeTOM «JlyOHa»

w



http://www.linuxshare.ru/docs/security/iptables/iptables-tutorial.html
http://www.elibrary.ru/
http://lib.uni-dubna.ru/biblweb/
http://lib.uni-dubna.ru/biblweb/search/resources.asp?sid=18

TpeGoBannss K MHHHUMAJIBHOMY MaTepHAJIbHO-TeXHHYecKoMy obOecnedyeHuro I1M.02,
Paszgen 2 «ConpoBoskaeHre MOAEPHU3AIUU CeTeBOH HHPPACTPYKTYPbI».

Peannzanus npodeccuoHanbHOro MoyJis IpeArnonaraeT Hatuurue y4eOHbIX KaOUHEeTOB:
KaOMHET MaTeMaTHYECKOro anrmapara u IOCTPOCHUS! KOMITBIOTEPHBIX CEeTeH,
nabopaTopus HKCIUTyaTallui OOBEKTOB CETEBOM MH(PACTPYKTYpHI.
OGopynoBanue y4uyeOHOro KaOWHEeTa M padoyuXx MecT KaOWHEeTa MOCaJOYHBIE MeECTa IO
KOJINYECTBY OOydaroluxcs; pabodyee MECTO IpEIojaBaTelisi; CepBep; ceTeBoe 000pylOBaHUE:
KOHLIEHTpaTop Ha 16 mopToB, KOMMYTaTop Ha 12 mOpTOB, CKaHEp, MYJbTUMEAUMHBIN KOMILJIEKC
JUIS TPYIIIOBOTO NOJb30BAHUS, NHTEPAKTUBHAS JJOCKA, IPUHTEPHI, KOMIUIEKT MHCTPYKIIMOHHO-
TEXHOJIOTUYECKUX KapT.

CpencrBa o0yueHus:

e Kowmmiekr OmanoyHoi mokymeHtanmu, APM (aBToMartusmpoBaHHOE pabodee MECTO),
cepBepHbIe oneparronnbie cucrembl (Microsoft Windows Server, Microsoft Small Business
Server), moutoBsie cepepnl (Microsoft Exchange, MDaemon u 1ip.), CrielaIn3upOBaHHOE
CepBEpPHOE JIMIIEH3MOHHOE TMpOrpaMMHOE OOecreueHne pa3inyHbIX pa3paboTUYUKOB
(TpeHaxkepbl, MOJENM, MAaKeTbl, O000pyJOBaHME, TEXHHUYECKHE CpelICcTBa, B T.U.
ayJIMOBU3YAIIbHBIC, KOMITBIOTEPHBIE W TEICKOMMYHHKAIMOHHBIE ¥ T.M.) KOMILICKT
CIIPABOYHOM, HOPMATUBHOM, TEXHUYECKOM TOKYMEHTALINH;

® KOMIUIEKT y4eOHO-METOANYECKON JOKYMEHTAIIHH.

3.2 MudopmanmoHHoe o0ecniedyeHne 00ydeHust

[lepeueHbp peKOMEHIyeMBIX YUeOHBIX W3AaHUH, VHTepHET-pecypcoB, IOTOIHUTEIBHON
JUTEPaTypBI

OcCHOBHBIC HCTOYHHKH:

1. TlomoB M.M., MakcumoB H.B. KommbioTepubie cetu: YuebHOE mocoOue s CTYJIEHTOB
yUpexXJIeHul cpeaHero npodeccruoHanbHoro oopazosanus. - M.: DOPYM:UH®PA-M, 2015.

2. Omugep B.I'., Onudep H.A. Komnbrotepusie cetu. [IpuHIUIBI, TEXHOIOTUH,

npotokousl. - CIIO.: [Turep, 2014.

3. BenapoB A.M. [IlpoexktupoBanue MNPOTPAaMMHOTO OOECIEUYCHHUS HKOHOMHUYECKUX
UH(POPMALIMOHHBIX CHCTEM: y4eOHUK - 2-€ u3J., nepepad. u gon. M.: OUHAHCH U CTaTUCTHKA,
2014.

4. Meiiep b. OOBEKTHO-OPHEHTHUPOBAHHOE KOHCTPYMPOBAHHE MPOTPAMMHBIX CHCTEM: IEp. C
anrn. M.: Pycckas penakuus, 2012.

4. KoctpoB b.B. TexHonoruu gokajibHbIX ceTel u Ap.: YuedHoe nocobue. Terne-
KOMMYHHKAIIHOHHBIE CHUCTEMbI M BBIUMCIUTENbHbIE ceTh: OCHOBBI ceTell mnepenadd JaHHbBIX;
Texnonorus "knmeHrt - cepsep”, Texbyk, 2012r.

JlonoJHUTeIbHbIE HCTOYHHKH:

1. FO.A. T'onoBun, A.A. Cykonmmkos/ Uapopmannonssie cetr, Mockpa, Aka-
nemust, 2011

2. B. Onudep, H. Onudep/ OcHoBBI KOMITBbIOTEpHBIX ceTeid, [Tutep, 2011

3. B.M. BumneBckuii. TeopeTnueckre OCHOBBI IPOEKTUPOBAHNSI KOMIIBIOTEPHBIX
cereil. M.: Texunocdepa, 2012. — 512 c.

4. C.J. [TaponpxanoB. Metononorust coznanust koprnopatuBabeix MC

5. Omudep B.I'., Onmudep H.A. OcHoBBI ceTeil mepenaun nanubix: Kype nexnui.
WNuTtepuet-YHUBepcuTeT nHGopMarimonasix Texuonoruit -MUHTYUT.PY, 2013

6. Myrnac 3. Kamep. Cetu TCPJIP. - M.: Bunbsime, 2013. - T. 1: [Ipunuumsl,



MPOTOKOJIBI U CTPYKTYpa.

7. Tanen6aym O. KommneroTepasie ceTu. - [Tutep, 2012.

8. Muxawn ['yk. AnmapatHbie cpe/icTBa JIOKAJIbHBIX CETEH: DHIUKIONEIUS. -
CII6.: ITutep, 2010.

NuTepHeT-pecypcenl:

1. www.edu.ru/modules.php. - Karanor o6pa3oBarensHbix MHTEpHET-
pecypcoB: y4eOHO-METOINYECKHEe TOCOOusI.

2. http://www.viomedia.ru/ UnTerpauus cereBoii MHPPACTPYKTYyphl U
obecrieuenrne nHPOPMAITMOHHOM O0€30IMaCHOCTH

3. http://www.uchenik.ru/ craTbu 110 CETEBBIM TEXHOIOTHSIM

4. http://www.bookshunt.ru/ KHUTH 1O CETEBBIM TEXHOJOTHUIM

5. http://www.labirint.ru/ Kauru s npodeccuonanon

TpeOoBaHnsi K MHHUMAJIBHOMY MaTepHAJIbHO-TeXHHYeckoMy oOecneyenuro I1M.02,
Pa3nea 1 «3amura ot yrpo3 uz Unrepuera».

Peanmzanust pazzmena MEXIUCHUIUIMHAPHOTO Kypca TpeOyeT Halu4usg Y4eOHOTro

KaOMHeTa U KOMIIBIOTCPHOI'O KJIaccCa.

N

=

O6opynoBanue yaeOHOro KabWHeTA!

MI0CaI0OYHbBIE MECTA 110 KOJIMYECTBY 00YUYarOIIUXCS;

pabouee MecTo TpernoaaBaTesis

JIOCKa

Texuuveckue cpeacTBa OOyUCHHUS:

KOMITBIOTEP C JIMIICH3UOHHBIM MPOrPAMMHBIM 00€CTIEYCHUEM;
POEKTOP;

O0opynoBaHHe KOMITBIOTEPHOTO KJIacca U pabOYHX MECT:
MI0CaI0OYHBIC MECTA M0 KOJINYECTBY 00YUarOIIUXCS;
KOMITBIOTEPBl C JIMIIEH3MOHHBIM MPOTPAMMHBIM OOecrieueHHeM, OOBbCINHEHHBIE B
JIOKAJIBHYIO BBIYHUCIUTCIIBHYIO CCTh,

3.2 MuopmanmoHHoe o0ecniedyeHne 00ydeHus!
ITepedyennb pexoMeHayeMbIX y4eOHbIX M3aaHuil, UHTepHeT-pecypcoB, 10NMOTHUTEIbLHON
JIUTEPaTypPhbl

OcHOBHbIE HCTOYHHKH:

1.

2.

busuyes T.A. / nmox pen. JI.I'.OcoBerkoro bezonacHocts koprnopaTuBHbIX ceteil. — CII6:
CIIeI'yY UTMO, 2014.- 161 c.

ITpoxona A.H. ObGecrieuenue uHTEepHET- OezonacHocTu. IIpakTukym: YueGHOe mocoOue
Ju1st By30B.- M.: ['opsuast nunus- tenexom, 2017.- 180 c.: ni.

[Hanerun B. @®. 3ammra kommnbioTepHOW HHGpopManu. DPPEeKTUBHbIE METOIbI U
cpexnctsa. [llanerun B. @. - M.: JIMK Ilpecc, 2010.- 544 c.: ni.

[Hanbrun B. ®. 3amura nHGOpMALUU B KOMIIBIOTEPHBIX cUCTeMax U ceTsax. - M.: JIMK
[Ipecc, 2014.- 592 c.: ni.

Hlep6akoB A. ). Cospemennas Kommnbiotepnas bezonacHocts. Teopernueckue
OcHosbl. [IpakTnueckue AcnekTsl. — nudposas kuura, 2015.- 352 c.: mi.

JlomoiHUTEIbHBbIE HCTOYHUKH:

Annponunk A. H., bornanos B. B., Jlomyxosckuit H. A., Komnepo A. C., Cunaackuit
H. H., XopskoB JI. A., Illepbakop M. 0. 3AIIUTA HNHOOPMAIIMA B
KOMITBIOTEPHBIX CETSX. IIPAKTUYECKUN KYPC: yuebHoe mocobue / A. H.



Annponuuk, B. B. borganos, H. A. JlomyxoBckuit, A. C. Komnepos, H. . Cunanckuid,
. A. Xopekos, M. 0. Ilep6akos; mox pea. H. . Cunaackoro. ExarepunOypr : YI'TY-
VIIN, 2015. 248 c.

2. Cunanckumit H. WM. 3amura mHpopManuu B KOMIIBIOTEPHBIX CETAX: ydeOHOE mocoOue
/ H. . Cunanckuii. — EkarepunOypr: Ypl'Y, 2014. — 225 c.

3. Cunanckmit  H.M., Cob6omes O.H. VYrpo3sl 0€301maCHOCTH  KOMIIBIOTEPHOMN
unpopmanuu: Yued. mocobue. — ExarepunOypr: U3n-Bo Ypai. yu-ta, 2014. — 85 c.

4. Xopes II.Lb. Metoasl u cpeactBa 3amiuThl HHGOOPMALMU B KOMIIBIOTEPHBIX CHCTEMax:
VYueb. nocobue mist cryn. Beicul. yued. 3aBenenwii / IlaBen bopucoBuuy XopeB. —
M.: U3narenbckuii HeHTp «Akagemus», 2015. — 256 c.

TpeOoBannsi K MHUHUMAJIBHOMY MaTepHaJIbHO-TeXHUYeckoMy oOecneuenuro I1M.02,
Pa3zgen 2 «OCHOBBI KOMIIBIOTEPHOH 0€30MACHOCTI.

TpeboBaHusi K MUHUMAJIbHOMY MATEPHAJIbHO-TEXHHYECKOMY 00ecredeHn 0
Peanmzanus pazzgena MeXIUCHUIUIMHAPHOTO Kypca TpeOyeT Halu4usg Y4eOHOTro
KaOMHEeTa U KOMITBFOTEPHOT'O KJiacca.
O6opynoBanue y4eOHOro KaduHera:
® [0CaJ0YHBIC MECTA MO0 KOJIMYECTBY O0YUAIOIIUXCS;
e pabouee MECTO MpernoaBaTes
e J0CKa
TexHuueckue cpencTra 00y4eHus:
® KOMIIBIOTEP C JIMIIEH3UOHHBIM ITPOrPAMMHBIM 00eCIICUeHUEM
® IIPOCKTOP
O6opynoBaH#e KOMITBIOTEPHOTO KJIacca U pabovynx MecCT:
® [0CaJ0YHBIC MECTA MO0 KOJIMYECTBY O0YJAIOIIUXCS;
® KOMIIBIOTCP C JIUIECH3NMOHHBIM IPOTrPaAMMHBIM oOecrieueHueM.

3.2 UndopmannonHoe odecrieyeHne 00y4eHust
Ilepeuens pekoMeHAyeMbIX Y4eOHBIX H31aHUil, IHTepHeT-pecypcoB, 10MOJHUTEIbHOI
JIMTEPaTypbl

OcHOBHBIC HCTOYHHKH:

6. A. A. Ipymo, D. A. Ilpumenko, E. E. Tumonmna TeopeTudeckue OCHOBEI
KOMIBIOTEpHOH Oe3omacHocTH. - M.: Akanemusi, 2009.- 272 c.: uin.

7. Ilanprun B. @. 3ammra komnbpioTepHoM HHpopmanuu. DG EKTUBHBIE METOIbI U
cpenctsa. [llansrun B. @. - M.: JIMK Ilpecc, 2010.- 544 c.: nn.

8. IHanerun B. @. 3amuTa MHPOPMALIMU B KOMITBIOTEPHBIX CHCTeMax U ceTsax. - M.: JIMK
Ipecc, 2012.- 592 c.: un.

9. Illepbako A. I). Copemennas KommbrtorepHas be3omacHocts. Teopernueckue
OcHogsl. [Ipaktndeckue Acnektsl. — nudposas kuura, 2009.- 352 c.: ui.

JlonoJIHUTeJIbHbIE HCTOYHUKM:

5. Anaponunk A. H., bornanos B. B., lomyxosckuit H. A., Komnepos A. C., Cunaackuit
H. W., XopskoB /. A., IlepbakoB M. 0. 3AUIUTA HNHOOPMAIIMA B
KOMIIBIOTEPHBIX CETSX. [IPAKTUYECKUI KVYPC: yde6Hoe mocobue / A. H.
Annponurk, B. B. borganos, H. A. Jlomyxosckuii, A. C. Konnepos, H. . Cunanckuid,
. A. Xopekos, M. 0. Illepbakos; mox pea. H. . Cunaackoro. ExarepunOypr : YI'TY -
VIIN, 2008. 248 c.



TpeGoBannss K MHHHUMAJIBHOMY MaTepHAJIbHO-TeXHHYecKoMy obOecnedyeHuro I1M.02,
Pazgen 3 «3amura undopmanun B KoMnboTepHbIX ceTax».

MarepuajibHO-TeXHUYecKoe o0ecrneyeHue TUCIHILTHHbI

[IpakTiueckue 3aHATHS TOJKHBI BBITOTHATHCS B CIIEIUATN3UPOBAHHBIX KOMIIBIOTEPHBIX
KJIaccax, UMEIOIIMX B COCTaBE:

* nepcoHanbHbie OBM, 00beAMHEHHBIE B IOKAIBbHYIO BEIUMCIUTEIBHYIO CETh
Ethernet. MunnmasnbHble TpeOOBAaHUS K MEPCOHATBHBIM KOMIIBIOTEPAM:
matdopma [A-32, TakToBas 4acToTa IEHTPAIBHOTO Mporieccopa He Huxe 2 [T,
orepaTHBHAs MaMsITh 00beMOM He MeHee 512 MoOaiiT, KecTKue MarHUTHBIC TUCKU
c uatepdericom Serial ATA u emkocteio He MeHee 300 MOaiit;

* IEPCOHAJIbHBIN KOMIBIOTED MIPENOJABATEINS C MYJIBTUMEANA-IIPOEKTOPOM U
9KpaHOM — | KOMILIEKT;

* onepannoHHbIe cucteMbl cemeiictBa MS Windows NT 5.0 (JUIICH3UU IO YHCTY
pabouux MecT);

* IpOrpaMMHOE O0€eCleueHUe OpraHu3aluu BUPTYaJbHBIX cerel VMware
Workstation (JMieH3u# O YUCITy pabodnuX MecT);

* C3U VPN «VipNET»

* C31 VPN «StrongNET»

* CK3U Kpunrollpo CSP

OcHOBHbIE HCTOYHHKH:

1. Aunponuuk A. H., bormanos B. B., lomyxosckuit H. A., Komiepos A. C., Cunanckuii H. U.,
XopekoB [J[. A., Ilepbakop M. 0. 3AHIUTA MHO®OPMAILMM B KOMIIBIOTEPHBIX
CETSX. [IPAKTUYECKU KYPC: yaeOHoe nocodue / A. H. Aunponuuk, B. B. bornanos, H.
A. Jlomyxosckuii, A. C. Komnepos, H. . Cunaackuii, 1. A. Xopskos, M. 1O. [llepbakos; mox
pen. H. U. Cunaackoro. Exarepun6Oypr : YI'TY-VIIN, 2015. 248 c.

2. Xopes I1.b. MeTozs! 1 cpencTBa 3alUThl HHGOPMAIMK B KOMIBIOTEPHBIX CUCTEMax: Y4el.
nocoOue Juist Ty, Beicil. yuel. 3aBenenuii / [TaBen bopucosuy Xopes. — M.:

Wznatenbckuii neHTp «Akagemusi», 2015. — 256 c.

3. Xopes I1.b. MeTozap! u cpeicTBa 3amUTHl HH(GOPMAIIMA B KOMIBIOTEPHBIX cHCTEMax: Y4el.
nocobue nans  cryn. Belcul. yueb. 3aBenenuit / IlaBen bopucoBuu XopeB. — M.:
W3narensckuit ieHTp «Akanemusi», 2015. — 256 c.

I[OHOJIHI/ITEJII)HLIG HCTOYHUKH:

1. Cunagackuit H.1., Co6oneB O.H. Yrpo3sl 6€30mMacHOCTH KOMITBIOTEPHOM HH(OpMALIUK:

VYueb. mocobue. — Exarepunbypr: U3a-so Ypain. ya-ta, 2000. — 85 c.

2. lep6ako A. 0. Cospemennas Kommnbrorepnas besomacHocts. Teopernueckue OCHOBBI.
[TpakTueckue AcrnekTol. — IudpoBas kaura, 2015.- 352 c.: uin.



4. KOHTPOJIb U OLHEHKA PE3YJIbTATOB OCBOEHUSA NTPO®ECCUOHAJBHOI'O
MOJAYJISA IIM.02. Pazaen 1, «Opranu3anus ceTeBOro aAMMHUCTPHUPOBAHUSD»

KonTpons u oreHka pe3ynbTaTOB OCBOSHHS JUCIHILIMHBI OCYIIECTBIICTCS MPEToaBaTelieM B
MpoIlecCe TMPOBENECHHS TMPAKTHYECKUX 3aHATHA W IJTa0OpaTOpHBIX pPadOT, TECTUPOBAaHHWSA, a TaKKe
BBITIOTHEHUS 00yJaIONIIMICS WHANBHTyaTbHBIX 33/IaHUI, TPOEKTOB, HCCIIETIOBAHUN

Pe3yabTaThl (0CBOEHHBIE
npogdeccuoHaIbLHbIE
KOMIIETEHIINH)

OcCHOBHbBIE MOKA3aTeIN OLCHKH pe3yJibTaTa

DopMbI U METObI
KOHTPOJISI M OLEHKH

IIK 2.1. AnMUHHCTPUPOBATH
JTOKaJIbHBIE BEIYHCIUTEIbHbBIE
CeTU M IIPUHUMAThH MEPBHI 110
YCTPaHEHHIO BO3MOXHBIX
cboes.

*ObecneunBath OecniepeboitHoe PyHK-
[IMOHUPOBAHUE BBIYHUCIUTEIBHON CETH B
COOTBETCTBHHU C TEXHUYECKHMH yCIIOBH-
SIMH 1 HOPMaTHBaMH 0OCITY>)KUBaHUS

IIpoBOUTE HEOOXOIMMBIE TECTOBBIC
HPOBEPKH M MPO(YUIAKTHIECKUE OCMOTPBI

*OcymIecTBISATh MOHUTOPHUHT HCIOTb30BAHUS
BBIYHCIIUTEIBHON CETH

*DuKCHPOBaTh M AaHATU3UPOBATH COOM B
paboTe CepBEPHOro U CETEBOTO 000PY-
JIOBaHUS

+O0ecreunBaTh CBOCBPEMEHHOE BITOJIHEHHE
npoduIaKTHYECKUX paboT

’CBOCBPCMCHHO BBITIOTHATE MEJIKUI PEMOHT
o0opynoBaHus

*@dukcrpoBaTh HEOOXOMMOCTH BHEOYE-
penHOro 00CTYKHBAaHUS TPOTPAMMHO

TEXHUYECKUX CPEACTB

*Co0:r01aTh HOPMBI 3aTpaT MaTepHaIbHBIX
PECYpPCOB U BpEMEHU

** BecTH TEXHUYECKYIO H OTYETHYIO JOKY-

DKCHepTHas OICHKA
pe3yabTaTOB Aesi-
TEIHHOCTH 00yJaro-
LIMXCSI B IpoLiecce
OCBOCGHHS 00pa3oBa-
TEJIBbHOI NpOrpaMMbl
IIPY BBINIOJIHEHUH padoT
Ha MPaKTHYECKHUX,
yueOHO 1
MPOU3BOICTBEHHOU
NPaKTUKH.

I1K 2.2. ATMUHHCTPUPOBATH
CETEBBIE PECYPCHI B
WHQOPMAIMOHHBIX CHCTEMAaX

'A}:[MI/IHI/ICTpI/IPOBaTI) paBMeH_IéHHBIe CCTCBBIC

pecypchl
*IlomnepxuBaTh aKTyalbHOCTh CETEBBIX

pecypcos
*Opranu3oBBIBaTh AOCTYII K JIOKAJIHHBIM U
rJI00aJIHHBIM CETAM, B TOM YHCIIE, B CETH
WnTepuer
*ObecneunBarb 00OMeH HHpOpMaLHei ¢
JPYTUMH OPTaHU3ALMAMH C UCTIOINB30-
BaHHEM DJICKTPOHHOM MOYTHI
*KoHTponmpoBaTe UCIOIB30BaHUE CETH
WHTepHET 1 3IEKTPOHHOM MOYTEI
*ConpoBOKIaTh TOYTOBYIO CUCTEMY
*[IpuMeHATH HOBBIE TEXHOJIIOTHH CUCTEMHOTO
aJMAHUCTPUPOBAHUS

OKCHnepTHAs OICHKA
pe3ynbTATOB Jesi-
TEJIBHOCTH 00y4aro-
IIUXCS B TIpoIiecce
OCBOEGHHS 00pa3oBa-
TEJIHHON TPOTPaMMBI
MIPY BBIIOJTHEHUH padoT
Ha MPAKTUYECKHUX,
yueOHOM 1
IPOU3BOCTBEHHOU
IIPAKTUKH.




IIK 2.3. OGecmeunts cO0p
JAHHBIX JUIS aHA3a
WCTIOb30BaHHS U
(GYHKITHOHUPOBAHUS
MPOTPAMMHOTEXHUYECKUX
CpPEJICTB KOMITLIOTEPHBIX
CeTel.

*O0ecmeunBaTh HATHINE TIPOTPAMMHO-
TEXHHYECKUX CPEJICTB cOOpa TaHHBIX JIJIS
aHaJM3a MoKa3aTesiel UCIOIb30BaHUs U
(YHKITMOHUPOBAHUS KOMITEIOTEPHOH CETH

*OCyIIECTBIATE MOHUTOPUHT TIPOU3BO-
JIUTEIILHOCTH CepBepa

*[IpoTOKOTMPOBATH CUCTEMHBIC H CETCBBIC
COOBITHS

*[IpoTokommpoBaTh COOBITHA JOCTYTIA K
pecypcam

*[IpuMeHATH, HOPMATHBHO-TEXHIYECKYIO
JIOKYMEHTAIINIO B 00acTi nH(pOpMaIu-
OHHBIX TEXHOJOTHM

DKCIepTHAS OICHKA
pe3yabTaToB Jesl-
TEIHHOCTH 00yJaro-
IIUXCS B TIpoIiecce
OCBOCHHS 00pa3oBa-
TEJIbHOW MpOrpamMMbl
MIPY BBITIOJTHEHUU Pa0boT
Ha NMPAKTUYECKHUX,
yueOHOH U
MPOM3BOJCTBEHHOMN
MIPAKTHKH.

IIK 2.4. B3zaumMoaeicTBOBaThH
CO CHeIUATUCTaMHU
CMEKHOTO TIpoduIIst mpu
pa3paboTKe METO/IOB,
CPEICTB U TEXHOJIOTUM
MPUMEHEHUS 0O BEKTOB
npoeccnoHaIbHON
JIeATeIILHOCTH.

*COBMECTHO TJIAHUPOBATh Pa3BUTHE
MPOTPaMMHO-TEXHHYECKOH 0a3bl
OpraHu3alyu

*O00CHOBBIBATH MPEJIOKEHUS 110 peaTH3alliu

CTpaTeruu B 00J1acTi MHQOPMAIIMOHHBIX
TEXHOJIOTHH

*Onpenensrb BAUSHUE CUCTEMHOTO aJI-
MHUHHCTPUPOBAHUS Ha MIPOLECCHI APYTHX
noApasaeaeHuin

[loaroraBiaMBaTh COBMECTHO C APYTUMH
NoJpa3aeNCHUMU TEXHUIECKHE COBE-
HIaHUS

*[IpuMeHATh OTEYEeCTBEHHBIN U 3apyOeKHBIN
OTIBIT UCIIOJIB30BaHUS IPOTrPAMMHO-
TEXHUYECKUX CPEACTB

*Y4acTBOBaTh B HAYYHBIX KOH(PEPEHIHUSAX,
CeMMHapax.

DKCHepTHas OICHKA
pe3yabTATOB Jesi-
TEJIHHOCTH 00y4Jaro-
HIMXCsI B TIpoIIecce
OCBOCHHSI 00pa3zoBa-
TEJIbHOM NpOorpaMMbl Ha
MPAKTHYECKUX 3aHATHIX
(TIpW BBITTOTHEHUH U
3anuTe J1a00paTOPHBIX
paboT, pu pereHu
CHUTYaI[MOHHBIX 337124,
IPY yYaCTHH B JIETIOBBIX
Urpax, [py MOArOTOBKE U
y4aCTuu B CCMUHAapax,
IIpU MOJATOTOBKE
pedeparoB, TOKIAI0B U
T.1.)

4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHUS NIPO®ECCUOHAJBHOI'O
MOAYJIA IIM.02. Pazaen 1, «3amuTa ot yrpo3 u3 UHTepHer»

KOHTpOJ'IL N OLCHKAa pE3yJIbTaTOB OCBOCHHA pa3aciia MCKIUCHUINIMHAPHOIO Kypca

OCYIICCTBIIACTCA

openoaaBaTejiicM B

npolecce  MPOBEICHHUS

MPAKTUYICCKHUX

3aHATHH,

TCCTUPOBAHHA, a4 TAKIKC BBITIOJIHCHUS 06yqa101u14M1/105{ HHIAWBUAYAJIbHBIX SaﬂaHHﬁ, IMPOCKTOB,

HICCIIENOBAHUMN.

PesynbTaTsl 00yyeHus

(oCcBOEHHBbIEC YMEHMSI, YCBOCHHbIE 3HAHMS)

@®opMbI U METOAbI KOHTPOJISI M
OLIEHKH Pe3yJIbTATOB 00yYeHUs

1

2

3HaTh:

TEPMHHOJIOTHIO B 001aCTH O€30MMaCHOCTH
KOPIOPATHUBHBIX CETEM;

[Tpaktuyeckue 3anatusi. KoHTponbHbIE
pabotsl. JlomamHss pabora

METOJIOJIOTHIO TMOCTPOCHHSI 0€30MaCHBIX
KOPIOPATUBHBIX CETEH;

[IpakTnueckue 3ansatus. KoHTpoiabHbIE
pabotsl. JlomantHsis pabora

COBPCMCHHBIC CCTCBBIC TCXHOJIOTUHN U CCPBUCHI;

ITpakTnueckue 3ansaTuss. KonTposbHble




pabotsl. JlomantHsis pabora

YMmerTh:

AQHAIM3UPOBATH YIPO3bI OE30MACHOCTH KOPIIOPATUBHOM CETH;

HpaKTI/I‘leCKI/IC 3aHATUA

paspalarblBaTb M  pEAIM30BBIBATH IpemiokeHus 10 | [IpakTuueckue 3aHATUSA
CO3AHMIO  CHCTEMBbl  3alUTBl  JUII  KOHKPETHBIX
KOPIIOPAaTHBHBIX CETEN;

4, KOHTPOJIb U OIEHKA PE3YJbBTATOB OCBOEHUS MIPO®ECCUOHAJBHOI'O
MOJAYJISA IIM.02. Pa3aen 2, «OcHOBBI KOMIIBIOTEPHOI 0€30IaCHOCTHY.

KOHTpOJIB N OLCHKa pE3yJIbTaTOB OCBOCHHA pa3acia MCKIUCHUINIMHAPHOIO Kypca

OCYHIECTBIACTCA  IpCHoAaBaTeji€eM B  IIPOLECCE

IIPOBCACHUA

IIPAKTUYCCKHUX SaHHTHﬁ,

TCCTUPOBAHHA, a4 TAKIKC BBIIIOJIHCHUSA O6y‘~IaIOHII/IMI/IC$I HHIAWBUYAJIbHBIX 3aI[aHI/II7I, IIPOCKTOB,

HUCCIIENOBAHUMN.

Pe3yabTaTnl 00y4yeHus
(ocBOEHHBbIE YMEHHUSI, YCBOCHHbIE 3HAHUSA)

®opMbI U METO/IbI KOHTPOJIS U
OLIEHKH Pe3yJIbTATOB 00y4YeHusl

1

2

3HaTh:

HanOoJiee BaXKHBIE ACMEKTHI TMPoOIeM 0e30macHOCTH
KOMITBIOTEPHBIX TEXHOJIOTHIA;

IIpakTnueckue 3ansatuss. KoHTpoIbHBIE
pabotsl. JlomantHss pabora

OCHOBHBIE cpencTaa u
KOMIIBIOTEPHON MHGOpMaIuy;

MCETO/bI 3alInThI

[IpakTnueckue 3aHATHSL.
Konrponbuble paborel.  JlomarHss
pabora

OCHOBHBIE NIAKEThl IPUKJIAJHBIX IIPOrpaMM IO 3aLIUTE
nH(pOopMalnu;

[Tpaktuyeckue 3anaTus. KoHTposbHble
paboTsl. JlomamHss pabora

YMmerTh:

yCTaHaBIIMBaTh, OOCIY)KHUBaTh, MPUMEHATH CpEACTBA
3anmThl uHGopmaru ot HCJL;

[IpakTrueckue 3aHATHS

oOecnieunBarh 3allUTy HH(OpPMaLMKU U yIpaBiIeHUE
JOCTYIIOM K  MH(OpMAIMOHHBIM  pecypcaMm B
MH(OPMALIMOHHBIX CHCTEMAX.

[IpakTrueckue 3aHATHS

4. KOHTPOJIb U OIEHKA PE3YJIbTATOB OCBOEHUSI MPO®ECCUOHAJIBHOTI'O
MOAYJIA IIM.02. Pazaen 3, «3amuTa uHPOPMALUN B KOMIbIOTEPHBIX CETAX).

q)OpMI)I U MCTOABI KOHTPOJIA WU OLUCHKH PE3YJIbTATOB O6y‘—IeHI/I5[ JOJIXKHBI ITO3BOJIATH

MIPOBEPSTH Y OOYYAIOIINXCSI HE TOJBKO C(POPMUPOBAHHOCTH MPOGECCHOHATHHBIX KOMITETEHITNH,

HO M pa3BUTHE OOIIUX KOMIETEHIINN U 00€CTICUNBAIOIINX UX YMECHHIA.

Pe3yabTarnl

(ocBOeHHBIE 001IIHE

OcHOBHbIE MOKA3aTEJIN OLEHKH
pe3yJbTara

Dopmobt u
Memoonl
KOHmpona u

KOMIIETEHIIMH)
OUeHKuU
[TonnMaTe CYIIHOCTH M | — IEeMOHCTpAIlMs HHTEpeca K OymyIeit Humepnpemayus
COLIMAIBHYIO 3HAYUMOCTh | Mpodeccum; pe3yibmamos

CBOEH Oymymein

— HCIIOJIb30BAHHUEC COBPCMCHHLIX MCTOOB U




npodeccuu, MPOSBIATH K
HEU yCTOMYUBBIN HHTEPEC

cpencTB HH(GOPMAIIMOHHBIX TEXHOJIOTHH TIPH
pa3paboTke HHPOPMAITMOHHBIX CUCTEM.

OpraHu3oBbIBaTh
COOCTBEHHYIO
JeSITeIbHOCTh, BBIOMPATH
TUIIOBBIE ~ METOABl U
CIOCOObI BBITIOJTHEHUS
poeCCUOHATLHBIX
3aja4, OIICHMBAaTh  HX
3 PeKTUBHOCTD u
Ka4eCTBO

— npumeHenue Meronos UT npu pemennn
npodecCuOHANBHBIX 3a71a4;

— BBIIBKCHHE HECTAHAAPTHBIX UEH MpU
peneHnH mpoeCCUOHATBHBIX 3a/ad.

— oreHka 3(h(PEKTUBHOCTH U KayecTBa
BBITIOJTHEHUS;

[Ipunumate perieHus B
CTaHJapPTHBIX u
HECTaHJAPTHBIX
CUTYaIUsX U HECTHU 332 HUX
OTBETCTBEHHOCTh

— pemaTh CTAHJAPTHBIX M HECTaHJAPTHBIX
NpoeCCHOHANIBHBIX ~ 3a7a4 B 00JacTH
pa3pabOTKH  TEXHOJIOTHYECKHX IPOIECCOB
HW3TOTOBJICHUS JACTae MaIlliH;

— Brnanmenme MeromamMu BIHMSHHS 4YeIOBEKa-

OcyiecTBiiATh TOUCK U
UCIIOJIb30BaHUE
uHpopmanuu,
Heo0X0oauMOKI TS
3¢ (HEeKTUBHOTO
BBITIOJTHECHUS
poeCCHOHATBHBIX
3aad,
npodeccuoHaITbHOTO u
JUYHOCTHOTO Pa3BUTHUS

orepaTopa Ha (GyHKIIMOHUPOBaHUE
MH(OPMALIMOHHBIX CUCTEM.

— 3 PeKTUBHBIHI TTOMCK HE0OXOAMMOM
uH(popMaLuu;

— HCIIOJIb30BAHUE PA3JIMYHBIX HMCTOYHHKOB,
BKJTIOYAs DJICKTPOHHBIE;

— HCIIONB30BAaHME METOJOB M CPEJACTB
OpTraHM3aIK, MPOCKTHPOBAHMS, Pa3pabOTKU
U TPUMEHEHHUS CHUCTEM, MpeaHa3HAuYeHHBIX
1151 00paboTKH MHGOPMAITIH.

Hcnonp3oBathb
UH(POPMAaIMOHHO-
KOMMYHUKAIIHOHHBIE
TE€XHOJIOTHH B
npodeCCHOHATBHON
JeSITeTbHOCTH

— HCIOIB30BaHME METOJOB M  CPEACTB
MH(OPMaLMOHHBIX "
TEJIEKOMMYHHUKALMOHHBIX TEXHOJIOTUM;

— BIIAJICHUE METOAAMHU aHaIM3a

WH(OPMAIMOHHBIX PECYPCOB.

PaboTaThk B KOJIJIEKTHBE U
B KoMmaHzae, 3(p¢PeKTHBHO

— B3aHMMOJICHCTBHE C 06y‘-IaIOIJ_[I/IMI/ICH n
npenoaaBaTejisiIMu B XO0I€ O6y‘-ICHI/I$I

06HlaTBC$I C KoJjjIeramu, | — HUCITOJIB30BAHUC IIPOMBIIIJIICHHBIX
PYKOBOICTBOM, CTaHIapTHU3NPOBAHHBIX pelIeHunH,
OTHPAIOIIUXCS Ha COBpEMEHHBIE
NOTpeOUTENIMU
WH(OPMAITMOHHO-KOMMYHHUKAIIHOHHBIC
TEXHOJIOTHH.
— BJIaJICHUE METOJAMH aHaIHM3a MPOCKTHBIX
pelieHui.
bpats Ha cedd | — camoaHalu3 W KOPPEKLHUS Ppe3yIbTaTOB
OTBETCTBEHHOCTh 3a | COOCTBEHHOM pabOTHI;

HabnooeHull 3a
0esimebHOCIbIO
obyuaroue2ocs 8
npoyecce 0c80eHUs
0bpazosamenvbHoll
npocpammol




paboTy YIEHOB KOMAHJBI | — HCIIOJb30BAHHE Mozenei
(MTOTYMHECHHBIX ), 3a | AIMUHUCTPUPOBAHUS CETH M  CIOCOOOB
pe3ysibTaT  BBIOJHCHUS obecreueHus 0e30macHOCTH
3a1aHMil WH(OPMAITMOHHBIX CHCTEM.

CaMOCTOSTEILHO — OopraHuszanusa CaMOCTOATCIIbHBIX 3aHATUN
onpeacisiTh 3aJa4y | IIpU U3y4CHUHU HpO(l)eCCI/IOHaJ'IBHOl"O MOIOYJIA;

npodeccuoHaIbHOTO u

— HCIIOJIB30BaHUEC MCTOAOB II0O CO3JaHHIO
OKCIICPTHBIX CUCTEM M aBTOMATHU3HWPOBAHHBIX

JIMYHOCTHOTO  pPa3BUTHS, 5
00yYaIoImX CUCTEM;
3aHUMAaTbCs YA ’
— HCIMOJIb30BAHUE OCHOBHBIX CPEICTB JJIst
caMmoo0pa3oBaHHEM,
ONpeAesieHUus 3alpoCcOB M  IPOLEAYPHBIX
OCO3HAHHO  IUIAHUPOBATH | gopiron
IOBEIIICHHE
KBTI (UKAITIT
OpueHTupoBaThCs B | — aHAJIM3 MHHOBAIUMH B 00J1aCTH pa3pabOTKH

YCIOBUSAX YacCTOM CMEHBI

MporpaMmMHOIo O6€CH6‘IGHI/I5{;

TeXHOHOFI/Iﬁ B | — HCIIOJIB30BaHUC CprKTypI)I

npodeccHonanbHO WH(OPMAIMOHHBIX CUCTEM, METOJIOB U
cpeacTB HHGOPMAITMOHHBIX U

EATENLHOCTH .
TEJICKOMMYHUKAIMOHHBIX TEXHOJIOTHH.

O06ecneunBarn — COOJI0JIeHNE TEXHUKN 0€30aCHOCTH;

Oe30macHbIe yCIOBUS

Tpyaa B

npodecCuOHAIbHON

JACATCIIBHOCTH




