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CTpyKTypa U colep:KaHHe MPAKTHKH
(2 xypc, 4 cemectp)

Ne HaumeHoBaHue BUI0B, Pa3/1eJi0B U TeM NMPAKTHKHA KoanuecTrBo

n/n 4acos

1 [IpoBeneHne HHCTPYKTaKa IO TEXHUKE 0€301TacHOCTH. 6
O3HakoOMJIEHHE € TUTAHOM MPOBEACHUS YUeOHOM MPAKTUKU.
[TonyuyeHue 3a1aHuii 10 TEMATHUKE.

2 YcraHoBKa MPOrpaMMHOTO KoMiUiekca Secret Net Ha pabouwme 6
KOMITIBIOTEPHI T0JIb30BaTeNeil. bazoBast HacTpoika.

3 Hacrpoiika napameTpoB paboThI IPOrpPaMMHOTO OOeCIIeYeHus, 6
BKJIIOUAsi CUCTEMBI YIIpaBiieHus 6a3aMu JaHHbIX (Y CcTaHOBKA
Windows Server 2019 nomennsix ciayx0 AD. Hactpoiika DNS )

4 Co3znanue yyeTHBIX 3amucei nmojap3oBareineid B JomeHe. Hactpoiika 6
pasrpaHWYeHU 1ocTyna. Y craHoBKa cepBepa 0a3bl JaHHbIX SQL n
Postgresql. Ycranoska SNS, co3nanue NoJuTHK.

5 N3yuenue, ycranoBka u HacTpoiika [TAK «Co0onby. 6
Wuunmanusanusi, CoO3JaHKe MoJIb30BaTeNel U Ha3HAYCHUE KITIOYeH.
O0benuuenne padbotel «Cobosby 1 SNS.

6 Pa6ora ¢ «Co6omnb» ¢ Bepcun 3.0. CpaBHuTenbHblil ananu3 [TAK 6
«Co0bouby» Bepcun 3.0 u 4.0. Iepenpommeka «Co00b» 10 BEpcHH
4.0.

7 Hacrpoiika KOHTPOJIS [IEJTOCTHOCTH onepanuonHoit cucrem Windows 6
10 c npumenenuem [TAK «Coboab» Bepcuu 4.0

8 Brinonnenue pe3epBHOTO KOMUPOBAHUS U aBApUIHHOTO 6
BOCCTaHOBJICHHUSI PAOOTOCTIOCOOHOCTH OTIEPAIMOHHOM CUCTEMBI U
0a3bl JaHHBIX

9 Hacrpoiika cpencts apxuBanuu nanabix Windows Server 2019 6

10 | IlpoBeneHue ayiuTa 3alIMIIEHHOCTH aBTOMAaTU3UPOBAHHOMN CUCTEMBbI 6

11 | YcranoBka, HacTpoiika u skciutyatanus Ubuntu Server u Ubuntu 6
Desktop.

12 | Hacrpoiika pa3rpaHiueHus JIOCTyIa MTaTHBIME cpeacTBamu Ubuntu. 6

13 | Opranuzamnus paboT ¢ yJaJleHHBIMHU XpaHWINAIIAMHU JTaHHBIX U 0a3aMu 6
JAHHBIX.

14 | Pabora B VMware ESXI. YcranoBka BUpTyaIbHBIX MAIIUH. . 6
Hactpoiika ceTu, moaHITHE CETeBOM HHAPACTPYKTYPHL.

15 | Vlan. Hogusitue 12tp Tynuens na Mikrotik RouterOS 6

16 | Pabora c Netstat, Nmap u Wireshark. OcyiecTBiienue q1uarHocTuku 6
KOMIIBIOTEPHBIX CETeH, OnpeielieHle HEeUCIIPaBHOCTEH U cO0eB B €€
pabore.

17 | CocraBieHre MHOTOYPOBHEBOM CXEMbI TOIOJIOTMH CO3JaHHON CETH. 6
3arosHeHNe OTYETHOM JJOKYMEHTAIUH 110 TEXHUYECKOMY
00CITyKUBAaHUIO U PEMOHTY KOMIIBIOTEPHBIX CETEHl.

18 | Odopmuenue otyera. Yyactue B 3a4eT-KOH(EPEHIIUH 110 YIeOHOMH 6
MIPAKTHKE

Bcero: 108




[Inanupyemble pe3y/bTaThl 0CBOEHHS MPOrPAMMBI NPAKTHKHU

®opmMoii 0TUETHOCTH 00YUAIOIIETrOCs M0 MPAKTHKE SBISETCS JHEBHUK C MPUIIOKCHUAMH K

HEMY B BHIAC

rpaduuecKux,

aynuo-, ¢oto-, BUACO- H(WIM) JAPYTUX MaTEPHAJIOB,

MOJTBEPKIAIONINX TPUOOpETEHHE 00YaAIOIMMCS IPAKTHIECKUX MPO(ECCHOHATBHBIX YMEHUH 1O

OCHOBHBIM BHUJaM TpO(EeCCHOHATBHOW JAEATEeIHPHOCTH W HampaBieHa Ha (OPMUPOBAHUE Y

oOyyaromerocst 00mmx U MpoPecCHOHATIBHBIX KOMIIETEHITUH.
KoHTposb 1 o1ieHKa pe3yIbTaTOB OCBOCHHS MTPAKTUKH OCYIIECTBIISETCS MPErogaBaTeieM

— PYKOBOAUTCJICM IIPAKTUKH.

Koapl 1 HauMeHoBaHUS
MPOBEPAEMBIX KOMIIETCHIUI
WJIM UX COUYETaHUM

Bunpl 1 06beM paboT, BBIMOIHEHHBIX 00YYarOIIUMCS BO BpEeMs
MIPAKTUKU

IIK 1.1. TIpousBoautsb
YCTaHOBKY U HACTPOUKY
KOMIIOHEHTOB
ABTOMATHU3UPOBAHHBIX
(uH(MOPMAITOHHBIX) CHCTEM B
3alUIIEHHOM HCIIOJIHEHUH B
COOTBETCTBUHU C
TpeOOBaHUSIMU
AKCIUTYyaTallMOHHOM
JIOKYMEHTAIUU

VYcranoBka u HacTpoiika C3U.

Hanucanue nonmtHk 6€30MacHOCTH.

Pasrpannuenne nocryma.

Hactpoiika apxuBUpoBaHUs U Pe3ePBUPOBAHUSI.
Hactpoiika aBroHOMHO#1 padoTsl C3U.

Ob6ecrnieuenne Oecrepe0OMHOCTH pabOThl CUCTEMBI 3aIIUTHI
uHpOpMaIny.

[1K 1.2. AiMUHUCTpHUPOBATH
porpaMMHBbIE U
POTPaMMHO-aIapaTHbIE
KOMITOHEHTHI
ABTOMAaTU3UPOBAHHON
(MH(pOPMAIIOHHOI ) CUCTEMBI
B 3aIIMIICHHOM HCIIOJHEHUH.

YcraHoBKa MpOrpaMMHO-AIIIAPATHBIX CPEICTB 3ALIUTHI.
Opranuzanus AByX(aKTOpHOM ayTeHTH(PHUKAINH.
Pasrpannuenne nocrymna.

Ycrpanenue HencnpaBHocTell B padore C3U.

OK 1. BeiGupats crioco6bt
perIeHus 3a1aq

- pa30uBaeT MOCTABJICHHYIO 1IeJb Ha 3a/a4M, MOoA0Upast U3 YUCIiIa
W3BECTHBIX TEXHOJIOTUHU (AJIIEMEHTHI TEXHOJIOTHIA), TTO3BOJISIONIIE

npodeccuoHaIbHON PELINTh KAKIYIO U3 3a/1a4;

JIeATEIBbHOCTH, - BblOMpaeT cmoco0 (TEXHOJOTHIO) pelIeHHs] 3aJadd B
IIPUMEHHUTEIBHO K COOTBETCTBUM C 3aJaHHBIMU YCIOBUSIMH M HUMEIOUIMMUCS
Pa3INYHBIM KOHTEKCTAM. pecypcamy;

OK 2. Ocy1iecTBiATh IOUCK, | -  (QOpPMyIHpPYeT BOINPOCHI, HAIllEJCHHbIE Ha  MOJy4YCHHE

aHaJIN3 ¥ HHTEPITPETAIHIO
uHpopManuu, HeoOXOAUMOM
JUTSL BBITIOJTHEHUS 32,149
npodeccCHoHaNBHOM
NeSITETTHHOCTH.

HezjocTaroueil nHpopmanuu;

- XapaKTepU3yeT MPOU3BOJILHO 33/IaHHBI UCTOYHUK HH(POPMAIUH
B COOTBETCTBUHU C 33/1a4eii HHPOPMAIIIOHHOTO TTOUCKA;

- U3BIIeKaeT MH(OPMAILIHIO TIO IBYM U 00Jiee OCHOBAHUSM U3 OJTHOTO
NN HCECKOJBKUX NCTOYHHUKOB nu CI/ICTeMaTI/I3I/IpyeT ce B
CaMOCTOSITEJIBHO OIPEJEIICHHOW B COOTBETCTBUM C 3aJadyei
MH(POPMAITMOHHOTO TTOMCKA CTPYKTYPE;

- 3a/1a€T KPUTEPUU JJIsi CPABHUTEIHLHOTO aHaIM3a MHPOpPMAIINH B
COOTBETCTBHUH C IIOCTABJICHHOM 3aJaueH JeSITCIILHOCTH,

- JeJIa€T BBIBOJ O HpI/IMeHI/IMOCTI/I 06H.[€I>i BaKOHOMepHOCTI/I B
KOHKPETHBIX YCIOBUSIX;

OK 3. IInanupoBats u
peann30BbIBATH COOCTBEHHOE
npodeccuoHaIbHOE U
JMYHOCTHOE Pa3BUTHE.

- aHanmu3upyeT /HopMyIUpyeT 3ampoc Ha BHYTPEHHHE DPECypChl
(3HaHUS, yMEHUS, HaBBIKH, CIOCOOBI AEATENBHOCTH, IIEHHOCTH,
YCTAHOBKH, CBOMCTBA ICUXUKH) Ul pelIeHHsI MPodhecCHoHAIbHOM
3a1a4u;
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OK 4. PaGoTaTh B KOJUIEKTUBE
1 KoMaH/1e, 3 (HEKTUBHO
B3aHUMOJCHCTBOBATh C
KOJUIETaMH, PYKOBOJICTBOM,
KJIIMCHTaAMH.

- TMpUHUMAeT M (PUKCHpPYeT pelIeHHEe IO BCEM BOMpPOCAM IS
IPYIIIOBOTO OOCYXICHUS;

- MpU TPYNIOBOM OOCYXKIIEHUU: PAa3BUBACT U JOIOIHSACT HICH
Ipyrux (pazpadaThIBacT U4yKYHO HCIO);

- HCTIONIB3YET CPEJCTBA HATJISAHOCTH WM HEBEpOAIbHBIE CPECTBA
KOMMYHUKAIIH,

- 3ampaliBacT MHCHUE TApTHEPA M0 TUAJIOTY;

OK 5. OcymiecTBisATh YCTHYIO
Y TIMCbMEHHYIO
KOMMYHHKAIIIO Ha
roCyJJapCTBEHHOM SI3BIKE C
y4eTOM 0CcOoOeHHOCTEN
COIIMAIBHOTO U KYJIbTYPHOTO
KOHTEKCTA.

- U3BJIEKAaeT W3 YCTHOM peuyn (MOHOJIOT, NHaor, JHUCKYCCHS)
(haKTHUYECKYIO U OICHOYHYIO MH(POPMAITUIO, OTIPEICIISisi OCHOBHYIO
T€MY, 3ByYaBLIME MPEAINOIOKEHUs, apTYMEHThI, JI0Ka3aTeNIbCTBa,
BBIBO/IbI, OIICHKH;

- CO3/aeT NPOAYKT NUCBMEHHOM KOMMYHHUKALIMM CIIOKHON
CTPYKTYPBI, COJCPXKAIIUI COMOCTABJICHUE MO3UIMA H \ HIH
apryMEHTallMI0 332 U TPOTHB MPEIbSBICHHONW Ui OOCYXICHUS
TTO3UIINH;

OK 7. CogneiicTBOBaThH
COXPAHEHUIO OKPYXKaIoLEn
Cpelbl, pecypcocOepeKeHHIO,
3¢ (peKTUBHO AEHCTBOBATH B
Ype3BBIYANHBIX CUTYAIIHSIX.

- CIIOCOOHOCTh OPUEHTUPOBATHCSI B OCHOBHBIX METOJIaX M CHCTEMax
obecnieueHuss  TexHochepHOir  Oe30macHOCTH, OOOCHOBAaHHO
BBIOMPATh YCTPOMCTBA, CUCTEMBI M METOJBI 3allUThl YEIOBEKA W
MIPUPOJIHOM Cpelibl OT OMACHOCTEN;

OK 8. Ucmonb30BaTh
cpeacTBa (PU3HYCCKOM
KYJIBTYPBI IJIs1 COXpaHEHUA U
YKPEIUICHUS 37I0POBbS B
nporecce mpoPeccHoHATbHON
EeITEILHOCTH U
HOI[I[Gp)KaHI/ISI H€O6XOJII/IMOFO
yYpOBHS (hH3HUECKON
IIOATOTOBIIEHHOCTH.

- OBJIAJCHHUEC TCXHOJOIWsAMH COBPEMCHHBIX O3I0POBUTCIILHBIX
CHUCTEM (1)14314%01(01“0 BOCIIMTaHUs, 06OFaH_ICHI/Ie HHAWBUYaAJIbHOT'O
OIIbITa 3aHATUH CrICHUaJIbHO-TIPHUKIIATHBIMHU (1)I/ISI/I‘-ICCKI/IMI/I
YHOpa)KHCHUAMHA U 0a30BBIMH BHUAaMH CIIOpPTa,

OK 9. Ucnonb3oBath
MH(pOpPMallMOHHbIE
TEXHOJIOTUH B
npodeCCHOHATIBHON
JeSITETIbHOCTH.

- npumenseT KT npu BeIosIHEHNN TBOPYECKUX 33 JaHUM;

OK 10. ITomp30oBaThcs
npodeccuoHaNbHOM
JIOKYMEHTallUe Ha
roCyJJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

- OCYILECTBJICHHE MEXKYJIbTYpPHOH KOMMYHHKAlMu B cdepe

OCHOBHO# MPpoQecCUOHAIBHON 1eATeTbHOCTH;

OK 11. ITnanupoBats
peIPUHUMATEIBCKYIO
NesITebHOCTD B
npodeccuoHabHOM cdepe.

- IpUOOPETEHNE HABBIKOB aIaNTal[ii TEOPETUYECKUX 3HAHUN K
POCCHICKOM MPaKTUKE MPEeANPUHUMATEIIbCTBA;

- U3y4YaeT OCHOBBI CO3/IaHUsI COOCTBEHHOTO JIeTa;

- 3HAKOMCTBO CTYJICHTOB C TEOpUEH U MPAKTUKOI
NPEeAIPUHUMATEILCTBA.




TpebdoBanusi K 0()OpMIIEHUIO OTYETA

[To 3aBeprIeHHIO TPOXOKACHUS MPAKTUKH 00yJaIOIIUIACS T0JKEH cPOPMUPOBATH U IPEJICTABUTH
PYKOBOJUTEIO MIPAKTUKU OTYET, CONCPIKALITII:

1. TuTynbHbBIN TUCT

2. ATTecTalMoOHHBIN JHCT, B KOTOPOM TMPEACTABICHBI 3aJJaHMs HA MIPAKTUKY B BUJIC BHIOB
1 00beMOB pabOT U KOTOPBIH MpeAcTaBIsieT cOO0N JHEBHUK MPAKTHKH.

3.0T4er, conepKamiuii MOAPOOHOE OMUCAHHWE BBIMIOJHEHUS BUAOB U O0OBEMOB padoOT
00y4aromuMcsi BO BpeMs TPOXOKIACHUSI TPAKTUKH.

Otyer 10 00BEMy AODKEH 3aHUMaTh He MeHee 10-15 crpanun dopmara A4 u comepkarb
WITIOCTpAIMK (3KpaHHbIE POPMBI), IEMOHCTPUPYIOIINE BCE BU/IBI BHITIOJIHIEMBIX pabOT COrfIacCHO
TEMaTHYECKOMY IIJIaHYy MTPOrPaMMBbl IPAKTUKH.

TpebGoBanust k mpudTy:

- 3ar0JI0BKH BBIMONHAIOTCS 14 mpudToM (KUPHBIM);

- OCHOBHOM TeKCT BbInosiHAeTcs 12 win 14 mpudrom (0ObIYHBIM);

- HAMMEHOBAHMSI Pa3/IEJIOB BHIMOIHSIIOTCS MO LEHTPY;

- BbIPABHUBAHUE 110 IIUPHUHE.

OTueT Mo MpaKTUKE JOJDKEH OBITh IMPENCTAaBIEH PYKOBOIUTENIO NMPAKTUKU OT KOJIe[ka He
no3aHee 3-X JOHEH mocie ee 3aBeplieHHs Ha OyMakHOM (MOAIIMTOM B Mamnky) U (Win)
3JICKTPOHHOM (JTUCKE) HOCUTEIISX.



TpedoBaHus K COOTIOIEHUI0O TEXHUKH 0€30MACHOCTH M MOKAPHOH 0€30MaCHOCTH

B pamkax npoxoxaeHusi ydeOHON NpPakTUKH (B IMEpPBBIM JCHb) B y4eOHBIX, y4eOHO-
NPOM3BOJICTBEHHBIX MAacCTEPCKHX, JA00paTOpHsX, Y4eOHO-ONBITHBIX XO3AHCTBAX, Y4YEOHBIX
MOJIMTOHAX, YUEOHBIX 0a3ax MPAKTUKU U HHBIX CTPYKTYPHBIX MOAPA3ICICHUIX 00pa3oBaTeIbHON
OpraHu3aiy 00yYaroIIuecs: MPOXOAAT WHCTPYKTaX MO TEXHHKE OE30MacHOCTH M TOKAPHOMH
0€30MaCHOCTH, O 4YeM B COOTBETCTBYIONIEM IKYpPHaj€ CBHICTEIBCTBYIOT  TOIIHCH
UHCTPYKTHUPYIOLIETO U HHCTPYKTHPYEMOTO.

B pamkax mpoxosKaeHUs IPOU3BOJICTBCHHOM MPAKTUKH (B TICPBBIN JCHD) B OpraHU3aIMsIX
— 0azax MpakTHKH 00ydJaroNIrecs MPOXOIAT HHCTPYKTaX MO TEXHUKE 0€30IaCHOCTH U TOKAPHOH
0€30MaCHOCTH, O YeM B COOTBETCTBYIONIEM IKYpPHaJ€ CBHICTEIBCTBYIOT  TOIITHCH
UHCTPYKTHUPYIOLIETO U HHCTPYKTHPYEMOTO.

TpedoBanus 6e30macHOCTH BO BpeMsl padoThI

1.1. [IpenoaBatens (PyKOBOAUTENh MPAKTHKH) TOJDKEH KOHTPOJIUPOBATH OOCTAHOBKY BO
BpeMsI 3aHATHI U 00ecTIeYnTh OE30MaCHOE MPOBEJCHNE TPOIIECcca MPAKTHKH.

1.2.Bo BpemMs NpaKTUKH B IMOMEIIEHWN (KaOWHETE) MOJKHA BBIMOIHATHCS TOJIBKO Ta
pabota, KoTopast MpeayCMOTpEHa MPOTrPaMMON TIPAKTUKH.

1.3. Bce Buabl JOMOJHUTENBHBIX 3aHATHH MOTYT TPOBOAUTHCA TOJBKO C BeaoMa
PYKOBOJIUTEIISI WIIM COOTBETCTBYIOIIETO JOKHOCTHOTO JIMIIA 00pa30BaTEILHOTO YUPEKICHHS.

1.4.Tlpn mnpoBeneHUWU AEMOHCTPALMOHHBIX pPabOT, JaOOPATOPHBIX W MPAKTHUYECKUX
3aHATUH B TOMOUIb MPENoJaBaTeNio (PyKOBOJUTEIIO MPAKTHKH) JODKEH OBITh Ha3HA4YCH
MOMOIIHUK (J1a0OpaHT, aCCUCTEHT, MHXeHep). DyHKINU MOMOIIHUKA 3aMpeiaeTcs BBITOIHATh
oOyyaromemMycs.

1.5. [IpenogaBatento (PyKOBOAUTENIO MPAKTUKU) 3aMPEIIACTCs BHIMOIHITH JHOOBIC BUIbI
PEMOHTHO-BOCCTAHOBUTEIBHBIX Pa0OT Ha paboueM MecTe 00yJaromerocst Wi B TIOMEIIEHUH BO
BpeMsl MPaKTUKH. PEMOHT [OKEH BBIMONHATh CHEIHAIBHO TOATOTOBIECHHBIA MEpCcoHA
yapexaeHus (JIEKTPOMOHTED, CIecaphb, SIAECKTPOMEXAHUK U Jp.).

1.6. Ilpu mpoBefeHUH MPaKTHKH, BO BPEMs KOTOPOW BO3MOXKHO OOIIEee MM MECTHOE
3arpsi3HEHUE KOXKHU 00Yy4aroIerocs, IpernoaBareisb (PyKOBOIUTEIb MPAKTUKHN ) JOJKEH 0COOCHHO
TIIATENFHO COOIOIaTh TUTHEHY TPYAa.

1.7. Ecniu mnpenojaBatenb (PYKOBOAMTENb MpPAaKTHUKU) WIM 0OO0ydYarolmuiics BO BpeMms
3aHATUI BHE3aIIHO IIOYYBCTBOBAJ ce0sl HE3JAOPOBBIM, IIpenojaBaTesieM (pyKOBOAMTEIEM
MIPAKTUKH) JIOJDKHBI OBITH IPHHSTHI SKCTPEHHBIC MEPHI:

IpY HapyIIEHUH 3JI0pOBbs oOydaromierocs (TroJI0BOKpYKEHHE, 0OOMOPOK, KPOBOTEUCHHE
U3 HOCA W JIp.) MPeToaaBaTelb (PyKOBOAMUTENb MPAKTUKH) JOJDKEH OKa3aTh eMy HEOOXOAMMYIO
NEepBYI0 JOBpauyeOHYI0 MOMOIb, BbI3BaThb MEAPa0OTHUKA WJIM MPOBOJUTH 3a00JIEBLIET0 B
MEIITYHKT 00pa30BaTeIbHOTO YUpEKACHUS (JIeueOHOE YUPEKICHUE);

Opy BHE3alTHOM YXYIIICHUHU 3J0POBbsI TMpenojaBatenss (PyKOBOIUTENS TMPAKTUKH)
MIOCTaBUTh B U3BECTHOCTH YEPE3 OJTHOTO U3 00YUAIOMIETOCs PyKOBOAMUTEINS YUPEIKACHUS (MITH €ro
MPEJCTaBUTENS) O ciyduBmieMcs. JlanpHeiimue OelHCTBUS MpeACTaBUTENS aIMUHUCTpPALUN
CBOJIAITCSI K OKa3aHUIO TIOMOIIM 3a00JIEBIIEMY IPETOIaBaTeNt0 (PYKOBOIUTENIO MPAKTUKH) U
PYKOBOJICTBY TPYIIION 00yUYarOMIUXCsl B TECUEHUE BPEMEHU PAKTUKH.

1.8. IlpenonaBarens  (PyKOBOAWTENb  TPAKTHKH)  JOJDKEH  MPHUMEHSATh  MEpHI
JTUCITUTIMHAPHOTO BO3JICHCTBUS Ha O0YyUaIONUXCs, KOTOPhIE CO3HATEIBHO HAPYMIAIOT MpaBUIia
0€30IaCHOTO TIOBEICHHUS BO BPEMsI ITPOBE/ICHUS TIPAKTHKH.

1.9. [IpenonaBatens (PyKOBOAWTENh MPAKTUKW) JODKEH JTOBOJUTH 1O CBEICHUS
PYKOBOJUTENIS yUPEKIEHHUS O BCEX HEeIOCTaTKaxX B 00ecredeHn: OXpaHbl TpyAa MpernojaBaTesen
1 00yYarOIINXCsl, CHIDKAIOIINX JKU3HEEATEIBHOCTh U PA00TOCIIOCOOHOCTh OpraHU3Ma YeJI0BEeKa
(3aHIDKEHHOCTb ~ OCBEIIEHHOCTH,  HECOOTBETCTBHE  ITyCKOPETYJIHPYIOIIeH  ammaparypbl
JIOMUHECIIEHTHBIX JIaMII, TPABMOOTIACHOCTH U JIp.)

OcHoBHbBIE TPeOOBaHUSI NOKAPHOI 0€30I1aCHOCTH



OOyuaromuiicss 10JKEH BBIOJIHATH IMPaBUia MO MOXKApHOU O€30MacHOCTH, a B Cllydae
BO3HMKHOBEHHUS TI0OKapa JIOJDKEH BBINOJHATH OCHOBHBIE TPeOOBAaHUS IMPOTHUBOMOKAPHOTO
pexxuma:

- 3HaTh, 1€ HAXOATCA MIEPBUYHBIC CPEJICTBA TIOKAPOTYILICHHS, a TAK)KE KaKHe MOAPYYHbIE
CpeACTBa MOYXHO IIPUMEHSTh IPU TYLIEHUH 1103Kapa;

- Ipu paboTe ¢ OTHEONACHBIMH MaTepHallaMH COOJIOIaTh MPOTUBOIIOKAPHbIE TPEOOBAHUS
U UMEThb BOJIM3M HEOOXOAMMBbIE CPEACTBa JUIsl TYLICHHUS MOapa (OrHETYLIUTENH, IECOK, BOAY U
ap.);

- YXOZs1 MOCJIEHUM U3 pabodero MoMeLeHusl, He0OOX0AUMO BBIKJIIOUUTh JIEKTPOCETh, 3a
UCKJIIOYEHUEM JEKYPHOTO OCBEILICHUS.

O00 Bcex 3aMEUEHHBIX HAPYLIEHUAX MOXKapHON 0€30MaCHOCTH cOO0IATh PyKOBOAUTEIIO
NPaKTUKH, aIMUHUCTPALMU OPTraHU3aINH, YIPEKICHHUS.

IIpy BO3HMKHOBEHMH IOXKapa HEMEJICHHO MPHUCTYNUTh K €ro TYLIEHUIO WMEIOIIMMUCS
cpeacTBamMu, cooomuTs no tenedony 01 u aaMuHHUCTpauuu NpeAnpusaTus (MOPSAOK AeUCTBUN
OTIPENIeIUTh CAMOMY B 3aBUCHMOCTH OT CTETIEHU YIPO3bI).

B pacnonosxkennu o0pa3oBaTENIbHOIO YUPEKICHUS 3alPeIacTCs:

- 3arpoOMOXJaTb W 3aKpbIBaTh MpPOE3[bl M MPOXOAbl K I0XXKapHOMY HWHBEHTApIO
000pyIOBaHHUIO U TO)KAPHOMY KpaHy;

- OpocaThb Ha IOJ M OCTaBIATh HEYOpaHHBIMH B pPabOYMX MOMENIECHHUSIX Oymary,
IPOMACJICHHBIC TPATIKH U JIP.;

- oOBeIMBaTh NIEKTPOJIaMIIbl OymMarod M TKaHbO, BELIaTh Ha 3JIEKTPOBBIKIIOYATEIN U
3IIEKTPOIIPOBOJA OAEXKIY, KPIOKH, MPHUCIOCOOTIEHUS M Ap., 3a0MBaTh METAITIMYECKUE TI'BO3IH
MEXIY 3JEKTPONPOBOAAMH, IMOJKIOYATh K 3JIEKTPOCETH HENpPelyCMOTPEHHbIE HarpyskKH,
3aMEHSTH IEPETOPEBIINE MPETOXPAHUTENN KyCKAMU IPOBOJIOKH — <OKYyUKaMU»;

- UCNOJNb30BaTh HA CKJI3Jax, Y4YeOHBIX W BCIIOMOTATENbHBIX IMOMEIIEHHUSIX JUIs
MPUTOTOBIICHHS TUIIX ¥ 000TPEBa AIEKTPOIUIUTKH, JIEKTPOIaiHIKH, KEPOCHHKH;

- YUCTUTh pabouyto oie’kay OeH3MHOM, pacTBopHuTeaeM uiu Apyrumu JIBXK



IlepeyeHb pekoMeHayeMbIX y4eOHbIX U31aHuil, UHTepHeT-pecypcoB, 10MOJTHUTEIbHOI

1. KoctpoB b. B. , Pyukun B. H. Cetn um cucremsl nepenaun wHbopmamuun — M.:
Wsparenbckuit neHTp «Akagemus», 2021.

2. Munocnasckas H.I'., Toncroii A.M. VYmnpaBnenwe puckamu HHHOPMATMOHHON
6e3omacHOCTH. - 3-¢ u31.- M.: I'opsiuas muaus-Tenexom, 2022.

3. Menwuukos /I. MadopManmonnast 6€30macHOCTh OTKPHITHIX cucTeM.- M.: ®opym, 2019.

4. Omucdep B., Onmudep H. Komnbrorepusie cetu. [IpuHIUIBI, TEXHONIOTHH, MPOTOKOIBI.
Yueobnuk, 5-e¢ uzmpanue — [lurtep, 2023.

5. baraes A.B., Cununpm C.B. , Hamotun H.}O. Onepamumonsnsie cuctembl — M.:
N3naTensckuii neHTp «Akagemusi», 2021.

6. Cxpunauk /. A. OGmire BOMpoCkl TEXHUYECKON 3aUTh HH(popMammu: yueOHoe mocooue
/ Cxkpunauk . A. —-M.: Uatepner-Yuusepcurer Madopmanuonnsix Texnomoruit (MHTYUT),
2020.

7. Tanenbaym 3., Yazepoin /. KommbroTepasie cetu. 5-¢ u3n. — [Tutep, 2022.

8. Bacuibkos, A. B. bezonacHOCTh U ynpaBieHHE JOCTYIIOM B UH(POPMAIIMOHHBIX CUCTEMAX :
yuebHoe nocobue / A.B. Bacunbkos, .A. BacuibkoB. — Mocksa : @OPYM : UHOPA-M, 2020.
— 368 c. — (Cpennee npodeccuonanbHoe oopazoBanue). - ISBN 978-5-91134-360-6. - Tekcr :
anektpoHHbelidi. - URL: https://znanium.com/catalog/product/1082470 (nata oOpaieHus:
26.02.2025).

JlonoJIHUTeIbHBIE TeYATHbIEe HCTOYHHUKH:
1. Kywmckosa U.A. ba3sl nansbix. YueOnuk. CIIO. /M3narensctBo «KnoPyc» 2022, — 400c.

2. CogetoB b., Llexanosckuii B., UepToBckoii B. ba3el nannbix: yueouuk/ MU3ngarens: FOpaiit
112022 — 421c.

3. OcHOBBI TpOEKTHpPOBaHUS 0a3 naHHBIX: yueOHoe mocodue / Iluto B.II. — Mocksa:
NH®PA-M, 2023.

4. HectepoB C. A., ba3sl nannbix. Yueonuk u npaktukyM st CITO/ Tlpodeccrnonansnoe
obpasosanue /M3marens: KOPANT,2019.

5. Mapteika, T. JI. OnepaunoHHble CUCTEMBI, CPebl U 000104KH : yueOHOoe nocobue / T.JL.
[Tapteika, .M. TTonoB. — 5-e u3zn., nepepad. u gon. — Mocksa : POPYM : UHOPA-M, 2021.
— 560 c. — (Cpennee npodeccuonanbHoe odbpazoBanue). - ISBN 978-5-00091-501-1. - Tekcr :
anektponHbii. - URL: https://znanium.com/catalog/product/1189335 (mara oOpamieHus:
26.02.2023). — Pexxum A0CTyIIA: 110 TOAIHKCKE.

6. Pynakog, A. B. OnepaninoHHbIe CHCTEMBI U cpejibl : yueOHuK / A.B. PygakoB. — Mocksa :
KYPC : UH®PA-M, 2022. — 304 ¢. — (Cpennee npodeccronanbHoe oopazoBanue). - ISBN 978-
5-906923-85-1. - Tekcr : snektponnsiii. - URL: https://znanium.com/catalog/product/1843025
(mata obpamenus: 26.02.2023).

7. Xopes, I1. b. [Iporpammuo-anmnaparsas 3ammra nHGopmarun : yuedHoe nocooue / I1.b.
XopeB. — 3-¢ u3a., ucnp. u gon. — Mocksa : UHOPA-M, 2022. — 327 c. — (Beicuiee
obpaszoBanue: bakanaspuat). — DOI 10.12737/1035570. - ISBN 978-5-16-015471-8. - TekcrT :
anexktpoHHerd. - URL: https://znanium.com/catalog/product/1865598 (mata oOpamieHus:
26.02.2023).  IlporpamMMHO-ammapaTHble  cpeiAcTBa  obecrnedyeHuss  WHGOPMAIIMOHHON
6e3onacHocTH. [IpakTukym : yaedHoe nocooue / A. B. lymkun, O. M. bapcyxkos, E. B. Kpasiios
[v mp.] ; mox. pen. A. B. lymkuna. - Mocksa : ['opsiuast munausi-Tenexkom, 2020. - 412 c. - ISBN



978-5-9912-0797-3. - Teker : AJICKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1911636 (mara obpamenus: 26.02.2023).

8. Jlanonnna O.P. OcHOBBHI ceTeBOW 0€30MacHOCTH: KpUNTOrpaduvecKue aJrOPUTMBI U
IPOTOKOJIBI B3aUMOJEHCTBUSA: YueOHoe mocodue.- 2-¢ u3j., ucnp.- M.: IHTepHeT-YHUBEpCUTET
WT; BUHOM. JlaGopatopus 3uanuii, 2020.- 605 .

9. Mak-Knap C., Ckem0Opeit [Ix., Kypru . Cekpersl xakepoB. be3omacHocth cereit —
rOTOBBIE pelnieHus, 4-¢ uza. — M.: Bunbsamc, 2004. — 656 c.

10. Mamok A.A., [Tazuzun C.B., [Toroxxun H.C. Benenue B 3ammuty uHGOpMaIIUK B

aBTOMATHU3UPOBAHHBIX cucTemMax: Yueb. [Tocobue s By30B.- 3-e u3a., crep. M.: ['opsuas nunus,
2011.- 147 c.

Ilepuoauyeckue M31aHUA:
1. Xypnaner Chip/Yun: XypHanm 0 KOMIBIOTEPHOH TEXHUKE Ui NMPO(ECCHOHAIOB U

ONBITHEIX MOJIB30BaTENCH;

2. Kypnans! 3amura nadopmarmn. Mucaiin: MabopMamoHHO-METOAMYECKHIH Ky pHAI

3. UndopmannonHas 6e30nacHOCTh pernoHoB: HayuHo-nipakTuueckuil sxypHai

4. Bonpocel  kubepOe3onacHocTH. Hayunblif, nepuoauueckuii, uHGOPMALUOHHO-
METOAMYECKHH sXypHaIl ¢ 6a30BOM crieruanu3anuel B 061acTi HHPOPMaIMOHHOM 0€301MacHOCTH. .
URL.: http://cyberrus.com/

5. be3onacHocTh MH(OpMaLMOHHBIX TexHosorud. Ilepuoanueckuil pereH3upyeMblii
Hay4HbIi xypHan HUAY MU®U. URL: http://bit.mephi.ru/

DJIEKTPOHHbIC HCTOYHHUKH:
1. HudpopmannoHHO-CIIpaBOYHas cUCTEMA M0 JOKYMEHTaM B 00JIaCTH TEXHUYECKON 3alUThI

uHdopmarmu WWw.fstec.ru

WudopmarmoHHsIi opTai o 6e3omacHoctd WWW.SecurityLab.ru.

OOpaszoBatenbHbIe MOPTAIBI 10 PA3IUYHBIM HAMPABICHHSIM OOpa30BaHUS U TEMATHKE
http://depobr.gov35.ru/

Poccuiickuii GnomeTpuueckuii mopran WWWw.biometrics.ru

w

Caiit xypHana MudopmarronHas 6e3omnacHocTs http://www.itsec.ru —

Caiit HayuHo#i 31ekTpoHHO# 6ubimorexn Www.elibrary.ru

CnpaBouHo-nipaBoBas cucteMa «['apant» » www.garant.ru

CnpaBouHo-npaBoBas cucrtema «Koncynprant [Iroc» www.consultant.ru

denepanpHas CiIyx)0a M0 TEXHUYECKOMY U dKcnopTHOMY KoHTpoiito (DCTOK Poccun)

www.fstec.ru

10. ®enepanbubiii  noptan  «MHPOpMaMOHHO-KOMMYHHUKAIIMOHHBIE  TEXHOJOTHH B
obpazoBanum» htpp\\:www.ict.edu.ru

11. ®enepanbubiii mopran «Poccuiickoe oopazoBanre WWw.edu.ru

© oo N0k
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ATTECTAIIAOHHBIN JIACT IO YYEBHOM ITPAKTUKE

(BAJIAHME HA TIPAKTHKY)

OHO

oOyuatonuiics(asics) Ha 2 Kypce 1o cnerainbHoctu CI1O

10.02.05

ObecnieueHue HH(bOpMaHHOHHOﬁ 0€e30IacHOCTH ABTOMATHU3UPOBAHHBLIX CUCTCM

K00

yCIIenIHo npoiien(Jia) yaeOHyI0 MPaKkTUKY M0 MPO(heCcCHOHATTEHOMY MOJIYIIO

HAumeHoearue

:‘)KCHJ'IyaTaL[I/IH ABTOMATHU3HWPOBAHHBIX (HH(bOpMaL[I/IOHHBIX) CHUCTCM B 3allIMIIICHHOM HMCIIOJTHCHUH

B 00beMe 108 yacoB ¢ «

HauUMeHO8aHue npoghecCUOHaIbHO20 MOOYIA

» 20 r.mo« »

20 r..B

['BIIOY VY pumckuil KoJuieK paaroIeKTPOHUKHU, TEIEKOMMYHUKAIMHI U O€30MMaCHOCTH

HaumeHosarnue opzanuayuu

Buabl 1 kKauecTBO BHINOJHEHHS PA0OT € EeIbI0 OLleHKU ¢(hOPMHUPOBAHHOCTH OOIIMX

KOMIIeTeHII M

Pe3yabTarsl
(ocBOEHHBIE 001IIHE
KOMIIETEHIIMH)

OcHOBHbIE OKA3aTeJIN OLIEHKH
pe3yJbTara

DopMBbI U METOBI
KOHTPOJIA M OLlEHKH

Br10upath ciocoObl perieHus 3aaa4y
npodecCHOHATEHOM JIeATEIILHOCTH,
NPUMEHUTEIBHO K Pa3IHYHBIM
KOHTEKCTaM.

- pa30uBaeT MOCTABJICHHYIO LI€b Ha 3ajauH,
noa0upasi U3 YMCIIa U3BECTHBIX TEXHOJIOTUU
(3MIeMEHTBl  TEXHOJIOTHi), IO3BOJISIOLIHNE
PELINTh KKAYIO U3 3a/1a4;

- BbIOMpaeT crnocod (TEXHOJOTHIO) PeIICHHS
3aa4d B COOTBETCTBHH C 3a/JlaHHBIMHU
YCJIOBHUSIMU ¥ MIMEIOLTHMUCS PECYPCAMU;

Ocy1IecTBIATh MOKUCK, AaHATTN3 U
MHTEPIpPETAINIO HHPOPMAIINH,
HEO0OXOUMOM TSl BHITTOTHEHUS
3a1a4 nmpodeccruoHanbHOM
NEeSITeIbHOCTH.

- (opMynupyeT BONpPOCHI, HalleJIEHHbIE Ha
HoJTy4eHHe HeJocTaonel nHhopMaumy;

- XapakTepu3yeT NPOM3BOJIBHO 3aJaHHBIN
HUCTOYHHUK I/IH(i)OpMaHI/II/I B COOTBETCTBUU C
3ajaueil ”HHOPMAIIMOHHOTO TIOUCKA;

- U3BJIeKaeT MHGOpPMAIUIO IO ABYM U Oosee

OCHOBAaHHUAM H3 OAHOIO HJIIM HECKOJIBKHUX
HCTOYHHUKOB M CHCTCMAaTHU3UPYET €€ B
CaMOCTOATCIIbHO o1p GHGHGHHOﬁ B

COOTBETCTBHUH C 3aJa4eii HHPOPMAIIMOHHOTO
MOUCKA CTPYKTYPE;

- 3a4a€T KpI/ITepI/II/I JJIA CpaBHI/ITeJ'H)HOI‘O
aHanu3a HH(GOpMaIK B COOTBETCTBUU C
ITOCTaBJICHHOM 3a7aueH JesITeIIbHOCTH,

- JeNaeT BBIBOJ O MPUMEHUMOCTH OOIIeH
3aKOHOMepHOCTI/I B KOHerTHI)IX yCJ'IOBI/ISIX;

HJIaHI/IpOBaTB " pCaIN30BbIBATH
coOcTBeHHOE MPOGECCHOHATHHOE U
JIMYHOCTHOC PAa3BUTHC.

- aHanmm3upyeT /GopMyIUpyeT 3ampoc Ha
BHYTPEHHHE PECypChl (3HAHUS, YMEHHUS,
HAaBBIKH, CIIOCOOBI JEATEIIbHOCTH, IICHHOCTH,
YCTQHOBKH,  CBOWCTBA  MCHXHKH) IS
petieHust poheCCHOHATBLHON 3a/1a4H;

PaboTathb B KOJIJIEKTHBE U KOMaHJIE,
7 (}HEeKTHBHO B3aMMOJICHICTBOBATH C

- IPUHUMAET U PUKCUPYET pelIeHne 0 BCeM
BOIIPOCAM JUJIsl TPYIIIOBOTO OOCYKICHHUS;

HNurtepnperanus
pe3yIbTaToB
HaOJIFOJEeHU 3a
JeSITeTbHOCTHIO
oOyuJaromerocsi B
npoIiecce OCBOCHUS
o0Opa3oBaTenbHOI
IPOTPaMMBI
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KOJIJIETaMH, PYKOBOJICTBOM,
KJIMEHTaMH.

- TIpU TPYIIIOBOM OOCYKICHUU: Pa3BUBACT U
JOTIONTHSIET HJeH Apyrux (pa3padarhiBaeT
YYKYIO UJICI0);

- WCHOJB3yeT CPEACTBA HATJISATHOCTH HIIH
HeBepOaTbHBIC CPECTBA KOMMYHUKAIIHH,

- 3ampamuBacT MHEHHE [apTHepa IIo
JIMAJIOTY;

OCyIIeCTBIIATh YCTHYIO U
HI/ICbMeHHYIO KOMMYHI/IKaLII/IIO Ha
rOCYJapCTBCHHOM SI3BIKE C YYETOM
0COOEHHOCTEN COIHAIBHOTO U
KYJIBTYPHOTO KOHTEKCTA.

- W3BJEKAaeT M3 YCTHOHM peuyu (MOHOJIOT,
Manor,  JTUCKyccusi)  (pakTHYecKyro U
OLICHOYHYI0O  MH(pOpMAIUIO,  ONpeesiss

OCHOBHYIO TEMY, 3By4YaBIlINE
MPEATONO0KEHNUS, apryMEHTHI,
JI0Ka3aTeJIbCTBA, BHIBO/IbI, OLICHKU;

- co31aeT MPOAYKT MUCbMEHHOU

KOMMYHUKAITUU CIIOKHOM CTPYKTYPHI,
COJICP KAIIMI COMOCTABICHHE IMO3UIMIA U \
WIM  apryMEHTallMi0 32 U T[POTUB
IPEABSIBICHHOM JIs1 00CYKJICHHUSI TIO3UITUH;

ConelicTBOBaTh COXpaHEHUIO
OKPYKaIoIIEeH Cpebl,
pecypcocoepexeHuto, 3pPeKTUBHO
JIECTBOBAThH B UPE3BbIYANHBIX
CUTYalUsX.

- CIIOCOOHOCTH ~ OpPUEHTHUPOBATHCS B
OCHOBHBIX METOJ1aX " CUCTEMax
obecrieueHust TeXxHochepHOU OE€30MacHOCTH,
000CHOBaHHO BEIOMpATH YCTPOICTBA,
CHUCTEMBI W METOJbl 3allMThl YEIIOBEKA U
MPUPOAHON CpeIbl OT OACHOCTEN;

Hcnons3oBats cpeacTaa
(UBUYECKON KYJIBTYPBI ISt
COXpaHEHUs U YKPEIUICHUS
3/10pOBbS B IIpoLiecce
npodeccuoHaNbHOM 1eATeNbHOCTH
U TOJIIepyKaHUsI HEOOXOAUMOT O
ypOBHS (hU3HUECKOM
MIO/ITOTOBJIEHHOCTH.

- OBJIaACHUC TCXHOJOIUAMU COBPEMCHHBIX
O3JOPOBUTCIIBHBIX  CUCTEM (1)I/ISI/I‘~IGCKOFO
BOCIIMTAaHHA, O6OFaH_[CHI/IC WHIAWBUAYAJIBbHOT'O
OITbITa 3aHATUH CIICUAJIbHO-TIPHUKJIA THBIMU
(I)I/ISI/I"IeCI(I/IMI/I YIPpA)KHCHUAMHA U 0a30BBIMHU
BHJIAMH CIIOPTa,

Hcnonb30BaTe MHPOPMALIMOHHBIE
TEXHOJIOTUH B MPO(hecCHOHATEHON
JIeSITEJIbHOCTH.

- npumenser WKT npu BeimosHeHUU
TBOPYECKHUX 3aJaHUN;

[Tonp3oBaTbes mpodeccnoHaTbLHON
JNOKyMEHTaluen Ha
roCyapCTBEHHOM Y UHOCTPAaHHOM
SI3BIKAX.

- OCYILIECTBIICHHE MEKKYJIbTYPHOU
KOMMYHHMKaliMi B  cdepe  OCHOBHOMU
podecCHOHATLHOM JIeATEIILHOCTH;

[InanupoBaTh
NPEANPUHUMATEIBCKYIO
JACATCIBHOCTH B
npodeccruoHaIbHOM chepe.

- IPUOOPETEHNE HABBIKOB aJaNTalluK
TEOPETUYECKUX 3HAHUU K POCCUICKON
MIPaKTHUKE TPEANPUHUMATEIbCTBA;

- U3y4aeT OCHOBBI CO3/1aHUSI COOCTBEHHOTO
Jena;

- 3HAKOMCTBO CTYJICHTOB C TEOPUEU U
IIPAKTUKON NIPEANPUHUMATEILCTBA.
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BI/IIH:I N Ka4CCTBO BBIIIOJTHCHHA pa60T C IICJIBIO OIICHKHU C(bOpMI/IpOBaHHOCTI/I HpO(beCCI/IOHaJ'ILHHX

KOMIIETCHIINI
Konapl 1 HauMeHOBaHUS Bunbl 1 00eM paboT, BBIMOTHEHHBIX KauectBO
BBITTOTHEHUS

MPOBEPSAEMBIX KOMIIETCHIIMN WU
UX COYETAHUN

o0yJaromumMcsi BO BpeMs TPaKTUKU

pabot (oreHKa)

IIK 1.1. BBITTOJIHATE MOHTaXK
KOMIIOHEHTOB U MOJyJIEH
MEXaTPOHHBIX CUCTEM B
COOTBETCTBHUH C TCXHHYECKOH
JIOKYMEHTaIUe

VYcranoBka u HacTpoiika C3U.
Hanucanune nonutuk 0€30MacHOCTH.
Pasrpanunuenue noctyra.

IIK 1.2. OcyuiecTBiATh HaCTPOUKY
U KOH(UrypupoBasnue
IIPOrPaMMHUPYEMBIX JTOTMYECKUX
KOHTPOJIJIEPOB U
MUKPOTNPOLIECCOPHBIX CUCTEM B
COOTBETCTBHUHM C
MPUHLMITHAIBHBIMU CXEMaMU
HOJIKITFOUEHUS

YcTaHoBKa NporpaMMHO-aNIapaTHBIX CPEICTB
3aIIUTBHI.

Opranuzanus AByX(akTOPHOH ayTeHTH(PHUKAIHIH.

PaSFpaHI/I‘-ICHI/Ie A0CTYyIIa.

Nrorosas oueHka (8v1600umcst
HA OCHOBE OYEHOK 30 KANCObLUL U0
pabomul o NAMUOANTLHOU WIKAle)

CryieHTOM NpoNJIeH HHCTPYKTAX 110 TEXHUKE 0€30M1aCHOCTH U oxpaHe TpyAa. CTyIeHT 03HaAKOMJIEH
IIpaBWJIaMU pacrops/ika U UHPOPMaMOHHON 0€3011aCHOCTH.
XapakTepucTiKa Npo(hecCHOHATBHOM 1eSITeJIbHOCTH CTYyIeHTa BO BpeMs Y4eOHO# NPAKTUKHA
(omHnowenue k pabome, 1uunvie Kauecmea u m.o.)

Hata«__ » 20 r.
[Tonnucu pykoBoauTeNe NPaKTUKN / /
0T 00pa30BaTeIbLHONW OpraHU3alu
[Toanuck pykoBoauTesns 0a3bl MPAKTUKH / /
MIIT
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