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CTpyKTypa U Coaep:KaHue MPAKTHKH
(4 xypc, 7 cemectp)

Ne HaumeHoBaHue BUI0B, Pa3/1eJi0B U TeM NMPAKTHKHA KoanuecTrBo
n/n 4acoB
1 | [IpoBeneHne HHCTPYKTaXa MO TEXHUKE 0€30ITacCHOCTH. 6
O3HaKOMJICHHE C TUTAHOM TPOBEACHHS YICOHOM MPAKTUKH.
[Mony4enue 3amanuii mo Temaruke. PazpaboTka MapKeTUHTOBOTO
IJTaHA TIPOJIBMKCHHMSI YCIIYT CBSI3U. BhISBIIEHHE KOHKYPEHTHOTO
pPEeUMyIIecTBa Ha phIHKE. [[poBeIeHIEe MApPKETHHTOBOTO
UCCIICIOBAHMS PHIHKA YCIIYT CBsI3U/ AHAIN3 BHEITHEH MUKPOCPEIbI
MapKETHHTa
2 | O3HakomiieHue, moakIoYenue, Hactpoiika DLP cucremsr Infowatch 6
Cosanue cTeHa BUpTyainbHoi cetu. Y cranoska Traffic Monitor
3 | [NopkioueHne KOMIBIOTEPOB B JIOMEH, YCTAHOBKA MOJTUTHK 6
4 | Ycranoska Device Monitor, Arerra sa Windows 7 6
5 | Anmunucrpuposanue Traffic Monitor, yctanoBka nuiieH3uu, 6
HACTPOIKa IUIATHHOB U TTOJIUTUK
6 | Hactpoiika areaTckux noauTuk Ha ARM 6
7-9 | Hacrpoiika nonutuk Ha Device Monitor 18
10- | Hacrpoiika momutuk Ha Traffic Monitor 18
12
13 | Co3nanune nnnuaenros Ha Traffic Monitor 6
14 | Cosnmanue ceonok Ha Traffic Monitor 6
15 | Co3manme orueros Ha Traffic Monitor 6
16 | AHanu3 BLIABICHHBIX HHIIMAECHTOB U OTUYETOB 6
17 | Mi3yueHue u HaCTpOMKa 3aXBaTa CETEBBIX XPAHUJIHII] 6
18 | Odopmitenne otyeTa. Ydactrue B 3a4eT-KOH(DEPEHITUH 110 YIeOHOMH 6
NPaKTUKE
Bcero: 108




[Inanupyemble pe3y/bTaThl 0CBOEHHS MPOrPAMMBI NPAKTHKHU

®opmMoii 0TUETHOCTH 00YUAIOIIETrOCs M0 MPAKTHKE SBISETCS JHEBHUK C MPUIIOKCHUAMH K
aynuo-, ¢oto-,
MOJTBEPKIAIOMINX TPUOOpETEHHE 00YJAIOIIIMCS MPAKTHYECKUX MPO(HEeCCHOHAIBHBIX YMEHHH 110
OCHOBHBIM BHUJaM TpO(ECCHOHANBLHON JAEATeTbHOCTH M HampaBieHa Ha (OPMUPOBAHUE Y

HEMy B BHAE TIpadUUECKUX, BUJCO- M(WIM) JApPYTUX MaTepHasosB,

oOyyaromerocst 00mmx U MpoPecCHOHATIBHBIX KOMIIETEHITUH.
KoHTposb 1 o1ieHKa pe3yIbTaTOB OCBOCHHS MTPAKTUKH OCYIIECTBIISETCS MPErogaBaTeieM

— PYKOBOAUTCJICM IIPAKTUKH.

Koapl 1 HauMeHoBaHUS
MPOBEPAEMBIX KOMIIETCHIUI
WJIM UX COYETaHUU

Bunpl 1 06beM paboT, BBIMOIHEHHBIX 00YYarOIIUMCS BO BpEeMs
MIPAKTUKU

[1K 2.1.ITpou3BoauTh
YCTaHOBKY, HACTPOUKY,
WCIIBITAaHUS U
KOH(UTYpHUpPOBaHUE
MPOTrpaMMHBIX U
MIPOrpaMMHO-ANNapaTHHIX, B
TOM YUCJIE
KpunTorpagpuueckux cpeacT
3aIUThl HHQOPMAIHH OT
HECAaHKI[MOHHUPOBAHHOIO
JIOCTyTa U CIIEUAIbHbIX
BO3JICHCTBUII B 000pYI0OBaHHE
MH(OPMALIMOHHO —
TEJIEKOMMYHUKAIITMOHHBIX
CHUCTEM U CETEM.

[lonxntoueHue, ycTaHOBKA CTEH/1a, BUPTyallbHOM MatuHbl TM.
[TogxmroueHue, yCTaHOBKA APalBEPOB, HACTPOUKA BUPTYAJILHOU
MAaIllMHbI areHTa

1K 2.2. IlopnepxuBarhb
Oecniepebolinyo paboty
IPOTPaMMHBIX U
IPOrpaMMHO-aINapaTHbIX, B
TOM YUCIIE U
KpUNTOrpauuecKux cpeacTs
3alUThl MHQOpMAIMK B
MH(OPMALIMOHHO —
TEJIEKOMMYHUKALIMOHHBIX
CUCTEMaXx M CETHX.

O3HakomiieHHe, MOAKIIoUeHHe, HacTpoiika DLP cucremsl
Infowatch

Hactpoiika arenTckux noautuk Ha ARM

Hacrpoiika monmutux Ha Device Monitor

Hacrpoiika nomutuk Ha Traffic Monitor

1K 2.3.0cy1iecTBisTh
3amuTy HHGOPMAITUHU OT
HECAaHKI[MOHUPOBAHHBIX
NEUCTBUH U CIIEUAILHEIX
BO3JICHCTBUH B
nH(pOpMaITMOHHO —
TEJIEKOMMYHUKAIITMOHHBIX
CHCTEMax M CETsIX C
HCII0JIb30BaHUEM
MIPOrpaMMHBIX U
MpOrpaMMHO-aNMapaTHbIX, B
TOM 4YHCIIE
KpunTorpagpuueckux cpeacTn
B COOTBETCTBHUU C

Br16op, noaximoueHne, HaCTPOKa 3alUIIeHHON CeTH.
O3HakoMmIIeHHE, MOJKIIFOUYEHNE, HACTPOWKA CUCTEMBI PE3EPBHOIO
KOIIMPOBaHUs

AJIMAHHUCTPHUPOBAHUE CUCTEMBI PE3EPBHOIO0 KOITMPOBAHMS
O3HakoMJIEHHE, TOJKIIIOUEHUE, HACTPOHKA CUCTEMBI
AHTUBUPYCHOM 3aIMUTHI

AJMUHUCTPUPOBAHNE CUCTEMbI AHTUBUPYCHOMN 3aLIUTHI




peIbsBICHHBIMU
TpeOOBAHUSIMU.

OK 01.Beibupats crnocoObl
pelieHus 3a1a4
npodecCHOHATBLHOM
JIeSTEIIbHOCTH,
MMPUMCHHUTCIILBHO K pa3JINdIHbIM
KOHTEKCTaM

Pacrnio3naBath crokHbIE TPOOIEMBI B 3HAKOMBIX CUTYAIUSX.
Bb1iensTh cioxHble COCTaBHbIE YaCTH MPOOJIEMbI M OITUCHIBATH €€
IIPUYMHBI U PECypChl, HEOOXOIUMBIE JUIsl €€ pELICHHs] B LEJIOM.
Omnpenensats NOTpeOHOCTs B MHMOPMALUU MU HPEIIPUHUMATH
yCUIIHS IS €€ IIOUCKA.

Bbiiensate rnaBHbIE M aJbTEPHATUBHBIE HCTOYHHUKHM HYXHBIX
pecypcoB. Pa3pabareiBaTh JeTaNbHBIA IJIaH  JCUCTBUH U
npujepxkuBarbess  ero. KadectBo  pesyibTara, B - LIEIOM,
COOTBETCTBYET TPEOOBAHMSIM.

OneHuBath pe3yibTaT CBOEH padoThl, BHIACIATh B HEM CUIIbHBIE U
cy1abble CTOPOHBI.

OK 02. Ocy1miecTBasTh IOUCK,
QaHAIM3 W WHTEPIPETALUIO
uHpopmaruu, HEOOX0IUMOM
IS BBIINOJIHEHHS — 3a7a4
po(heCcCHOHATILHOM
JIEATEIHLHOCTH.

Onpenensrs 3aJaud  MoMcKa MH(OpMaLUM; ONpeneniTh
HE0OXOUMBbIE HWCTOYHUKHM HH(OpMalMK; MJIAHUPOBATh IPOLECC
IIOUCKA; CTPYKTYPHPOBAThH MOIYYaeMyI0 HH(OPMAIHIO; BBIACIATH
HanOoyiee 3HAYMMOE B TIepeyHe HMH(POPMAIMH; OLEHUBATDH
IIPAKTUYECKYI0 3HAYUMOCTb pE3YJbTAaTOB IOHUCKA; O(OPMIATH
pe3yJIbTaThl MOKCKA

OK 03. IlnanupoBate H
peaTn30BbIBaTh COOCTBEHHOE
npogeCcCUOHATBHOE u
JMYHOCTHOE Pa3BUTHE

Onpenensars akTyaabHOCTb HOPMaTUBHO-IIPABOBOM JOKYMEHTAIUN
B NpPOQeCCHOHANIBHON JEeATEIbHOCTH; BBICTPAUBAaTh TPACKTOPUHU
po(eCCUOHATILHOIO U IMYHOCTHOTO PAa3BUTHUS

OK 04. PaGoratb B | OpranusoBbIBaTh paboTy  KOJUIGKTMBA M  KOMAaH/IBI;
KOJUIEKTUBE M KOMaHJe, | B3aMMOJIEHCTBOBATh C KOJUIETaMH, PYKOBOJICTBOM, KIIMEHTaAMH

3P PEeKTUBHO

B3aUMOJIEVCTBOBATh c

KOJUIETaMH,  PYKOBOJICTBOM,

KJIMEHTaMH.

OK 05. OcymectBisaTh | OpraHu30BbIBaTh paboTy  KOJJIEKTHBA W KOMAaHJbI;
YCTHYIO U NHUCBMEHHYIO | B3aUMOJEHCTBOBATh C KOJUJIETaMu, pyKOBOJICTBOM, KJIINEHTAaMU
KOMMYHUKAIIIO Ha

rOCy/1apCTBEHHOM  SI3bIKE C

y4ETOM 0coOeHHOCTEH

COLIMATILHOTO U KYJBTYpPHOTO
KOHTEKCTA.

OK 06. [IposBnare | OnpenensiTe akTyalbHOCTh HOPMAaTUBHO-TIPABOBOW IOKYMEHTALIUU
IpaXkJIaHCKO- B MPO(eCcCCHOHALHONW JEATEIbHOCTH; BBICTPAUBATh TPACKTOPHH
NaTPUOTUYECKYI0  IO3MLHUIO, | IPOPECCHOHATBHOIO M TMYHOCTHOIO PAa3BUTHUS

JIeMOHCTPHPOBATh

OCO3HaHHOE IIOBEJCHHE Ha

OCHOBE TPaTUIIMOHHBIX

00111eYeI0BEYECKUX

LIEHHOCTEMN.

OK 07. CopneiictBoBaTh | OpraHu30BbIBATH paboTy  KOJUIEKTMBA M KOMAaH/BI;
COXPAaHCHHMIO  OKpY’Karolled | B3auMOJICHCTBOBATh C KOJUIETaMU, PyKOBOACTBOM, KITUCHTaMHU

Cpelibl, pecypcocOepexeHuIO,
3¢ (heKTUBHO [E€HCTBOBaTH B
YpEe3BBIYANHBIX CHTYAIUSIX.

OK 08. Hcnonb3oBath
CpeacTBa ¢buznyeckoi
KYJBTYPBL JJI1 COXPAHEHUS U

Onpenenars akTyalbHOCTh HOPMATHUBHO-IPABOBOM TIOKYMEHTALIUH
B MPO(EeCCHOHANBHONW NEsITeIbHOCTH; BBICTPAUBATh TPACKTOPHH
po(heCCHOHATLHOTO ¥ IMYHOCTHOTO PA3BUTHUS




YKpEIUIEHUsI  3/I0pOBbS B
nporuecce npoheccuoHaNbHOMI
JESATEIbHOCTH U OIEpKaHUE

HE00X0IMMOT0 YPOBHS

buznuecKoit

HOJTrOTOBJIEHHOCTH.

OK 09. Ucnonb3oate | [IpumeHsaTh cpeactBa WHGOPMALMOHHBIX TEXHOJOTHHA IS
UH(POPMAaLIMOHHbIE pereHus MpoecCUOHANBHBIX 33]a4; UCII0JIb30BaTh COBPEMEHHOE
TEXHOJIOTUHU B | IporpaMMHOe o0ecrieueHue

npodeccuoHaIbHON

JESITEJIbHOCTH.

OK 10. [Tonp3oBathes | [ToHMMaTh OOIIUE CMBICT YETKO MPOW3HECEHHBIX BBHICKAa3bIBAHUHN
npodeccuoHaIbHON Ha U3BECTHBIC TeMbI (TIpodecCHOHaNbHbBIE U OBITOBBIC), TOHUMATh
JIOKyMEHTaluen Ha | TeKCThl Ha 0a30Bble NPOQECCHOHATBHBIE TEMbI, Yy4acTBOBaTh B
rocy/1apCTBEHHOM U | [Majiorax Ha 3HaKOMble OOIIMEe W NPOPECCHOHAIbHBIE TEMBI;

HHOCTPAHHOM A3bIKEC.

CTpOUTH TPOCTHIE BBICKa3bIBaHUSI O cebe U O CBoei
poecCHOHATLHON  JISATEIIBHOCTH; KPaTKOo OOOCHOBBIBATH W
OOBSICHUTh CBOM JIEHCTBUS (TEKyIIHE W TUIAHUPYEMBIE); MHUCATh
MPOCTHIE CBSI3HBIE COOOIIEHUSI HA 3HAKOMBIE WJIM WHTEPECYIOIINE
npodeccuoHaTbHbBIE TEMBI




TpebdoBanusi K 0()OpMIIEHUIO OTYETA

[To 3aBeprIeHHIO TPOXOKACHUS MPAKTUKH 00yJaIOIIUIACS T0JKEH cPOPMUPOBATH U IPEJICTABUTH
PYKOBOJUTEIO MIPAKTUKU OTYET, COICPIKAIITHI:

1. TuTynbHbBIN TUCT

2. ATTecTalMoOHHBIN JHCT, B KOTOPOM TMPEACTABICHBI 3aJJaHMs HA MIPAKTUKY B BUJIC BHIOB
1 00beMOB pabOT U KOTOPBIH MpeAcTaBIsieT cOO0N JHEBHUK MPAKTHKH.

3.0T4er, comepkamuii MOAPOOHOE OINMMCAHUE BBIOJHEHUS BUIOB U 00BEMOB paboOT
00y4aromuMcsi BO BpeMs TPOXOKIACHUSI TPAKTUKH.

Otyer 10 00BEMy AODKEH 3aHUMaTh He MeHee 10-15 crpanun dopmara A4 u comepkarb
WITIOCTPAIMH (3KPaHHBIE POPMBI), IEMOHCTPUPYIOIINE BCE BUIBI BBITOIHAEMBIX paOOT COTJIACHO
TEMaTHYECKOMY IIJIaHYy MTPOrPaMMBbl IPAKTUKH.

TpebGoBanust k mpudTy:

- 3ar0JI0BKH BBIMONHAIOTCS 14 mpudToM (KUPHBIM);

- OCHOBHOM TeKCT BbInosiHAeTcs 12 win 14 mpudrom (0ObIYHBIM);

- HAMMEHOBAHMSI Pa3/IEJIOB BHIMOIHSIIOTCS MO LEHTPY;

- BBIPABHUBAHUE 110 ILIUPHUHE.

OTueT Mo MpakTUKE JOJDKEH OBITh IMPEJICTABICH PYKOBOIUTENIO MPAKTHKH OT KOJUIEIKAa He
no3aHee 3-X JOHEH mocie ee 3aBeplieHHs Ha OyMakHOM (MOAIIMTOM B Mamnky) U (Win)
3JICKTPOHHOM (JTUCKE) HOCUTEIISX.



TpebdoBaHusi K COOIOIEHUIO TEXHUKH 0€30MACHOCTH
U NO0KAPHOH 0e30I1aCHOCTH

B pamkax npoxoxaeHus y4eOHOW NpakTHUKU (B IEpBbI JEHb) B y4eOHBIX, y4eOHO-
IPOM3BOJICTBEHHBIX MAacCTEPCKHMX, J1a0OpaTOpHsX, Y4eOHO-ONBITHBIX XO3AHCTBAaX, Y4eOHBIX
MOJIMTOHAX, YUYeOHBIX 0a3ax MPAaKTUKU M MHBIX CTPYKTYPHBIX MOAPA3AeICHUSIX 00pa3oBaTeIbHOM
OpraHu3any o0y4aroIuecss MPOXOAAT MHCTPYKTaX MO TEXHMKE OE30HacHOCTU M IOXKAPHOM
0e30IIaCHOCTH, O YE€M B COOTBETCTBYIOUIEM JKYpPHAJI€ CBHUJETEIbCTBYIOT  IOJIHCU
MHCTPYKTUPYIOLIEr0 U HHCTPYKTUPYEMOTO.

B pamkax npoxosx/1eHusi IpOM3BOJCTBEHHON IPAKTUKY (B IEPBBIH JI€Hb) B OPraHU3aLUIX
— 0a3ax MpaKkTUKKM 00ydaroLMecs MPOXoIAT MHCTPYKTaX IO TEXHUKE 0€30MacCHOCTH U M0KapHOU
0e30IIaCHOCTH, O YE€M B  COOTBETCTBYIOLIEM JKypHaJl€ CBHUICTEIbCTBYIOT IOANHCU
MHCTPYKTUPYIOLIErO U HHCTPYKTUPYEMOTO.

TpedoBanus 06e30macHOCTH BO BpeMsi padoThI

1.1. [IpenonaBatesnb (PyKOBOAUTENb IPAKTUKH) TOJKEH KOHTPOJIUPOBATh OOCTAHOBKY BO
BpeMsl 3aHATHH 1 obecrieunTs 6e30acHoe MPOBEACHUE MPOoLIecca MPAKTUKH.

1.2.Bo Bpemsi MpaKTUKH B MOMENICHHH (KaOWHETe) MOJDKHA BBIMOJIHATHCS TOJNBKO Ta
pabota, KoTopas MpeaycMOTpeHa MPOrpaMMOi MPaKTHKH.

1.3. Bce BUABI JOTOJHUTENBHBIX 3aHATHH MOTYT IPOBOAUTHECS TOJBKO C BeaoMa
PYKOBOJUTENS MJIM COOTBETCTBYIOIIETO JOJKHOCTHOTO JIMLA 00pa30BaTEIbHOIO YUPEXKICHHS.

1.4.Tlpu mpoBeneHHM JAEMOHCTPALMOHHBIX paboT, J1TA0OPATOPHBIX W TPAKTHYECKUX
3aHATUM B IOMOIIb IpenojaBarenio (PyKOBOAMTENIO HPAKTUKHM) JODKEH OBITh Ha3Ha4YeH
NOMOUTHUK (J1aDOpaHT, aCCUCTEHT, MHXKEeHep). DYyHKIMU TOMOLIHUKA 3alPEIIaeTCsl BBIIOIHATh
oOy4aroremMycs.

1.5. TlpenogaBatento (PyKOBOIUTENIO MPAKTUKN) 3aMPEIIACTCS BBITIOJHSITH JTIOObIE BUIBI
PEMOHTHO-BOCCTaHOBHUTEIBHBIX paObOT Ha paboyeM MecTe 00ydarolerocs Wil B IOMEIIEHUH BO
BpeMsl MpaKTUKU. PEMOHT [OJKEH BBINOJHATh CHEIHAIbHO IOATOTOBICHHBIH IepCcOoHA
YUpEKACHUs (JIEKTPOMOHTED, Clecapb, SIEKTPOMEXaHHK U Jp.).

1.6. Ilpu mpoBeneHUM MPAKTUKH, BO BpeMs KOTOPOW BO3MOXHO OOINE€e WM MECTHOE
3arps3HEeHUe KOKU 00ydarolerocs, NpenoiaBaTesb (PyKOBOAUTEINb IPAKTUKH ) JOHKEH 0COOEHHO
THIATEIBHO COOJII0IaTh TUTHEHY TPYyAa.

1.7. Ecnu npenopaBarens (PyKOBOAMTENb MPAKTHKH) WIM OOydYarolMiCs BO BpeMs
3aHATHM BHE3alHO I[OYYBCTBOBaJ ce0s HE3JOPOBBIM, IIpernojaBaTesieM (pyKOBOJIUTENIEM
NPAaKTUKH) TOJIKHBI OBITh IPUHATHI SKCTPEHHbBIE MEPBI:

IIPU HapYILIEHUH 370POBbsl 00yUaronerocs (roJoBOKpyXeHHe, 0OMOPOK, KPOBOTEUEHHE
U3 HOCa W Jp.) MpenoaaBatelb (PyKOBOAUTENb MPAKTUKU) JO0JDKEH OKa3aThb eMy HEOOXOAMMYIO
IEPBYI0 JOBpauyeOHYI0 IOMOILb, BbI3BaThb MEIPA0OTHUKA WJIM IPOBOAUTH 3a00JIEBILErO B
MENITYHKT 00pa30BaTeIbHOTO YUpEKACHUs (JIeueOHOe yupeKIeHue);

IpU BHE3alTHOM YXYIIICHUU 3J0POBbsI IpenojaBatrens (PyKOBOIUTENS TPAKTUKH)
MIOCTaBUTh B U3BECTHOCTh YEPE3 OJTHOTO U3 00YUAIOIIEroCs PyKOBOAUTEINS YUPEkKACHUS (UITH €ro
MpeJCTaBUTENsA) O ciyuuBiieMcs. JlanbpHeliine OeHCTBUS NpPEACTaBUTENS aJIMUHUCTPALUN
CBOJATCA K OKa3aHMIO IOMOIIM 3a00JeBLIEMY IPENOJABaTENO0 (PyKOBOAUTENIO MPAKTHUKU) U
PYKOBOJICTBY I'pyIIoi 00y4aromuxcsi B TeYeHHE BPEMEHU MPaKTHKH.

1.8. IlpenonaBarens  (pyKOBOAUTENb  MPAaKTHKH)  JOJDKEH  MPUMEHSATh  MEpBI
JUCIUIIMHAPHOTO BO3JEHCTBUS Ha 00y4arolUMXcs, KOTOPhIE CO3HATENbHO HapyLIaloT MpaBuiia
0€30I1aCHOr0 MOBEACHUS BO BpeMs IPOBE/ICHUS MPAKTHKH.

1.9. IlpennogaBatens (PyKOBOAWUTENb MPAKTHKWA) JOJDKEH JOBOAWTH 1O CBEIACHUS
PYKOBOJIUTENS YUPEXKICHHS O BCEX HEJOCTAaTKaX B 00ECIIEYCHUH OXPAHBI TPYy/Aa IpernoaBaTesnei
1 00yYaroIuXxcs, CHIKAIOIINX )KU3HEESITEIbHOCTh U pab0TOCIIOCOOHOCTh OpraHM3Ma 4eloBeKa
(3aHM)KEHHOCTb ~ OCBEIIEHHOCTH,  HECOOTBETCTBHE  IIyCKOPETrYJIMPYIOLIEH  ammaparypbl
JFOMHHECLEHTHBIX JIaMII, TPAaBMOOIIACHOCTb U JIP.)



OcHoBHBIE TPeOOBAHMS MOKAPHO 0€30MACHOCTH

OOyuarommiicss TOJKEH BBIOMHATH NMpPaBUia IO MOKapHOH Oe30MacHOCTH, a B clydae
BO3HUKHOBEHUS I10’Kapa JIOJDKEH BBIIIOJHATH OCHOBHBbIE TPEeOOBAaHUS MPOTHUBOIOXKAPHOIO
pexxuMa:

- 3HaTb, 1€ HAXOATCA IEPBUUHBIE CPEJICTBA OKAPOTYILIEHHS, a TAK)KE KaKHe MOAPYYHbIE
CPEJCTBA MOYKHO NMPUMEHSATH NPU TYLIEHUH [105Kapa;

- IpU paboTe ¢ OrHEONAaCHBIMU MaTepHaIaMU COOJII0IaTh TPOTHUBOIIOKAPHBIE TPEOOBAHMS
U UMETh BOJIM3M HEOOXOIMMBbIE CPEACTBA JUIS TYLICHHUS MOXapa (OrHETYIIUTENH, TIECOK, BOIY U
Ap.);

- YXOZsI TIOCJIEHUM U3 Pab0Yero MoMeneHust, HeOOXOAMMO BBIKJIIOUUTH 3JIEKTPOCETh, 32
UCKJIIOUEHHEM JeKYPHOTI'O OCBEIIECHUS.

O060 Bcex 3aMeUYEeHHBIX HAPYLICHUAX MOXKApHON 0€30MaCHOCTH COO0IATh PyKOBOAUTEIIO
NPAaKTUKH, aIMUHUCTPALMU OpPraHU3alyi, YIpeKICHUS.

[Ipy BO3HMKHOBEHHUU IOXKapa HEMEJIEHHO NMPUCTYNHUTh K €ro TYIIEHHUIO UMEIOIIUMHUCS
cpeacTBaMu, cooOmuTs 1o tenedony 01 m aaMuHUCTpauuu npeanpusTHs (MOPSA0K JercTBUi
OIpPEAEIUTh CAMOMY B 3aBUCUMOCTHU OT CTEIIEHHU YIPO3bI).

B pacnionoxxennn o0pa3oBaTeNbHOIO YUPEKICHUS 3alpeIacTcs:

- 3arpoMOXKJaTh M 3aKpblBaTh IPOE3Abl M IPOXOJAbl K IOXapHOMY HHBEHTAPIO
000pYIOBAHHUIO U MOKAPHOMY KpaHy;

- OpocaTb Ha MOJ U OCTaBIATh HEYOpaHHBIMH B padOYUX MOMELIEHUSX Oymary,
IPOMACJIEHHbIE TPAIKU U JIp.;

- 00BeIIMBATh 3JEKTPOIAMIIBI OyMaroil M TKaHbIO, BEIIATh Ha AJIEKTPOBBIKIIOUATENIN U
3JIEKTPOIIPOBOJIA OJEXKIY, KPIOKH, IPUCHOCOOTEHUs U JIp., 3a0MBaThb METAUIMYECKUE TBO3AU
MEXJy 3JEKTPOIPOBOAAMM, MOJKIIOYATh K JJIEKTPOCETH HEMPENYyCMOTPEHHbIE Harpys3Ku,
3aMEHSThH NIEPETOPEBIINE NPEAOXPAHUTENN KYCKAMH ITPOBOJIOKH — «KYUKaMU;

- HCIIOJIb30BAaTh HAa CKJIagaX, YYEOHbIX WM BCIOMOIaTEJIbHBIX MOMEUICHMSX s
IPUTOTOBJICHUS MUIIK M 000TrpeBa EKTPOIUIUTKH, SJEKTPOUAtHUKH, KEPOCHHKH;

- YUCTUTH pabouyro 0Ky OEH3MHOM, pacTBopuTenaeM uiu apyrumu JIBXK



IlepeyeHb pekoMeHayeMbIX y4eOHbIX U31aHuil, UHTepHeT-pecypcoB, 10MOJTHUTEIbHOI
JIUTEPATYpPbI

Ilepeyenb pexomeHayeMbIX Y4YeOHbIX H3AaHuil, VHTepHeT-pecypcoB, HAONOJHUTEIbHOM
JIUTEPATyphI

OCHOBHBIE UCTOYHUKHU:

1. bapuues C.I'., ['onuapor B.B., CepoB P.E. OcHoBBI coBpeMeHHO# kKpunTorpadun: yueo.
[Tocobue. — M.: I'opstuas nunust — Tenexom, 2023.- 175 c.

2. Hymxun A.B., bapcykoB O.M., Kpasuos E.B., Cnasnos K.B. IIporpammHo-annapaTHbie
cpencTtBa obecnieueHus nHGopmanroHHoi 6e3onacHocT: yued. [Tocodue. — M.: ['opsiuast muHus
— Temexom, 201.- 248 c.

3. HoukoB B.K. Opranm3anmoHHoe U TpaBoBoe obecrieueHre WHHOPMAIMOHHON
6e3onacHocTH: B 2-x yactsax. Yacts 1. [IpaBoBoe o6ecnieueHrne nHPOPMaIMOHHOM 0€3011aCHOCTH:
yue6. [Tocobue. — M.: MUDT, 2023. — 184 c.

4. HosukoB B.K. OpranuzanuoHHoe u MpaBoBoe obOecredeHne HHGOpMAIMOHHON
6e3omacHoctn: B 2-x wactsax. Yacte 2. Opranu3anuoHHOe obecrieueHue HHPOPMALUOHHOM
6e3omacHocTH: yuebd. nocodue. — M.: MUDT, 2023. — 172 c.

S. Opranu3annoHHO-TIpaBoBOe o0ecrieueHne HH(POpPMAMOHHOW Oe3omacHocTh:  y4eO.
nocobue Iy CTy. yupexaeHui cpen. mpod. oopasosanus/ E.b. benos, B.H. IIpxxeropauHckuii.
— M.: U3narensckuii ieHTp «Akanemusi», 2022. — 336¢

6. NBanoB M.A., UyryukoB M.B. Kpunrorpaduueckue mMeTonasl 3amuThl HHGOPMAIUU B
KOMITBPIOTEPHBIX CHCTEMax M CeTsAX. YuebHoe mocobme - MockBa: MUDU, 2022.- 400 c.
PexomennoBano YMO «SlnepHble (u3uKa U TEXHOJOTHI» B KayecTBE yueOHOro mocoOus ams
CTYZICHTOB BBICIIUX y4EOHBIX 3aBEICHUH.

7. Andépos A.Il., 3y6oB A.1O., Ky3smun A.C., Yepémymkun A.B. OcHOBBI Kpunrorpaduu
(yueOHoe nocobue). - M.: 'enuoc APB, 2021. — rpu¢p MunucrepctBa odpazoBanus PO no rpynmne
crienManbHOCTEN B 00J1aCTH HH(OPMAIIMOHHOM 0€301MacHOCTH

8. Menwsuukos B.I1., KneiimenoB C.A., I[lerpakoB A.M.: UndopmarmonHas 6€30macHOCTh U
3ammra uHpopmauuu M.: Akagemus, - 336 c. — 2022

9. [Hanprun B.®. 3ammTa nHbOpMaKi B KOMIIBIOTEPHBIX cucTeMax u ceTax U3a-so: JIMK
[Ipecc, - 2022

10.  Katopun 10.®., Pazymoscknuii A.B., CnuBak A.W. 3ammra nHGOpMaIy TEXHUIECKUMHU
cpenctBamu: YuebHoe nocoodue / [lon penakuueit FO.®@. Karopuna — CI16: HUY UTMO, 2022. —
416 c.

JlonomHUTENbHbIE HCTOYHUKH:

PykoBoacTBo agmunucTparopa Kpunton-zamok

2. PyxoBoacteo anmunuctparopa ITIIKOII «Actpa»

3. PykoBoactBo agmunuctparopa KTM-256

4. Yuebnoe nocobue CtpykrypupoBaHHas kabenbHast cucteMa NIKOMAX»

1. DnekTpoHHO-OMONMHOTeUHass cucTeMa [DIEeKTpOHHBIA pecypc] — pexxum goctyma:  http://
www.znanium.com/ (2020).

2. DNeKTpOoHHO-OMOMMOTEeYHass cucTeMa [DIEKTPOHHBIA pecypc] — pEeXKUM JIOCTYyIIA:
http://www.fstec.ru caiit ®CTOK Pd(2020).

3. DnexTpoHHO-OMOMMOTEYHass cUcTeMa [DJEKTPOHHBIM pecypc] — peXHM JOCTyma:
http://www.ancad.ru caiit kommaanun AHKAJ[(2020).

4. DnekTpoHHO-OMONMMOTEYHas cucTeMa [DIEKTPOHHBI pecypc] — pexuM JocTyma:
https://www.cryptopro.ru/ caiit komnanuu Kpuntollpo(2020).

5. DnexTpoHHO-OMOMMOTEYHass cuUcTeMa [DJEKTPOHHBIM pecypc] — pEeXHM JOCTyIa:
https://infotecs.ru/ caiir OAO «MupoTeKCx» (2020).

6. DneKTpOHHO-OMOMMOTeUHass cUcTeMa [DJEKTPOHHBIM pecypc] — pEeXKHM JOCTyTma:

https://www.infowatch.ru/ TK «Mudopsata» (2020).
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ATTECTAIIMOHHBIN JIUCT MO YYEBHOM MMPAKTHUKE
(BAJAHME HA ITPAKTHKY)

/(0]
obyuaronuiics(asics) Ha 4 kypce no cnermanbHoctr CITO
10.02.05 Ob6ecnieuenre nHGOPMAITMOHHOW 0€30MTACHOCTH AaBTOMATU3UPOBAHHBIX CUCTEM

K00

HaumeHoearue
YCHEIIHO npoiien(ia) yaeOHyo MpakTUKy Mo MpodeccnoHaTbHOMY MOJIYIIIO
«3amuTa nHPOPMAIUY B aBTOMATU3HPOBAHHBIX CUCTEMAaX MPOrPAMMHBIMH U IPOTPAMMHO-
arnmapaTHbIMU CPEICTBAMMY

B 00beMe 108 yaca ¢ «

HaumeHo8anue NPOPecCUOHATIbHO20 MOOYIA
202_ 1. 10 « »

202 r.B

I'BIIOY Y dpumckuil KoJuieK pagroIeKTPOHUKH, TEIEKOMMYHUKAIMN U O€30M1aCHOCTH

Haumernoedrue opeanuzayuu

Buabl 1 kauecTBO BHINOJHEHHS PAdOT C HeJIbI0 OlleHKU ¢OPMUPOBAHHOCTH OOIIMX

KOMIIeTeHI Ui
Pe3yabTarsl
OcHoOBHbBIE OKA3ATEJIH OLIEHKH ®opMbI U METO/IbI
(ocBOeHHBIE 00IIHE
pe3yabTarta KOHTPOJISI ¥ OIlEeHKH
KOMIIETEHIIMH)
Bri6upats ciocoOs! perienus 3aiay | Pacno3naBate  crnokHele  mpoOsieMbl B | MIHTepnperanus
npodeccuoHaNbHOM JEATEIbHOCTH, | 3HAKOMBIX CUTYalLIUAX. pe3yabTaToB
NPUMEHUTEIPHO K  Pa3IUYHbIM | BBIACNATh CIOXKHBIE COCTaBHBIE YacTH | HAOIIOJCHHIA 3a
KOHTEKCTaM. npoOsieMbl M ONUCHIBATH €€ MNPUYUHBI U | IE€ATEIbHOCTHIO
pecypchl, HEOOXOoAUMBIE ISl €€ pelieHus B | 00y4aromerocs B
neiaoMm.  OmpenensiTh  MOTPEOHOCTH B | MPOIECCE  OCBOCHUS
uH(pOpMallUU U MPEANPUHUMATD YCUTIHUS Ui | 00pa3oBaTeIbHON
e€ IoucKa. IIPOTPaMMBbI
BLII[CHHTL TJIaBHBIC W AJIbTCPHATHBHBIC
HCTOYHUKU HY)XHBIX pecypcos.

Pa3pabartbiBaTh neTanbHbBIN MIaH 1EHCTBUHN U
npuaepxuBaThesa ero. KauectBo pesynbrara,
B I[€JIOM, COOTBETCTBYET TPEOOBAHUSM.

OueHuBaTh  pe3ynbTaT CBOCH  pabOTHI,
BBIJICTISITH B HEM CUJIbHBIC U cJ1a0ble CTOPOHBI.

OC}’H.ICCTBJ'ISITL IIOMCK, aHaJlnu3 H

[TnanupoBaTh MH(POPMALMOHHBIM MOUCK W3

WHTEPIPETAIUIO uH(pOpMaInH, | MHAPOKOTO Habopa HMCTOYHUKOB,
HEOOXOIUMOW Ui BBINOJHEHUS | HEOOXOIUMOTO JUTSt BBITIOJIHEHUS
3a/1a4 npodeccCuoHaIbHON | MpoheCCHOHATBHBIX 3a]1a4

JNEATEIIbHOCTH. IIpoBoauTh aHaiu3 IIOJIyYEHHOMN

uH(pOpMallMK, BBIJACNIATh B HEW TJIaBHbIE
aCIeKThI

CTpyKTypupOBaTh OTOOpaHHYIO
UHpOPMAaLIUIO B COOTBETCTBUH c
napaMeTpamMH MoucKa

WuTepnperupoBathb MOJTyYCHHYIO
UHPOPMALINIO B KOHTEKCTE

pohecCHOHAILHOM e TeIbHOCTH
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Paborars B KOJIJIEKTHBE W KOMaH]IE,
3¢ PEeKTUBHO B3aUMOJACHCTBOBATH C

VYuacTBOBaTh B [EJIOBOM OOIIEHUU IS
3¢ (PEeKTUBHOTO pEIICHUS JACIOBBIX 3a1a4

KOJUIETaMu, pykoBojacTBoM, | [TnanupoBarsb poeCCUOHATIEHYIO

KJINEHTAMM. JIeATEIbHOCTh

Hcnons3oBate  uHpopManmonnbie | [IpuMensTh cpenctBa uWHGOpMATU3ANUUA H

TEXHOJIOTUU B MpodecCHOHATbHON | HH(POPMAILIMOHHBIX TEXHOJIOTUH JUTSt

JESITEIbHOCTH. peanuzanuu npodeccuoHaIbLHON
JIEATEIbHOCTH

[Tonp3oBatbest mpodeccronansHolt | [I[puMeHATH B npodecCuoHATbHON

JOKYMEHTAlUEN Ha | IeSITEIbHOCTH WHCTPYKUHUU Ha

rocyaapCTBEHHOM H HHOCTPAHHOM
SA3BIKE.

roCyIapCTBEHHOM M HHOCTPAHHOM SI3bIKE.
Bectn o0menne Ha mpodeccruoHaIbHbIE
TEMBI

BriOupaTh criocoOsI perenus 3aaad
npodeccnoHanbHON AESITeTbHOCTH,
MPUMEHUTETFHO K  Pa3JIMYHBIM
KOHTEKCTaM.

Pacno3snaBaTh  clokHbIE  TpOOJIEMBI B
3HAKOMBIX CUTYaIHsX.

Bbiensare  CIOKHBIE  COCTaBHBIE  YacCTH
npoOyieMbl W ONUCHIBaTH €€ MTPUYUHBI U
pecypchl, HEOOXOIUMBIE NJisi €€ pelieHus B
nenoMm.  Ompenenarts  MOTPEOHOCTH B
UHPOPMALIMN U TIPEAIPUHIMATE YCHITHS JIIS
€€ IouCKa.

Bbinensate r1aBHbIE W lbTEpPHATHBHBIC
HUCTOYHUKU HY>KHBIX pecypcoB.
Pa3zpabatbiBaTh AeTaNbHBIN TUTAH JEHCTBUM U
npuaepxkuBatbes ero. Kauecto pesynbrara,
B 1I€JIOM, COOTBETCTBYET TPEOOBAHUSM.
OneHuBath  pe3ynbTaT CcBoed  paboTHI,
BBIJICJISATH B HEM CHIIBHBIC U CITa0BIE CTOPOHBI.

OcylecTBiATh MOUCK, aHaIU3 U
UHTEPIIPETALNIO uHpOpMaLuy,
HEOOXOIUMOM 111 BBIOJHEHUS
3a1a4 npogeccuoHaTbHON
JESTEIBHOCTH.

[TnanupoBath MH(OPMALMOHHBIA TOUCK W3

HIMPOKOTO Habopa HCTOYHHKOB,
H€O6XO,}II/IMOI‘O I BBITIOJTHCHU A
npodeccCHoHaNbHBIX 3a7a4

[IpoBoauTH aHau3 MOJTY4YEHHOMN

I/IH(I)OpMaI_[I/II/I, BBIJICIATE B HEHM TJIaBHBIC
ACIICKTHI

CTpyKTypHpOBaTh 0TOOpaHHYIO
UHPOPMALIHIO B COOTBETCTBHUH c
napameTpamH Moucka

HuTeprpeTnpoBaTh HOJTY4YEHHYIO
uHpOPMaLIUIO B KOHTEKCTE

pohecCHOHAIILHOM e TeIbHOCTH

PaGoTtaTrh B KOJJIEKTHBE U KOMaH]IE,
3¢ PEeKTUBHO B3aUMOJACHCTBOBAThH C
KOJIJIETaMH, PYKOBOJICTBOM,
KJIMECHTaMH.

VYyacTBOBaTh B JICJIOBOM OOILNEHUM IS
3¢ (HEeKTUBHOTO pelIeHus IeJIOBbIX 3a/1a4
[TnanupoBaTh po¢eCCHOHATIEHYIO
JIESITEJIbHOCTD

Hcnonp3oBate uHGOPMAIMOHHbBIE

[Tpumensth cpenctBa MHGOPMATHU3ALUUA U

TEXHOJIOTUU B TNPO(hecCHOHAIBHON | HH(OPMAIIMOHHBIX TEXHOJIOTUH JUIS

NeSITeNIbHOCTH. peanuzainuu npodeccuoHanbHOM
JIESITEIIbHOCTH

[Tonwp3oBatbest mpodeccronansholt | [IpuMeHaTsh B npodecCHOHATbHON

JOKyMEHTauuen Ha | JeATEIbHOCTH MHCTPYKLUN Ha

TOCYJApCTBEHHOM U MHOCTPAHHOM SI3BIKC.
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roCyJapCTBEHHOM W HHOCTPAaHHOM
SI3BIKE.

Bectn o0menne Ha mpodeccruoHaIbHbIE
TEMBI

BI/II[BI 1 Ka4€CTBO BBIITOJIHCHUS pa60T C ICJIBIO OLICHKHU C(bOpMI/IpOBaHHOCTI/I HpO(beCCI/IOHaJ'IBHBIX

KOMIIETEHIIUU

Konsl 1 HauMeHOBaHUS
MIPOBEPSIEMBIX KOMITETEHLIUH UITH
HUX COUETaHUU

Buast u 06beM paboT, BBINOJIHEHHBIX
00y4aroImuMcs BO BpeMsi IPaKTUKU

KauecTtBo
BBITIOJTHEHUS
pabot (o1eHKA)

I1K 2.1.ITpou3BoauTh YCTaHOBKY,
HACTPOMKY, HCIIBITAHUS U
KOH(HUTypUpPOBAaHHE MTPOTPAMMHBIX
¥ TIPOrpaMMHO-aIapaTHBIX, B TOM
qHcie KpUNTOrpaduuecKux
CPEICTB 3alIUTHl HHYOpMALIUK OT
HECAHKIIMOHHPOBAHHOTO JIOCTYIIA
CIIeIMaIbHBIX BO3JCHCTBHI B
obopypoBaHue HHPOPMAITIOHHO —
TEJIEKOMMYHUKAIIMOHHBIX CHCTEM U
ceTel.

[TonkiroueHre, yCTaHOBKA CTEHAA, BUPTYaJIbHOM
MamuHbl TM.

[TonkiroueHue, ycTaHOBKA JIpaliBEPOB, HACTPOMKA
BUPTYaJIbHOW MaIIMHbI areHTa

[1IK 2.2. [ToanepxuBath
OecriepeOoiiHy10 paboTy
IIPOrpaMMHBIX U IPOrPaMMHO-
anmapaTHbIX, B TOM YHCIIE U
KpUNTOTrpapUUECKUX CPeaCTB
3alIUThl HH(OPMAIHH B
MH(POPMALMOHHO —
TEJIEKOMMYHHUKAITHOHHBIX
cucTeMax M CeTsX.

O3HakoMJICHUE, TIOJIKIIFOUYEeHHE, HacTpoiika DLP
cucremsl Infowatch

Hacrtpoiika arenTckux noJutuk Ha ARM
Hacrpoiika nonutuk Ha Device Monitor
Hacrpoiika nonutuk Ha Traffic Monitor

[1K 2.3.0cy1iecTBisITh 3aIIUTy
uHpOpMaLUU OT
HECAHKIIMOHUPOBAHHBIX JECHUCTBHI
U CHIeIIMaNIbHBIX BO3JICHCTBUM B
MH(OPMALIMOHHO —
TEJIEKOMMYHUKAI[UOHHBIX
CHCTEMaX M CETIX C
HCII0JIb30BaHUEM MPOTPAMMHBIX U
MIPOrpaMMHO-aNMNapaTHbIX, B TOM
qrclie KpUnTorpaguueckux
CPEACTB B COOTBETCTBHH C
MIpeIbSIBICHHBIMU TPEOOBAHUSIMH.

Br10op, moakroueHne, HaCTpoKa 3alIUIIEeHHON
CeTH.

O3HakoMJICHHUE, TIOJIKIIFOYCHHUE, HACTPOMKA
CHUCTEMBI PE3EPBHOT0 KOMMPOBAHUS
AJIMUHHCTPUPOBAHUE CUCTEMBI PE3EPBHOTO
KOIHUPOBAHUSA

O3HakoMJIEHUE, TIOJIKJIFOYEHHE, HACTPOMKa
CHUCTEMbI aHTUBUPYCHOM 3aILIUTHI
AJIMUHHCTPUPOBAHUE CUCTEMbI AHTUBUPYCHOM
3aIUTHI

WrtoroBasi oneHka (8vigooumcs Ha
OCHOBE OUEHOK 3a KaMCOblll 6UO
pabomul no NAMUOANILHOU WIKALe)

CtyzneHTOM NpoiiieH HHCTPYKTaX M0 TEXHUKE O€30M1acHOCTU U oxpaHe TpyAa. CTyJAeHT 03HaKOMIIEH
IpaBUJIIAMU PAcToOpsiika U HHPOPMALMOHHON 6€30MacHOCTH.
XapakTepucTHKa NPO(PEeCCHOHATBHOM 1eITEJIbHOCTH CTYIeHTAa BO BpeMsl Y4eOHO! NPaKTUKHU
(omnowenue k pabome, 1uunvie Kavecmea u m.o.)
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Hata«_ » 20 r.

ITonnucu pykoBoauTENEH MPAKTUKU
0T 00pa3oBaTeNIbHOM OpraHu3aluu
[Tonmuck pykoBoauTens 0a3pl MPAKTHKU

MII
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