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1. OBIIASAA XAPAKTEPUCTHKA PABOYEN ITPOI'PAMMBI IIPO®ECCHOHAJILHOTO
MOJYJIS

IIM.01. BeimonHeHue paboT 1Mo MPOeKTUPOBAHUIO CETEBOM MHPPACTPYKTYPhI
HAaumeHoearue I’lpOd)eCCUOHa]ZbHOZO MOOyﬂ}l

1.1. Heas u niIaHMpyeMble pe3yabTAThl 0CBOCHHS NPO(ecCHOHATIBLHOI0 MOLY IS

B pesynaprare wu3ydeHus NpPOPECCHOHAIBHOIO MOZAYJIS CTYAEHT JOJDKEH OCBOMTH
OCHOBHOM BHJ  NPOPECCHOHANBHON  JeATeNbHOCTH  «Bpimomnenme paboT 1o
IPOEKTUPOBAHUIO  CETEBOM  HHQPACTPyKTYphl» M COOTBETCTBYIOLIME  €MY
npo¢ecCUOHaIbHbIE KOMIIETEHLINU U 0011IMe KOMIETEHIINHU:

[lepeueHb 00X KOMIIETEHIINI

Kon HanMeHoBaHHe 001IUX KOMIIETEHIIUMA

OK'1 BeiOupate  cmocoObl  pemieHMs  3aad  OpO(ECCHOHATBHONW  JIesTEeIbHOCTH,
IIPUMEHUTEIBHO K PA3JIMYHBIM KOHTEKCTaM

OK 2 OcymiecTBIATh NOUCK, AHAIM3 U MHTEPIpPETALUI0 MH()OpPMalUM, HEOOXOAUMOU st
BBITTOJIHEHHUS 33124 PO ECCUOHATIBHON IeATEIIbHOCTH

OK3 [InanupoBaTh M peanM30BbIBaTh COOCTBEHHOE MPO(ECCHOHAIBHOE M JMYHOCTHOE
pa3BUTHE.

OK 4 PaboraTth B KOJNJIEKTHBE W KOMaHJe, Y(PHEKTUBHO B3aMMOJECHCTBOBATh C KOJUIETaMH,
PYKOBOJACTBOM, KJIMEHTAMM.

OK 5 Ocy1ecTBIATh YCTHYHO U TUCBMEHHYI0O KOMMYHHUKAIIMIO Ha TOCYAapCTBEHHOM SI3BIKE C
Y4ETOM 0COOEHHOCTEH COLMAIBHOTO U KYJIbTYPHOI'O KOHTEKCTA.

OK 6 [IposABIATE IpakJaHCKO-NATPUOTUYECKYIO TO3MIMIO, JAEMOHCTPUPOBATH OCO3HAHHOE
NIOBEJICHUE Ha OCHOBE TPAJUIMOHHBIX OOILIEUEIOBEUECKUX IEHHOCTEH.

OK 7 CopneiicTBOBaTh COXPAaHEHUIO OKPY’KAIOLIEH Cpe/ibl, pecypcocOepekeHuto, 3ppekTuBHO
JICHCTBOBATh B YPE3BbIYANHBIX CUTYAIUSIX.

OK 8 Hcnonp3oBare cpeacTBa (PU3MUECKOW KyAbTYPHI JUIS COXPAaHEHHS M YKPEIUICHUS

3I0pOBbS B Ipolecce MNpOPEcCCHOHANbHOM  JEATENbHOCTH W IOAJEep)KaHue
HEO0OXO0MMOT0 YpOBHS (PM3HUECKOM MOATOTOBIEHHOCTH.

OK9 Wcnonp30BaTh nH(GOpMaLIMOHHBIE TEXHOJIOTHH B TPO(ECCHOHATIBHOM eI TEIbHOCTH

OK 10 [Tonb3oBatbest  mpodeccHoHANBbHOM — JOKYMEHTAalMel Ha TroCcyAapCTBEHHOM U
MHOCTPAaHHOM SI3BIKE.

OK 11 [InanpoBaTh MpPEeANPUHUMATETHCKYIO IEATEIBHOCTh B MpodecCHoHaIBHOU chepe

[lepeuenb npodecCHOHAIBHBIX KOMITETCHITUN

Kon HaunMeHoBaHMe BUAOB AeSITEJbHOCTH M NPO(eCCHOHATBHBIX KOMITETEHIUI
B/l 1. Buvinonnenue pabom no npoekmuposanuro cemesou UHGpacmpyKmypbl
IIK'1.1 BhINONHATE IPOEKTHPOBaHUE KaOEIbHOM CTPYKTYPhl KOMIIBIOTEPHOM CETH.
K 1.2 Ocy1iecTBIATh BEIOOP TEXHOIOIMH, HHCTPYMEHTAIBHBIX CPEICTB U CPEJICTB

BBIUMCIUTENFHON TEXHUKH MPU OPTaHU3AINH MIPoLiecca pa3paboTKU U UCCIICIOBAHUS
00BEKTOB MPO(DHECCHOHATILHOM IEeSITEIIbHOCTH

K 1.3 Ob6ecnieunBaTh 3alIUTY HHPOPMAIIUHU B CETU C UCIOIb30BAaHUEM ITPOTPAMMHO-
annapaTHbIX CPEJCTB.




IIK 1.4

[IpuHUMaTh ydacTue B MPUEMO-CIATOYHBIX UCTIHITAHUSIX KOMITBIOTEPHBIX CeTeH 1
CETEBOT0 000PYIOBAHMSI PA3IMYHOTO YPOBHS M B OIICHKE Ka4eCTBA M YKOHOMHYECKOM
9((HEKTHBHOCTHU CETEBOM TOIOJIOTHH.

IIK 1.5

BoinonusaTe TpeGoBaHMs HOPMATUBHO-TEXHUYECKOW JOKYMEHTAIUU, UMETh OTIBIT
o opMIICHUS TPOCKTHOMN TOKYMEHTAIINH.

B pe3ynbTaTe 0cBOEHUS NPOPECCUOHATIBHOIO MOAYJIS CTYJEHT AOJIKEH:

Nmets
MPaKTUYECKUI
OTIBIT B

MPOEKTUPOBAHUM APXHUTEKTYPhl JIOKATBHOH CETH B COOTBETCTBHH C
ITOCTaBJICHHOM 3a7a4eii;

YCTAaHOBKE M HACTPOHKE CETEBBIX MPOTOKOJIOB U CETEBOIO 00OPYJIOBaHUS B
COOTBETCTBHH C KOHKPETHOM 3a/1a4eii;

BBIOOpE TEXHOJIOTUH, WHCTPYMEHTAIBHBIX CpPEACTB TIPU OpraHU3aIid
npoliecca UCCiIeA0BaHus 00BEKTOB CETEBOI HHPPACTPYKTYPHI;

oOecrieueHnM 0€30MacHOT0 XpaHEHUsI U Mepeaady HHHOPMALUH B JIOKATbHON
CeTH;

UCTIOJIb30BAaHUM  CIICUATBHOTO  MPOTPAMMHOTO  OOECIICYeHUs ISt
MOJIEITMPOBAHHUS, POSKTUPOBAHUS M TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.
NPOEKMUPOBAHUsL U HACMPOUKU cemeli C UCNONb308AHUEM KOMMYmayuu 3-
20 YPOBHsl.

peanuzayuu coemMecmuol pabomol 6 pamkax UHmMparnema u SKCmpanema
opeaHuzayuu.

NPOEKMUPOBAHUS U HACMPOUKU Cemell C UCNONIb308AHUEM KOMMYMayuy 3-
20 YpOGBH3l.

HACMPOUKU Ce2MEeHMUpPOBAHHOU Cemu.

HAcmpouKu OUHAMUYLECKOL Mapupymu3ayuu.

coemecmHno2o ucnoavzosanus |\Pv4 u IPv6 aopecayuu.

nacmpotikuDHCP, DNS.

AHANIU3A BLIXOOHBIX OAHHBIX YIMUIUM MOHUMOPUH2A.

yMETh

MPOEKTUPOBATh JIOKAIbHYIO CETh, BEIOUPATh CETEBBIC TOMOJIOTHH;
UCTIOJIb30BaTh MHOTO()YHKIIHOHATIBHBIE TTPUOOPHI MOHUTOPUHTA,
MIPOTrPaMMHO-AMIAPATHBIE CPEICTBA TEXHUYECKOTO KOHTPOJIS JIOKAITLHOU
CETH.

Hacmpaugamos KOMMymamop 3-20 YpOsHsl.

HIAHUPOBAMb U Peaiu308bl8aAMb COBMECMHYIO pabomy.
0CYUeCmaisimy CecMeHmMayuio cenu.

paspabamuleanms MONoL02U0 MAPUIPYMU3AYUU.

nacmpausamsDHCP, DNS.

UCNONIL3068AMb YIMUTUNbBL MOHUNMOPUH2A.

3HaTb

00IIIMe MPUHIMITBI TOCTPOEHHS CeTel, CeTEBBIX TOMOJIOTHHA, MHOTOCIOHHOMN
mogenu OS], TpeOoBaHMUI K KOMITBIOTEPHBIM CETSIM;

apXUTEKTypy IPOTOKOJIOB, CTAaHAAPTU3ALUH CETEH, dTAllOB MPOESKTUPOBAHUS
CEeTeBOM MHPPACTPYKTYPHI;

0a30BbI€ ITPOTOKOJIBI U TEXHOJIOTUH JIOKAJIbHBIX CETEH;

IIPUHLMITBI TOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

CTaH/1apThl KaOelnei, OCHOBHbIE BHJIbI KOMMYHHKAIMOHHBIX YCTPOMCTB,
TEPMUHOB, IIOHITHHN, CTAHJAPTOB U TUIIOBBIX 3JIEMEHTOB
CTPYKTYPUPOBaHHOW KaOEIbHOM CHCTEMBI.

opeanuzayuu no cmanoapmuzayuu ISOC, IAB, IETF, IEEE, ISO.
paspabamuléaemvle cmaHoapmol OP2AHU3AYUAMU NO CIMAHOAPMU3AYULU.
KOMMYMAayuio mpemve2o ypOosH:.

cospemeHHble cemesble MexHOI02UU.

MeHOeHYUU pa3eumusi cemell.

KOMMYMayusi mpemve20 YPOGHsi.




IPv4 u IPV6 aopecayuro.
cecMeHmayuio cemu Ha OCHO8E MACKU NePEMEHHOU OJIUHbL.

NPOMOKOIbL OUHAMUYECKOU MAPULDYIMUAYUU.
CepBuUChl OUHAMUYECKOU pA30ayu aopecos, QOMEHHbIX UMEH.

ymuaumsvlt MOHUMOPUHZA.

1.2. KoanyecTBO 4acoB, 0TBOJIMMOE HA OCBOeHNE NMPOo¢ecCHOHATBHOT0 MOTYJIsI

Bcero yacos — 690 yacoB, B TOM YHUCIIE:
- 190 yacoB BapuaTMBHOW 4YacTH, HaIlpaBJICHHBIX Ha YCHJICHHE 0053aTeIBHOM

4acTH MPOTpaMMbI PO(HEeCCUOHATHLHOTO MOTYJIS.



2. CTPYKTYPA U COAEP KAHUE TPO®PECCHUOHAJBHOI'O MOAYJIsA

2.1. CtpykTypa npoheccioHAJILHOT0 MOAYJIsl

O0beM npodeccHoHATBLHOT0 MOIYJIsI, Yac

c Oobyuenue no MJIK IIpakTuka
MMa
Koapr Z“)Iﬁ P Ipousso | &
H}E);J:l:;clc,g(o HaumenoBanus pasjiesioB 00beM 6 BT.H. BT.Y., ACTBEHHA E E
npodeccHonaiLHOro Moayast Harpysk 1a00pATOPHBIC kypcoBasi | CamocrosT | YueOHa 3 (1o S =
KOMIIETeHN W, gac Bcero, padoTsI aGora ebHASI ﬂ npopuiamw | i 2
HH qacoB NMPaKTUHYEeCKHE p i crnenyajab q;’ =
SAHSTHS (mpoekr), padora 4acoB nocrm)a | 5
’ 94acoB ’ é‘
4acoB COB
1 2 3 4 5 6 7 8 9 10
IIK 1.1, M/IK.01.01. KomnsloTepHBIE CETH 2
MK 1.2, 132 124 60 6
IK 1.4
IIK 1.3, M/IK.01.02. Opranu3zanus, IpUHIUIIBI 306 280 130 12
IIK 1.5 MOCTPOEHUS U (PYHKIIMOHUPOBAHUS 14
KOMITbIOTEPHBIX ceTel
MK 1.1-IK | YuyeOHas npakTuKa 108 108
1.5
IIK 1.1-IIK | IIpou3BoacTBeHHas1 NPAKTHKA (110 144 144
1.5 npopuII0 CNenraabHOCTH), YaCOB
IIpomeskyTOUHAs aTTeCTALMS 10
(3Kx3amMeH (KBAJIM(PUKANMOHHBbIN))
Bcero: 690 404 152 20 108 144 24

“Pasznen npo)ecCHOHATIBLHOIO MOAYIIS — YacTh IPOrpaMMbI HPO(eCCHOHATLHOr0 MOMYIIS, KOTOpas XapaKTepU3yeTcs JOTHYECKOM 3aBEepIIEHHOCTHIO M HAlpaBieHa Ha OCBOGHHE OJHOM
WA HECKONBKHUX MPO(EeCCHOHANBHBIX KOMIETEHINA. Pa3nen mpodeccHoHaIbHOTO MOAYIS MOXET COCTOSATh M3 MEXKIHCHUIUIMHAPHOTO Kypca WM €r0 YacTH M COOTBETCTBYIOIIUX
yacTeil y4eOHON ¥ MPOW3BOJICTBCHHON MNpakTWK. HamMeHoBaHue pasjena mpo(ecCHOHATBHOTO MOIYJS JOJDKHO HAYHMHATBCS C OTIJIArOJBHOTO CYINECTBUTEIBHOTO W OTPaXKaTh

COBOKYITHOCTb OCBaMBACMbIX KOMHCTGHHHﬁ, yMeHI/Iﬁ W 3HAHUM.




2.2. TemaTu4eckuii JIaH U cojep:kaHue npodeccuoHaabHoro moayJs (IM)

Hanmenosanue paznenos utem | Coaep:kaHue Y4eOHOro MaTepuaJa, JJadopaTopHbie padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITE/ILHASA Oovem
NPO(eCcCHONATLHOT0 MOy I paGoTa odyuaroummxcsi, KypcoBasi pador (MpoeKT) wacos
(IIM), MeRIUCIUIITHHAPHBIX

kypcoB (MIK)
1 2 3

MJIK.01.01. Opranusanus, NPUHIMIBI MOCTPOEHHUA U GYHKIIMOHHPOBAHUS KOMINBLIOTEPHBIX ceTel 132

Paznen 1. BBerenne B ceTeBble TEXHOJIOTHU 108

Tema 1.1. Komnblorepusie cetun | Conep:xxanue 2

1. | CoBmecTHas pabora, IHTEpHET 1 COBpEMEHHBIE CETEBBIE TEXHOJIOTMU—00IaCTh MPUMEHEHNS M Ha3HAaUYeHHe. Bupt
KOMITBIOTEPHBIX ceTell. [ 1o0anbHble 1 TokantbHble ceTH. OHOPaHTOBBIE U KIINEHT-CEPBEPHBIC apXUTEKTyphl. OCHOBHBIE
KOMIIOHEHTHI CeTeH, ceTeBast cpeia M ceTeBble ycTpoicTBa. TexHonoruu noaxmodeHus k lurepuet. KoHBepreHTHBIC cEeTH.
KauectBo n Hapexnocth cetedd. Konnenuusit BYOD. OcHOBHBIE OHSATHS CETEBOM 0€30MaCHOCTH.
JloMalHee 3ajaHue. YTCHUE U aHAJIN3 JINTEPATYPBI
CamocTosiTe/ibHasi padoTa 2
1. I Tenmenimu pa3putus cereit. CIpoeKTHPOBATH MOJIENB peanu3anuu TexHosoruu hyod: mprHecH Ha paboTy CBOE YCTPOHCTBO

Tema 1.2 OnepannonHasi Coaep:xanue 4

CHCTEMA CeTeBOoro 1. | Onepaunonnas cucrema cereBoro B3aumozeictBusi Cisco (I0S). Untepdeiic komananoii crpoku (CLI). KoHconbHbli noctyr,

B3aUMO/IelCTBUS ynajaeHHeld goctyn ¢ momornpto Telnet u SSH, wucmoms3oBanume mopra AUX. Pexumbr 10S - monb3oBaTenbCKuid,

NPUBWICTHPOBAHHBINA PEXKUM U PEKUM TI100anbHON KoHpUrypauy. HaBuranus Mexy peKUuMaMH.
JloMalHee 3a/laHue: 3aMI0JIHUTh CIPABOYHUK KOMaH/
2. BbazoBas crTpykTypa Komanxa omnepaioHHONH cucteMmbl [OS. IlpoekTupoBaHMe M HAacTpoOHKa IMPOCTON KOMITBIOTEPHOW CETH.
Hacrpoiika ceteBbIx y310B. Orpannyenue gocryna K ¢ainam kondurypauuu ycrpoiicts. [IpoBepka napaMeTpoB NOAKIIOUEHHSI.
JloManiHee 3a/laHHe: 3aMI0JIHUTH CIPABOYHIK KOMAaH/I
IIpakTHyeckue 3aHATHS 2
1. | PacketTracer: napuranus molOS. HacTpoiika HCXOHBIX TAPAMETPOB KOMMYTATOPa
Tema 1.3 CeTeBble NPOTOKOJbI Conep:xanue 4
M KOMMYHHKAIHUHU 1. | KomupoBanme u mapamerps! cooOmienus. CereBele MpoTOKONBL. B3ammoneiictBue mpotokonoB. Habop mpotokomos TCP/IP u
npouecc ooMeHa naHubMu. Opranuzanuu no cranpaprizanun [SOC, IAB, IETF, IEEE, ISO. MHuoroyposHeBsie Mozenu OSI u
TCP/IP.
JlomamHee 3aganue: 3anodHUTh Tabumny «OpraHusalyy 0 cTaHIapTU3ALAN
2. | Nukancynsanus nannsix. [IpotokonbHble 650kn nanusix (PDU). loctyn k sokansHEIM pecypcam. CereBast aapecanus. MAC- n
IP - anpeca. [loctyn k ynanéuusiM pecypcam. 1103 mo ymon4anuio.
JlomanHee 3agaHMe:YTeHNE U aHaIM3 aureparypst [1] crp. 9-12
IIpakTHYyecKkue 3aHATHSA 2
2 | Wzyuenne cereBbix cranaaproB.PacketTracer: paccmorpenue mozaeneit TCP/IP u OSI B pefictun. M3y4yenue paboTsl ceTn
Tema 1.4 CeteBoii A0cTYN Conep:xanue 8




ITporokousl ¥ cTanAapTsl Gusudeckoro ypoHs. Croco0sl noaximoueHus K ceti. Ceresble nntepdeiicusie miatel (NIC).

IlOMalHHee 3aJaHHUE:3aI10JTHCHUC Ta6J'II/IIII)I «Croco0bl MOJKIIOUYCHUA K CCTH)

2. | Cpenpl mepeaadyd JaHHBIX M MX XapaKTEPUCTUKHU: MPOIMYCKHas CIIOCOOHOCTH, MPOM3BOMUTEIBLHOCTh. BHIBI METHBIX CETEBBIX
kabeneit: UTP, STP, xoakcuanbHblii. Pa3HOBHAHOCTH, OCOOCHHOCTHM TNPOKJIAAKKM M TecTHpoBaHusi kabeneit. CTpykTypa u
0c0OCHHOCTH IIPOKJIaJIKH ONITOBOJIOKOHHBIX KaOeseu.

JlomaiHee 3aJaHHe:YTCHUE M aHAIN3 JUTepaTypsl [1] cTp. 53-67

3. | becrpoBoansie cpenctsa nepenaun aaHubiX. Cranpapt Wi-Fi IEEE 802.11. KananbHbli ypoBeHb U €0 IIOLypOBHH: Y IpaBJICHHE
normuecknM kanaioM (LLC) u Ynopasnernue noctymnom k cpexae nepenayun naHHeix MAC. CTpykTypa Kagpa KaHAIBHOTO YPOBHS H
NPUHIUIEI ero GopmupoBanusi. CTaHAAPTHI KAHAJIBHOTO YPOBHSL.

JlomanHee 3aJaHAE:YTCHHUE ¥ aHAIN3 JTUTepaTypsl [1] cTp. 68-95
4. | ®usnueckas W JOTWYECKas TOMOJOTHSL CeTH. TOMOJOTHMM «TOYKA-TOYKA», «3BE3lIa», «IIOJHOCBS3aHHAS», «KOJIBLEBAS.

[MomymymekcHas ¥ MOJHOMyTIIeKCHas epenava nanaeix. Ocobennoctr kaapoB LAN, WAN, Ethernet, PPP, 802.11.

JlomanHee 3aiaHue:YTeHUE U aHau3 autepatypsl [1] ctp. 40-45

HpaKTuquKne 3aAaHATHHA

3 | PacketTracer: monkmtodeHre mpoBoAHON U OecipoBOAHOM ceTH. Pa3paboTka Pu3ndecKol TOOJIOTHH CETH
Tema 1.5 Cereblie TexHosorun | Conep:xkanue
Ethernet 1. | CemeiictBo cereBbix TexHonoruii Ethernet. Ilpmammn paGotsr Ethernet. BzammoneiictBume Ha momypoBHsx LLC u MAC.
Yupasienue goctymoM K cpene nepenadu qanHeix (CSMA). MAC-anpec: nnentudukanus Ethernet. ATpuOyTsl kanpa Ethernet.
IIpencraBnenuss MAC-anpecoB. OgHO- W MHOTO -aJIpeCHOM, IIMPOKOBeUlaTeabHOM paccbuiok. CkBo3HOE nojkioyeHue, MAC-
u [Panpeca.
JlomaiHee 3agaHMe:uTeHUE U aHau3 Jutepatypsl [1] crp. 150
2. | IIporokon paspemenus aapecoB (ARP): npuHumnel paboThl, poib B Ipoliecce yaaleHHoro ooMeHna nanHbiMu. Tabmuust ARP Ha
ceTeBBIX ycTpoicTBax. OCHOBHBIE HEIOCTATKHU MpoToKoia ARP.
JloManHee 3aiaHUe:YTCHUE U aHau3 autepatypsl [1] ctp. 20-29
3. | OcHoBHas uHpoOpManus O HOpTax Kommyrtatopa. Tabmuiia MAC-aapecoB kommyrtartopa. @yukims Auto-MDIX. CrocoObt
nepechlUIKM Kajgpa Ha kommytaropax Cisco. Bydepusaums namsti Ha koMmMmyrartopax. ®DukcHpoBaHHasE ¥ MOJYJbHAs
KOH(pHUTrypanuu KOMMYTaTOPOB.
JlomManHee 3aiaHUe:YTCHUE U aHanu3 jgurepatypsl [1] ctp. 102-120
4. | CpaBHeHne koMMmyTanuu ypoBHs 2 u ypoBHA 3. TexHonorusa CiscoExpressForwarding.

Bupryaneneiii  unTepderic xommyratopa (SVI), Mapmpyrmupyemsiii mopt, EtherChannel yposus 3. Koudwuryparms
MapIIPyTU3UPYEMOTO OPTa.

JlomManHee 3aiaHUe:YTCHUE U aHanu3 gurepatypsl [1] ctp. 102-120

HpaKTuquKne 3AHATHHA

4 N3yuenne kaapos Ethernet ¢ momompro nporpammel Wireshark.PacketTracer: onpenenenne MAC-u IP-anpecos
5 PacketTracer: ananm3 tabnuibl ARP. Hactpoiika KOMMyTaTOpOB YpOBHS 3
Tema 1.6 CeTeBoii ypoBeHb Conep:kanue:
CeteBoii ypoBeHb B Ipollecce nepenadd JaHHbIX. [IpoTokoibl cereBoro ypoBHA. OcHOBHBIE xapakrepuctuku [P -mporokona.
Crpykrypa nakeroB IPv4 u IPv6. OcobenHocTr M mpeumylnecTBa nporokosna Pv6. Meroasl mapipyrusauuu ys3inos. TaGmuna
MapUIpyTHU3aIIH Y3JI0B B MapuIpyTu3aropa sl npoTokonos [Pv4 u IPv6.
1. JlomaliHee 3ajaHHe:uTeHUE U aHau3 JutepaTypsl [1] crp. 252-255
2. VYerpoiictBo Mapmpytuzaropa — Ilpoueccop, mamsite, omnepanuoHHas cuctema. lloakiroueHue K MapiipyTH3aToOpy uepes




pasnuuHble MOpTeL. HacTpoiika HMCXOOHBIX MapamMeTpoB, HMHTep(deiicoB, IITI03a MO YMOIYaHUIO M APYTHX XapaKTEPUCTHK
MapuIpyTu3aTopa.

JlomaniHee 3aJaHAE:YTCHHUE U aHANU3 JUTepaTypsl [1] ctp. 256

IlpakTHyecKue 3aHATHSA:

[TpocMotp Tabmmn MapmpyTusanuu y3i10B. PacketTracer: n3ydeHne MeKCETeBBIX YCTPOHCTB

PacketTracer: HacTpoiiKa HCXOIHBIX TAPAMETPOB MapupyTusaropa. [loaxiroueHre MapupyTH3aTopa K JOKaJIbHOH ceTH

PacketTracer: YCTpaHCHUC np06neM, CBA3dHHBIX C NIJIFO30M 110 YMOJIYaHUIO. O'I‘pa6OTKa KOMIUICKCHBIX ITPAKTUYCCKHUX HABBIKOB

Tema 1.7. TpancnopTHbIH
YPOBEHb

JKaHHue

HasnaueHne wu 3amauu TPAaHCIIOPTHOTO YPOBHS. MyNBTUINIEKCUPOBAHKE CE€aHCOB CBsA3U. ONUcaHKue U CPaBHEHUE IMPOTOKOJIOB
TCP 1 UDP — HaJie)XHOCTb M ITPOM3BOINTEIBHOCTD, 00JIaCTh NIpUMeHeHHs. A npecaiusi noptos u cermenrauus TCP u UDP.

JlomanHee 3aiaHUe:YTCHUE U aHaU3 Jutepatypsl [1] ctp. 257

O6men nmamneiMu mo TCP.  IIpomeccst TCPcepBepa. YcrtanoBnenue TCP -coenmmHeHuss u ero 3aBepiieHue. [IpUHIMITBI
«rpéxcTopoHHero pykonoxatusi» TCP. Hanéxsocts u ynpaBnenue notokom TCP -IlonTBeprkeHHe HMOITy4EHHS CETMEHTOB,
MoTeps JaHHBIX W MOBTOpPHAs Nepeaada, ynpasieHue notokoM. OOMeH naHHbBIME ¢ ucrons3oBaareM UDP. IIporecch u 3anpock
UDP -cepsepa, UDP -natarpammel, nponeccel UDP-knuenTa. [Tpunoxkenns, ucnonssytoniue UDP u TCP

JlomalHee 3aiaHUe:YTCHUE U aHaM3 gutepatypsl [1] ctp. 258

HpaKTuquKne 3aAHATHHA

Ha6mronenne 3a mporieccom Tpéxctoponuero pykomnoxatuss TCP ¢ momomipio nporpammsl Wireshark. M3yduenne 3axBadeHHBIX
maaabix DNS UDP ¢ momompio nporpamMMel Wireshark

10.

PacketTracer: B3anmoneiictsusg TCP u UDP

Tema 1.8 IP-anpecanus

Cone

JKaHHue

Crpykrypa IPv4-anpecos. CereBas u y3noBas dacth IP -agpeca. [IpeoOpa3oBanue anpecoB MEXITy ABOMYHBIMU M AECATCPUIHBIM
npeacraBiaeHueM. Macka nogceru [Pv4. Ceresoii agpec, agpec y3na U IIUpoKoBewaTenbHblil agpec cetu IPv4. TlpucBoenue y3my
CTaTU4ecKoro u auHamudeckoro [IPv4-anpeca. MHoroanpecHas nepenada. [1yOnmaasie u

gactHble [Pv4-anpeca. IPv4- agpeca cnenuansHoro HazHaueHus. [Ipucsoenue IP -agpecos.

JomanHee 3aJaHHE:YTCHHUE U aHAIW3 JATEpaTypsl [1] cTp. 229

CoBMecTHOE UcTIONb30BaHKue poTokosos [Pv4 u IPv6: nBoiiHoil cTek, TyHHenMpoBaHue, npeodpazosanue. [Ipencraiaenue [Pv6-
anpecoB. IlpaBuna cokpauienust 3anucu [Pv6- anpecos. UHauBuayanbHbIN, TPyNIoBOM, NMpou3BoJbHBIN TUIbl [Pv6- aapecos.
CTpyKTypHl JIOKQJIBHOTO M TI00aIbHOT0 HHANBUAYaIbHBIX IPv6-anpecos.

JlomamHee 3aganue:uTeHUe U aHanu3 gurepatypsl [1] crp. 230-231

Crarnueckast ¥ JUHAMHYECKasi KOHPUIYpaluy II100aIbHOr0 HHAWBHUIYalbHOTO ajipeca.
[pouecc EUI-64 u ciryqaiiHO creHepupoBaHHbIH naeHTuuKarop narepdeiica.

JlomaiHee 3aaHMe:YTeHUE U aHAJIN3 JuTepaTypsl [1] cp. 232

ICMP -cepBucel. Otimiuust i npotokonoB IPv4 n IPv6. Coobmenus ICMPvI6 «3ampoc k Mapmpytuzaropy», «O0bsSBISHHE OT
MapIIpyTU3aTopay, «3ampoc coceaHero ysna» u « OObABIEHHE COCEAHETO y3/a». TecTHPOBaHNE CETH C TIOMOIIBIO X0-3aMPOCOB.
TpaccupoBka Mapipyta. Bpemst mpoxoaeHust CUrHaja B PSIMOM U 00paTHOM

HanpasneHusX (RTT). Bpewmst xwusau (TTL) IPv4 u npenen nepexonos IPv6.

JloManHee 3aIaHUe:YTCHUE U aHau3 Jurepatypsl [1] ctp. 240-242

IlpakTHyecKue 3aHATHSA:

11. Wcnonp3oBanue kampKynstopa Windows B pabore ¢ ceteBsIMH anpecamu. Konsepramus [Pv4-agpecoB B ABOMYHYIO CHCTEMY
CUHCIICHUS
12. PacketTracer: anaim3 Tpaduka OIHOAIPECHOW Nepefadd, IMHWPOKOBEUIATEIbHONH M MHOTO0AJpecHOW pacchuikd. OmpeneneHue
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IPv4-anpecos

13 PacketTracer: HacTpoiika agpecanun [IPv6. Onpenenenue IPv6-anpecos
14 PacketTracer: nmposepka agpecanuu IPv4 u IPv6, oTnpaBka 5X0-3aIpOCOB M BBIIIOIHEHUE TPACCHPOBKH JUIS IPOBEPKHU Iy TH
15 PacketTracer: mouck u ycrpanenue npo6miem c¢ agpecanuer IPv4 u [IPv6. OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB
Tema 1.9 Pazouenne IP-cereit Copep:xanue: 4
Ha NoJceTn Cermenranus IP -ceteit. OOMeH qaHHBIMH MEXIy mozceTsiMu. [InmannpoBanue agpecanyn B MoAceTAX. PacueTHbie (OPMYIIBI U1
CerMeHTaluuu ceTd. Pa30OueHne Ha MojceTH Ha OCHOBE TPEOOBAaHWH y3JIOB M CETel, B COOTBETCTBHU C TPEOOBAHUSMH CETEil.
OrnpeneneHre Macku MOJICETH.
1. JlomaiiHee 3aaHMe:pellICHUE CUTYalMOHHBIX 3324
Pa3buenune Ha MOJCETH C MCIIOIB30BaHKMEM Macku nepemenHoi muHbl (VLSM). basoBas Mozens u Ha3HaYeHHE OJIOKOB apecoB
VLSM. I1nanupoBanue aapecanuu cetd. OcoOeHHOCTH mpoekTHpoBanus [IPv6- cetu. Pa3OueHue Ha MOACETH C MCIOJIb30BAHUEM
uneHtudukaropa urepdeiica.
2. JloMalHee 3alaHue:pelIeHIE CUTYAIIMOHHbIX 33134
IMpakTHyecKkne 3aHATHUS: 8
16. PacketTracer: oprann3anysi oJICeTH 1o ClieHapHio 1. opraHusaiysi HOACETH 10 CLEHAPHIO 2
17. Pacuér noxacereii IPv4. PazneneHue Ha oICETH TOMOJIOTHH ceTH
18. H3y4enue kanpkyasitopoB nojcereid. PacketTracer: pazpabotka u BHeIpeHHe CTpYKTyphI aapecaunu VLSM
19. PacketTracer — BHeapeHHe CXeMbl agpecandd pa3faeaéHHON Ha mojaceT IPv6-cetn. OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKHX
HaBBIKOB
Tema 1.10 YpoBeHb Coaep:xkanue: 4
NPHII0KEHUH YpoBeHb IPUIOKEHUN, YPOBEHD IIPEICTABIICHUS U CEAHCOBBII YpOBEHb. [IprMephl pacipoCTpaHeHHBbIX IpUiIokeHuil. IIpoTokonbl
ypoBHst mpunoxennii. OqHopanroseie cetr (P2P). Monens TrIa «KIMeHT-cepBep».
1. JlomaiHee 3a7aHMe:YTeHUE U aHAIN3 JuTepaTypsl [1] crp. 272-306
0630p nporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomenueix uméH (DNS). @opMmaT cooOmmeHmid 1 nepapxus
DNS. Vrtumura «nslookup». Cmyx6a DHCP. Ilporokon mepenaum daiinoB (FTP). Ilporokom obMeHa OilokamMu CepBEpHBIX
coobmennit (SMB). Konnermn «Bceodsemmomumii atreprer» BYOD. [loctaBka maHHBIX IO
KOHBEPT'€HTHBIM CETSIM.
2. JlomaiHee 3aaHMe:YTeHUE U aHaIH3 JuTepaTypsl [1] crp. 317-327
IIpakTHyeckue 3aHATHS: 4
20. | PacketTracer: BeO-cepBeps! 1 mourobie cepBepbl, DHCP-uDNS-cepsepa Habmronenue 3a pazpenienriem DNS
21. PacketTracer: FTP-cepeepallzyuenueFTP.Multiuser: o0y4aroiiee pyKOBOJICTBO, BHEIPEHUECTYKO
Tema 1.11 Co3nanne u Coaepxkanue: 4
HACTPOiiKka HeGOIbIIOoMH [TnanupoBanue n co3naHne HeOOJIBIION KOMIBIOTEPHON CETH: OINpEe/eIeHHE KITIOYEBBIX (PaKTOPOB, BHIOOP TOIOJIOTHH M CETEBBIX
KOMIIBIOTePHO¥ ceTH YCTPOMCTB, BBIOOP M HACTPOHKA ITPOTOKOJIOB, CHCTEMBI ajpecani. Mepsl 1o oOecrieueHnIo 0e30MacHOCTH CeTH. Y SI3BUMOCTH U
ceTeBble aTtakd. PasBensiBaTenbHBIC aTakd, ATaku goctyma, Otka3 B obcmyxuBanuu (DoS-atakm). PesepBHoe KommpoBaHue,
O0OHOBJICHHE U YCTaHOBKA UCTIPaBIeHUH. MexceTeBbhledKpaHbl. AyTeHTU(DHUKAIMS, aBTOPU3aIusI U yI€T. BrirtoueHue mpoTokoia
SSH.
1. JlomaliHee 3aJaHMe:IPOCKTHPOBAHNE HEOOIBIIONH KOMIBIOTEPHOH ceTH
DaifnoBbIe CHCTEMBI MapIIPYTH3aTOPOB U KOMMYTAaTOPOB. YTpaBieHnue dainamu koHpuryparwm [OS. PesepBHoe xonmpoBanue u
BOCCTAHOBJICHHE C TIOMOINBIO TEKCTOBBIX (haiisioB, mpoTokosa TFTP, USB -nakonutens. BeTpoeHHbIe ciy:KOBI MapIipyTH3aIINH.
TToanmepskka 6ecIpOBOIHBIX MOAKIIOUEHNH. HacTpolika BCTpOCHHOTO MapIIpyTH3aTopa.
2. JlomManiHee 3aJaHHE:TIOATOTOBKA K TPOBEPOYHOM paboTe
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IIpakTHUyecKue 3aHATHUS:

22. Wzyuenne yrpo3 cereBoii 6ezomacHoctuPacketTracer: mpoBepka cBA3M ¢ HOMOIIBIO KOMaH/bI «traceroute»

23. ITpoBepka 3aJep>KKH CETH C TOMOIIBIO YTHIIUT «ping» u «traceroute» PacketTracer —ucnonp3oBaHue KOMaHg «show»
24. PacketTracer: pesepBHOe KonmpoBanue (aiios koHGurypanuu. VizydeHue npoueayp BOCCTaHOBJICHHS ITApOJICH

25. | PacketTracer: HacTpoiika mapmpyruzaTopa Linksys.OTpaboTka KOMIIIEKCHBIX NIPAaKTHIECKUX HABBIKOB

Paznes 2. MaTeMaTu4ecKHii annapar JJisl IOCTPOEHHUs] KOMINIbIOTEPHBIX ceTeil 24
Tema 2.1 Teopus rpacos Coaep:xanue 6
Uro takoe rpad? IIpumeps! rpadoB. Ykmanku rpados. Ilorstue mytu. CuiapHO cBsi3HBIE rpadbl. Llemn u nukisl. DHnepoBHI
rpadsl. ['amunsronoBsl rpadsl. Koneunsle n 0eckoHeunsle rpadel. Teopema Diinepa. Anroputm Kpackais.
1. JlomaiiHee 3ajaHMe:YTCHUE U aHAIN3 JUTepaTypsl [2] c1p. 28-42
Jepesps. CpoiicTBa aepeBneB. [lepeuncienue 1epeBbes.
2. JlomaiHee 3aanue:uTeHUe U aHanu3 gurepatypsl [2] ctp. 100-116
[TnanapHOCTh M JBOWCTBEHHOCTH. [lmaHapHble W JABOWCTBeHHBIE Trpadbl. J[BoiicTBeHHOCTh MO YuTHHU. IIpmiiokeHus Teopuu
rpagoB. AJITOpUTMBI TIOKCKa KpaTyaiiniero nmytu. OcHOBHbIE NpoOJIeMbl CHHTE3a Irpad)oB aTax.
3. JlomaiHee 3ajaHMe:uTeHUE U aHayu3 Jurepatypsl [2] ctp. 170-209
IIpakTHYecKkue 3aHATHS 6
26. Pernrenue 3amayu o Teopuu rpados. [loctpoeHue MaTpuil cMexxHOCTEH 1 HHIUACHIUH. [TocTpoeHHEe MATPHUIIBI TOCTHKHUMOCTEH.
Pemenue 3aja4d 1o T€opuu Fpa(i)OB. BI)I[[GJ'ICHI/I@ CBA3HBIX KOMIIOHCHTOB. HaXO)KI[eHI/Ie MAaKCHMAJIBHOT'O ITIOTOKa U MUHHUMAJIBHOT'O
27. paspesa.
28. Perienue 3amau no teopuu rpados. Haxoxnenue nyreii B rpade. Haxoxenue kparyaiiero myTH.
CamocTosiTe/ibHasi padoTa 4
1. CaMocTosITebHOE pPelIeHHE 33124 Ha HaX0X/IeHHe MaKCHMAJIbHOTO IOTOKAa 1 MMHUMAJIBHOTO pa3pesa.
2. CaMocCTOosATeIbHOE PellIeHUe 3a1a4 Ha HAXOXKICHHE KpaTYalIlero myTH.
Tema 2.2 Teopusi KOHEUHBIX Conep:xanue 4
aBTOMAaTOB Onpenenenne KoHeUHOro aBTomara. CrocoObl 3amaHus aBToMaTta. HekoTopwle mpumepsl aBTOMaToB. Jlemma o paspactaHum.
ABToMaTrel Mwuist u Mypa U HUX DKBUBAJICHTHOCTH. Pacno3Ha}omHe aBTOMATHl. ABTOMATEHI JJIA  paclio3HaBaHUA A3BIKOB.
He,[[eTepMIdHHpOBaHHBIC aBTOMAThI. HpI/IBeI[eHI/Ie ABTOMATOB K JAC€TCPMHUHUPOBAHHOMY BHIY. OKBUBAJIEHTHBIE COCTOSHHS.
MuHUMH3aIMS] KOHEYHBIX aBTOMATOB.
1. JlomamHee 3aaHue:YTCHUE U aHaIK3 JuTepatypsl [2] ctp. 120-150
MHuoromnontocHbIi u€pHbid smmk. KoHeyHocTh andasuta. OmnpeneneHue OCHOBHOW Mojnenu. [IpuMepsl KOHCYHBIX aBTOMATOB.
Tabmmua nepexonos. I'pad nepexonos. DiemenTapHslie nyTH. OnpeeneHre MUHIMAIBHBIX TyTeH M HOJHBIX KOHTYPOB.
2. JlomamHee 3aaHMe:YTeHUE U aHaM3 JuTepaTypsl [2] ctp. 151-159
IIpakTHyeckue 3aHATHSA 4
Permenue 3aau 1o TeOpUM KOHEYHBIX aBTOMATOB. AJreOpanyeckas TEOpHUst KOHEUHBIX aBTOMATOB. CTPYKTypHast TEOPHS
29. KOHEYHBIX aBTOMaTOB.
30. | Peuenue 3a1a4 0o Teopuy KOHEUHbIX aBToMaToB. OcHOBHAsE Mozenb. Tabauupl, rpadbl 1 MaTPUIIBl IEPEXOJIOB.
IIpomeskyTouHasi arrecTanus (i gepeHIIPOBAHHBIN 324eT) 2
MJIK.01.02. Opraan3anusi, IPHHIMILI NOCTPOeHNs M (YHKIUOHUPOBAHMSI KOMIILIOTEPHBIX ceTeil 306
Pa3genl. TIpuHIUNBI MAPIIPYTH3AINHA H KOMMYTAIIUH 148
Tema 1.1 Beenenne B Coaepkanue: 4

KOMMYTHpPYeMBbIe CeTH

1.

OObenuuénnsle cetu. Mepapxus B KoMMyTHpyeMoi ceTr. Poib kommyTupyemsbix cereil. Kommytupyemast cpena. Iunamudeckoe
3anosaHeHue Tadauusl MAC-aipecoB KOMMyTaTopa
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JlomanHee 3aJaHHe:YTCHUE M aHAIW3 JuTepaTypsl [3] crp. 10-15

Mertobl nepechbTKH Ha KoMMyTaTtope. KomMMyTamus ¢ mpoMexyTodHbIM XpaHeHneM. CkBo3Hast KomMyTanust. KoMMyTrannoHHbIe
JoMeHbl. CHIDKEHHE eperpy30K CeTu.

2. JlomaiHee 3aganme:uTeHUE U aHaU3 Jutepatypsl [3] ctp. 16-19
IIpakTHyecKue 3aHATHS: 2
1. | PacketTracer. OTpaOoTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB
Tema 1.2 OcHoBHBIE Copep:xaHnue: 8
KOHLENINU U HACTPOHKA OCHOBHBIE KOHIENIIMM U HacTpoiika kommyTanuu. IlepBoHauanbHas HacTpoiika KOMMYTaTOpa M BOCCTAHOBJIEHHE IIOCIIE
KOMMYTAIUHA cucreMHoro coos. CBeronmonuble nHnukaropsl kommyraropa CiscoCatalyst. Hactpoiika noctyma st 6a30BOTO ynpaBiieHHUs
KoMmyTaTtopoM ¢ IPv4.
1. JlomainHee 3aJaHAe:YTCHHUE U aHAIN3 TuTepatypsl [3] ctp. 4-8
JynnexcHas cBsi3b. HacTpoiika nopToB koMMyTaropa Ha (usndeckoM ypoBHe. OyHKIMs
aBTOMATHYECKOTO ompeseneHus: tuna kadems (Auto-MDIX). IlpoBepka HacTpoek mopra kommyTtaropa. [louck u ycTpaHeHue
mpo6JeM Ha ypOBHE JOCTYIA K CETH.
2. JlomManHee 3aiaHUe:YTCHUE U aHaU3 autepatypsl [3] ctp. 54-59
BezonacHocTe koMMyTaTopa. 3anumEHHbI yaanéuaeiid noctyn. Hactpoiika SSH. Pac mpoctpanéHnHble yrpo3bl 6€30MacHOCTH:
nepenoxaenue Tadbmunsl MACanpecoB, DHCP-criydunT, ncnionszoBanue ys3Bumocter npotokosna CDP, Ataku Telnet u np.
3. JlomMaiHee 3aJaHMe:YTCHUE U aHAIN3 JUTepaTypsl [3] c1p. 60-63
AyIuT W TpaKTHYECKHE PEKOMEHIAIMH 110 OO0ecHedeHHIo O€30MacHOCTH CeTH. be3omacHoCTh mopTa KOMMYTaropa.
OtcnexnBanne DHCPcooOmennit. @ynkuust 6e3omacHoctu nopta. Bumpl 3ammtel MAC-anpecoB. PexxuMbl pearupoBaHus Ha
HapymieHue 6ezonacHocTy. [IpoBepka M HacTpOWKa OPTOB.
4. JlomaiHee 3a1aHHe:3aMI0JHATD CIIPABOYHUK KOMAH
TpaKTHYeCKHe 3aHSITHS: 8
2. PacketTracer. Hactpotiika nmporokoxa SSH
3. Packet Tracer. Hacrpoiika ¢pynxumu Switch Port Security
4. PacketTracer. ITovck 1 ycTpaHEeHHE HETIOJIaIOK B CHCTEME 0€30MacCHOCTH IIOPTOB KOMMYTaTopa
5. PacketTracer. OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKHX HABBIKOB
CamocrosiTenbHasi padora 2
1. | IIpotokoun cereBoro Bpemenu (NTP).
Tema 1.3 BupryaabHbie Copep:xanue: 4
JoxanbHble cetn (VLAN) Bupryanbusie nokanehbsle cetn (VLAN) —  kmaccnukanust ¥ OCHOBHBIE XapaKTEPUCTHKH. TpaHKH BHPTYaIbHBIX CeTeil.
KonTpons mmpoxoBemarenbHeix qoMeHoB B ceTsix VLAN. Terupoanme kanpor Ethernet mms mnentndukamum cetu VLAN.
Cetu native VLAN u TerupoBanue crangapra 802.1Q. TerupoBanue ronocosoit VLAN.
Peanuzanuu BUpTyanbHOM JIOKaJIbHOM CETH.
1. JlomanHee 3a1aHue:pa3pabOTaTh JOTHYECKYIO TOMOJIOTHIO BUPTYAJIbHONW HEOOIIBIION CETH
Haznauenue moproB cetssim VLAN. Hacrpolika TpaHKOBBIX KaHaJIOB. [IpOTOKOJI THMHAMHUYECKOTO CO3JaHUS TPAHKOBOT'O KaHaia
(DTP). Ilouck u ycTpaHeHHE HETONAJ0K B BUPTYaIbHBIX JIOKAIBHBIX CETAX M TPAHKOBBHIX KaHanax. [IpoGmemsl ¢ IP -anpecarmeit
cetn VLAN. HecoBmageHust pe:xuMoB TpaHKOBOH cBsizu. [IpoexktmpoBanme m obecriedeHne OesomacHoctTn VLAN: hopping,
crryuHT
KOMMYTaTopa, aTaka ¢ ABoiHBIM TerupoBanueM, Cetb PVLAN nepumerpa. [IpakTiueckue peKOMEHAAIIUH M0 MPOSKTHPOBAHUIO
BHPTYaJIbHOM JIOKAJIbHOM CETH.
2. JloMalHee 3aJaHHE:3aII0JHATh CIPABOYHUK KOMAH]|
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IIpakTHyecKUe 3aHATHUS:

6. PacketTracer. IlosrygaTeny mmpoKoBeaTeabHBIX coobmennii MecnenoBanne Meto10B peanmsanuu cetd VLAN
7. PacketTracer. Hacrpoiika cereit VLAN Hactpoiika TpaHKOBBIX KaHAJIOB
8. PacketTracer. ITouck u ycrpanenue Hemonanok B peanusanun cetd VLAN. Cuenapuit 1 Cuenapuii 2
9. PacketTracer. OtpaboTka KOMILUIEKCHBIX IIPAKTHIECKUX HABBIKOB
CamocTosiTeJibHasi padora 4
1. Pa3paboTka cXeMbl BUPTyalbHBIX CETEH AJIsl TOMOIOTHH OPTaHHU3AIHH.
2. ITocTpoeHne U HaCTPOWKa, CIPOEKTHPOBAHHON CXEMbI BUPTYAJIbHBIX CETEH.
Tema 1.4 Konuenuust Coaepxanue: | 4
MapUIpPyTH3aALHHA Hacrpoiika mapmpyTtuzatopa. MexaHU3MBI TepechbUIKM makeToB. IloakmroueHne W HAcTpoiika ycTpoiicTB. CBeTomMOmHBIE
WHIUKATOPhl HAa MaplipyTu3aTope. AKTUBanus W HacTpoiika [P - anpecanuu. [IpoBepka CBSI3BHOCTH CeTe€ C TPSIMBIM
noakioueHueM. [IpoBepka Hactpoek uHTepdeiica. OunbTpauus BHIXOJHBIX JaHHBIX KoManz «showy». Kommyrtainus mnakeToB
MEXIy ceTsMu. DYHKIUS KOMMYyTallud MapIiupyTusaropa. Mapmpyrtusanus naketoB. Omnpenenenue myTH. Ilpounecc npuHATHS
pelIeHns 0 MepechlIKe nake ToB. BrIOOp onTUMaNbHOrO MyTH.
1. JomaniHee 3a1aHue:3a0JHUTH CIPABOYHUK KOMAH]I
ITpotokoner RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AIMUHUCTpUpOBaHUE paccTosHUe (AD) M HafeKHOCTh MapIIpyTa.
AHanu3 TabJUI MapIIPyTU3alUUd — HCTOYHHUK JaHHBIX, NPUHLIUIB (POPMHUPOBAHUE BO3MOKHOCTH HACTPOMKH. 3aricy TaOIHIbI
MapIIpyTU3aluyd U CeTedl ¢ MpAMBIM NOAKIIOUCHHWEM. 3aJaHHWe CTAaTHYECKHX MapmpyToB. [IpoTOKonbl AnHaMHUYECKOi
Mapiupyrtuzauuu cetei [IPv4 u IPv6.
2. JlomaiHee 3a1aHHe:3aI0JHATD CIIPABOYHUK KOMAH
IIpakTHyeckue 3aHATHS: 6
10. PacketTracer. Mcnonp3oBaHne KoMaHab traceroute 1y1st ooHapyxenust cetu. CocraieHue cxeMsl cetu MHTepHeT
11. PacketTracer. [lokymenTupoBanue cetu Hactpoiika nunrepgeiicos IPv4 u IPv6
12. PacketTracer. HacTpotiika u npoBepka Hebosmbmoi cetn MccnenoBanne MappyToB ¢ IPSIMBIM MOIKIIOUECHHEM
Tema 1.5 MapmpyTuzaunus Conep:xanue: | 8
mexay VLAN [puanuner padotel MapmpyTu3anuu Mexny VLAN. Hacrpoiika mMapmpyruzanui Ha 0aze MapIIpyTH3aTOPOB C HECKOJIBKHMU
¢usmueckumu naTepdeiicamu, ¢ NCIoIb30BaHUEM KOH(HTyparmu router-on-a-stick, uepe3 MHOrOypoBHEBbI KOMMYTATOpP.
1. JomaiHee 3agaHMe:uTeHUE U aHaIu3 autepaTypsl [3] crp. 108-110
[Ipobnems! mapmpytuzannu Mexay VLAN. [IpoBepka koHpHUrypamiu KOMMyTaTopa 1 HacTpoeK MaplipyrusaTopa. Hemonanku B
pabore mHTepdeiica. OmmbOku B IP -agpecax u Mackax MOJICETH.
2. JlomamHee 3aganue:uTeHUe U aHanu3 gurepatypsl [3] ctp. 120-124
Hacrpoiika u pabora koMmyranmu Ha 3-M ypoBHe. Mapmpyrtusanust mexay VLAN uepe3 BupryanbHble HHTEp(Eich
KOMMYTATOpa, MapIIPyTU3UPYEMBbIE IOPTHIL.
3. JloMalHee 3aiaHHe:3a0JTHUTh CIPABOYHUK KOMAH]
Hacrpoiika cratudyecknx MapimpyroB Ha kommyTtaTope Catalyst 2960. Henonanku B HacTpoikax KOMMYTaTopa 3-ro YpOBHSI.
4. JloMalHee 3aiaHHe:3a0JTHUTh CIPABOYHUK KOMAH]
IIpakTHyecKkue 3aHATHS: 6
13. PacketTracer. Hactpoiika mapupyrusaunu mexay cetssmu VLAN ¢ ucnonp3oBanueM koHpurypauun ROS (Router-on-a-Stick)
14. | PacketTracer. Ilouck u ycrpaHeHHe HemoJaIoK B Mapipyrusaimu Mexay VLAN
15. | PacketTracer. OTpaOoTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB
Tema 1.6 CraTnueckas Copep:xanue: 8
MapuIpyTH3alus 1. | HpeumymecrBa M 3a1au CTATHYECKOH MAapIpyTH3aumd. THIIbI CTATHYECKHX MAPUIPYTOB: CTAHAAPTHBINA, 10 yMOTYAHHMIO,
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CYMMApHBIH, NJIaBAOIIMH.

JlomaiiHee 3agaHue:3an0aHUTh Tabmuiy «THIB CTATHIECKUX MAPIIPYTOB»

Hactpoiika cratugeckux wmapuipytoB [IPv4 m IPv6. Komanma «iproute». Mapmipyt crepytomero mepexoma. Hampsmyio
MOAKJIIOYEHHBIN cTaThueckuil MapupyT. [lonHOCThIO 3aAaHHBIN cTaThyeckuil MapmpyT. HacTpolika cratuueckoro Mapupyrta mno
YMOJIYaHHUIO.

HOMa]J_[Hee 3aJaHUE:3ANOJIHUTH CIIPABOYHUK KOMAaH

KiaccoBas anpecanus. KnaccoBele macku mnozcet. beckiiaccoBas MmexpomeHHas Mapuipyrusanus CIDR. OOwvenunenue
MmapupyroB. Opranuzanusi cymnepcereil. Vcmonp3oBanue Macok moxacetu ¢ukcupoBanHoit mmmabl (FLSM). Macka nmoaceru
nepemenHoi sl (VLSM)

JlomaniHee 3aaHAe:YTCHHUE U aHAU3 autepatypsl [3] ctp. 93-95

Hacrpoiika cyMMapHBIX W IUIQBAaIOLIMX CTATHYECKUX MapuipyToB. Pacyér cymmapnoro mapuipyra. OObeIMHEHHE CETEeBBIX
aapecoB IPv4 u IPv6. [lonck u ycTpaHeHHE HEMOJIAA0K B HACTPOMKAX CTATHYECKOI0 MAapUIPyTa M MapIIPyTa MO0 YMOIYAHHUIO.

JIOMaumee 3aJaHUE:3ANIOJTHUTE CITPABOYHUK KOMAH T

IIpak

TUYCCKHUE 3AaHATHUSA

16.

PacketTracer. Hactpoiika craTHuecKkux MapuIpyToB U MapuIpyToB o ymomdanuio g [Pv4.HacTpoiika craTudecKix MapuipyToB
Y MapLIpyToB 10 yMosgaHuio aiist [IPvé

17.

PacketTracer. Paspabotka n peanmzamus cxemsl anpecarnun VLSM. Hactpoiika cymmupoBanus MapmpytoB [Pv4. Cuenapmii 1.
Cuenapwmii 2

18.

PacketTracer. Pacuér u HacTpoiika o0beauHeHNs MapmpyToB [Pv6 HacTpoiika mimaBaromero cTaTHuecKoro Mapipyra

19.

PacketTracer. Ilouck u ycTpaHeHHe HEoJaJ0K B paboTe cTaTHyeckux MapmpyToB. Ilowck n ycrpaneHue Hernonagok VLSM u
00beANHEHNS] MapIIPYTOB

20.

PacketTracer. OTpaboTka KOMIUICKCHBIX MPAaKTHYECKHX HABBIKOB

10

Tema 1.7 lnHaMuYecKas
MapIIPyTH3ANHSA

Cone

JKaHHe:

[TpoToKONBI TUHAMUYECKOH MapIIpyTH3alliy — Ha3HaueHHE, IPUHINIBI paboThl M UCTOpHS pa3BuTHsL. CpaBHEHNE JUHAMHYIECKON
M CTaTUYeCKON MapupyTu3anuy. [IpHHIUIEI paboTHl MPOTOKOJIOB MAapIIPYTH3alWH: ITyCK MOCHEe BKJIIOUYEHHs nuTanus, CereBoe
obHapyxenne, OOMEH TaHHBIMH MapiupyTu3anyu, ObecneyeHne CX0MMOCTH.

JomanHee 3aJaHHe:YTCHHUE U aHANW3 JuTepatypsl [3] crp. 125

Knaccudukanus mporokonoB mapmpyrusanud. [Ipotokonst IGP m EGP. [lucrannuonno-BekropHsle npotokossl RIP, IGRP,
EIGRP. IIpotokomsl Mmapmipytuzammu 10 coctosHuio kanama OSPF u IS-IS. KiaccoBbie u OecKIaccoBBIE MPOTOKOJIBI
MapIIpyTU3auu. XapakKTepUCTHKU M METPUKU IPOTOKOJIOB.

JlomainHee 3aJaHMe;YTEHHE U aHAIU3 Jurepatypsl [3] 126

JluHamuueckas QUCTAaHLIMOHHO-BEKTOpHAs MapuipyTusanus. [JMCTaHIMOHHO-BEKTOPHBIA aJropuTM. MexaHu3Mbl OTIPaBKU U
MOJIy4eHHUsl JTAHHBIX MaplIpyTU3alid, pacuéTa ONTHUMAIbHBIX MyTed W J00ABJIICHUS MApHIPyTOB B TAOIHUIly MapHIpyTH3AIUH,
oOHapy)XeHHUsI W peardpoBaHUS Ha M3MEHeHUs B Tomojoruu. Hactpoiika mpotokoma RIP: Bkmiouenme RIPvV2, oTkmoueHue
aBTOMATHYECKOTO OOBEIMHEHHMS, HACTPOWKA TTAaCCHBHBIX MHTEp(EHCOB, epeaada MapuipyTa o YMOJYaHuo o cetn. Hactpoiika
npotokojia RIPng.

I[0Maumee 3aJaHUE:3AIIOJTHUTH CITPABOYHUK KOMaH T

IIponecc maprmpyTuzanuu 1Mo cocTossHrto kaHana. HellompoTtokon. makeT cocrosiaus kanana (LSP). JlaBuaHas pacchuika makeToB
COCTOsIHUS KaHala. JIaBuHHAs pacchlIKa TaKeTOB cocTosiHuS KaHana. Co3naHue AepeBa kpaTuaiimux myrteit SPF. Jlo6aBnenue
MmapuipyroB OSPF B Tabmuiry mapumipyrusanuu. HegocTaTku MPOTOKOJIOB MapIIpyTH3AlMK IO COCTOSHUIO KaHama. Tabmuma
MapuIpyTU3alMHy. 3aucH C MPSIMBIM TOAKJIIOUSHNEM U YAaJIEHHOH ceTH. JJuHamudeckn nomydaemsle Mmapmpytsl IPv4/6. TIponecc
MOKCKa MapHIpyTa.
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| JlomanHee 3aJaHHe:YTCHUE ¥ aHAIN3 JUTEpaTypsl [3] cTp. 127-129

IIpakTHyecKue 3aHITHUS: 6
21. PacketTracer. HcciaegoBanue cXoaMMOCTH
22. | PacketTracer. CpaBHeHHE MeTOROB BbIOOpa myTH B mpoTokonax RIP u EIGRP
23. | Packet Tracer. Hactpotika mporoxonaRIPv2PacketTracer. Hacrpoiika mporokona RIPng
Tema 1.8 OSPF nas oanoii Coaepxanue: | 8
obJjacTu CemeiictBo mporokonoB OSPF. Xapakrepuctrku, mpuHuumsl padotel u komrmoHeHTE OSPF. Ocobennoctn OSPF ms omHoOl 1
HECKOJIbKUX ob0nacTeil. MarucrpanbHast o6nacte. Mukancymsiuus coodmenuii OSP F.
1. JomannHee 3aianne:yTeHre U aHanu3 gureparypsl [3] crp. 111-113
Tumner naketoB OSPF: naker npusetctBust (hello), maker onmcanus 0a3el ganHbix (DBD), makeT 3ampoca cOCTOSIHUSI KaHala
(LSR), maket o6HOBIeHUs cocTosinus kanana (LSU). maker noareepskacHus coctosiaus kanana (LSAck). OGHOBICHHUS COCTOSHHUS
kanana. Paboune coctosiust OSPF. Brinenennsiii (DR) u pe3epBHbIil BeiAeacHHbIH MapinpyTu3atop (BDR). Cunxponusanus 6a3
nanHbix OSPF.
2. JomalnHee 3aianne:yTeHre U aHamu3 gureparypst [3] crp. 111-113
Hactpoiika OSPFv2 mis onHoit oOmactu. Pexxum  KoHUrypanuu HICHTH(GUKATOPHI MapiipyTuzatopa. lcmonb3oBaHue
untepdeiica loopback. Brimouenne OSPF na unrepdeiicax. [1ladmon nas macka. Komanaa «network». Hactpoiika macCHMBHBIX
uaTepdeiicoB. Popmyna pacuéra merpuku ctoumoctat OSPF. HacTpoiika 3HaueHHH MpoITycK HOM cioc0OHOCTH HHTEepdefica.
3. JlomalHee 3aJaHHe:3aII0JHATH CIIPABOYHUK KOMAH
IIpoBepka coceqHUX YCTPOMCTB, HACTPOEK MPOTOKOJIA, TaHHBIX Ipouecca U Apyrux xapakrepuctuk OSPF. CpaBaenune OSPFv2 u
OSPFv3. Anpeca tuma link-local. Tomonormst cerm OSPFv3. Hacrpoiika wnaentndukaropa mapmpyruzaropa OSPFv3.
Brxmouerne OSPFv3 Ha nHTepdeticax.
4. JlomaiHee 3a1aHHe:3aMI0JHATD CIIPABOYHUK KOMAH
IIpakTHyeckHe 3aHATHSA: 4
24. PacketTracer. Hactpoiika mporokxona OSPFv2 mnst omHoit o6iacti Hacrpoiika 6a3zoBoro nporokona OSPFv3 mist omHO#M 00acTi
25. PacketTracer. OTpaboTka KOMIUICKCHBIX MPAaKTHYECKHX HABBIKOB
Tema 1.9 Cnucku Coaep:xkanue: 8
KOHTpoJs foctyna (ACL) Crmucku xoHTponst pocryna (ACL). Ilpuamun pabotst ACLcmuckoB. Tumbt ACL-cmuckoB Cisco mist [Pv4. [pucBanBanme
HOMepoB U MMEH ACL-crmckam. Pacuér mabnonnoit macku B ACL-ciimckax. Pekomerganmu o co3nanuto u pazMerieHnio ACL-
cnuckoB. Pasmenenue cranaapTHbeIX U pacipeHHbix ACL-cnuckoB
1. JlomamHee 3aganue:3anoaHUTh Tabnuiy «THITBI CIMCKOB KOHTPOJISL JOCTYTIa)
Hacrpoiika crannapraoro ACL-crincka. Ilpumenenune crannaptHeix ACL-crinckoB Ha uHTepdeiicax. Kommenrapuu
Kk ACL-cimckam. IlpoBepka u pemakTupoBaHne cTaHAapTHBIX HymepoBaHHBIX ACLcmuckoB. ACL-cTatucTka. 3amuTa mMOpTOB
VTY ¢ nomomrsio crangaptaoro ACL-crincka IPv4.
2. JlomMalliHee 3aJaHHe:3aMI0JHUTH CIIPABOYHUK KOMAH
CrtpykTypa u HacTpoiika pacmupeHHbIXx ACL-cruckoB mist [Pv4. @unbtpanus tpaduka ¢ ucnoiab3oBanueM pacmipeHHbx ACL-
CIIFICKOB.
3. JlomMaliHee 3aJaHHe:3aMI0JHATH CIIPABOYHUK KOMAH
ITonck u ycrpanenue memonanok ACL-cruckoB. Pacpocrpanénnsie ommoku ACL-cmckoB. Cpasaerne ACL-cnmckoB s [Pv4
n IPv6. Hactpotika n nposepka ACL-cimckoB 1ist IPv6.
4. JloMalHee 3aJaHHE:3aII0JHATh CIPABOYHUK KOMAH]|
IIpakTHUecKue 3aHATHS: 10

26.

| PacketTracer. Harnmsmaoe npencraBnenue padotsl ACL-crimcka Hactpotika crangaptaeix ACL-crirckoB
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27. PacketTracer. Hactpoiika crangaptabix nmeroBanHbix ACL-cinckoB Hactpoiika ACL-criucka st suanit VIY
28. PacketTracer. Hactpoiika pacumpenubix ACL-cruckoB. Cuenapuii | Cuenapuii 2 Cuenapuii 3
29. PacketTracer. ITouck u ycrpanenue Henonagok B pabore ACL-crickos. Hacrpoiika ACL-ciinckos IPv6
30. PacketTracer. OtpaboTka KOMIUICKCHBIX IIPAKTUYECKUX HAaBBIKOB ipv4
CamocTosiTeJibHasi padora 4
1. Pa3paboTka cXeMbl CIIICKOB KOHTPOJISL IOCTYIA OPTaHU3AIHH.
2. HacTtpolika, CIpOeKTUPOBaHHBIXCITUCKOB KOHTPOJISL JOCTYIIa
Tema 1.10 IIporoxon DHCP Coaepxanue: 4
IIporokon DHCP . DHCPv4: 6a3oBast onepanus, ¢popMmar cooOmeHni, coo0mmeHmst oOHapyKeHUs U mpeiokeHus. HacTtpoiika,
npoBepka u perpancisust npocroro DHCPv4-cepsepa. Hactpoiika mapuipytusatopa B kauectBe DHCPv4-xnnenta. Hactpoiika
Mapmpytuzaropa kinacca SOHO. [Touck u yctpaneHue Hemoaaaok B pabote Mapmpytuzatopa DHCPv4.
1. JlomaniHee 3aJaHHE:COCTABUTh CXEMY apEHbl CETEBBIX IAPAMETPOB
ITporokon DHCPv6. ABromarnueckasi HacTpoiika aapeca 6e3 orcnexxuanust cocrosiuusi (SLAAC). Ipunuun padorst SLAAC ¢
DHCPv6. DHCPvV6 ¢ u 6e3 orcnexuBanus coctosiaus. [Ipomeccst DHCPv6. Hactpoiika mapmipyru3atopa B kauectee DHCPVO -
cepBepa 1 DHCPv6-knuenta. [lowck u ycTpaHeHue H enosiagiok B pabote DHCPvO6.
2. JlomaiiHee 3a1aHMe:3aM0JHUTD CIIPABOYHUK KOMaH
IpakTHyecKue 3aHATHS: 2
31. | Hacrpoiika npotokosa DHCP ¢ nomomrsio komana Cisco 10S.PacketTracer. OtpaboTka KOMILIEKCHBIX NPAaKTHYECKUX HABBIKOB
Tema 1.11 IIpeoOpa3oBanue Copep:xanue: 4
ceTeBbIX aapecoB IPv4 IIpeobpasoBanue cereBrix anpecoB IPv4. KonmentyansHoe mpeobpasoBanue cereBoix anpecoB (NAT). Tepmunomorus u
npuHIunel pabotsl NAT. IlpoctpancTBo wacTHbIX [Pv4-ampecoB. CraTHueckoe M AWHAMHYECKOoe NpeoOpa3oBaHHE CETEBBIX
anpecoB (NAT). [IpeobpaszoBanue anpecos moptos (PAT).
1. Jomamnee 3aganue:3an0HATH Ta0IUIy «Tumer NAT»
Cpasrenne NAT u PAT. [IpeumymectBa u Henoctatku NAT. AHamm3 cratmdeckoro npeodpaszoBanust NAT. TpuHmum paGoTst
nuHamuueckoro NAT Hacrtpoiika u npoBepka NAT, PAT. Ilepeagpecauuss moptoB. HacTpoiika nepeaapecanuud HOPTOB €
nomomnsio I0S. Hacrpoiika NAT u nporokona IPv6. [lowck u ycTpaHeHHe Hemonaaok B padote NAT
2. JlomaiHee 3a1aHHe:3aII0JHATD CIIPABOYHUK KOMAH
IIpakTHyeckue 3aHATHS: 8
32. PacketTracer. 13yuenne npunnmna padborsl NAT. Hacrpoiika cratnueckoro NAT
33. PacketTracer. Hacrpoiika quHamudeckoro NAT. Peanusarus craTudeckoro u quHamudeckoro NAT
PacketTracer. Hactpoiika nepeaapecainuu moptoB Ha Mmapuipytuzatope Linksys. IIpoBepka, MOMCK M YCTpaHEHHE HEHOJIAIOK
34. | xondurypammii NAT
35. | PacketTracer. OTpaboTka KOMIUICKCHBIX IPAKTHYSCKHX HABBIKOB
Pa3gen 2. Mapmipyrusanus 1 koMmyTanus. MacimradbupoBanue cerei 76
Tema 2.1 Beenenue B Copep:xanue: 4
MacmTa0upoBaHHe ceTei Peanusanus npoekra cetu. [Ipoekt uepapxudeckoil cetu. Pacmupenue cetu.
1. JomannHee 3aiaHne:yTeHre U aHanu3 guteparypsl [3] crp. 84-85
Br10op ceteBbix yerpoiicTB. KoMmyTanmoHHoe o6opyioBanie. MapiipyTu3aTopbl. Y IpaBIsiiOIINe yCTPOHUCTBA.
2. JomannHee 3aiaHne:yTeHIE U aHanu3 guteparypsl [3] cp. 64-83
IIpakTHyecKkue 3aHATHS: 2
36. | PacketTracer. OTpaboTKa KOMIUIEKCHBIX MMPAKTUYECKUX HABBIKOB
Tema 2.2 M3obiTounocts LAN | Conep:kanue: 2

16




IMonsarus nporokomna spanning-tree. [IpeqHasHaueHne nmporokona spanning -tree. Ipuanun padotsr STP. Tumsl mporoxonos STP.
Hacrpoiika mporokonma STP. Hacrpoiika PVST+. Hactpoiika Rapid PVST+. IlpoGmemsr nactpoiiku STP. IIpotoxon
pesepBupoBanu nepeoro nepexona (FHRP).

1. JlomalrHee 3aiaHMe:3aNI0JHUTh CIPABOYHUK KOMAH]
IIpakTHyecKne 3aHATHS: 2
37. | PacketTracer. VccrnenoBanue npoektiupoBanus ¢ pesepsupoBanneM. HactpoiikaPVST+ PacketTracer. HactpoiikaRapidPVST+
Tema 2.3 ArperupoBanue Copep:xanue: 4
KAHAJI0B OCHOBHBIC TIOHATHS arperupoBaHusl KaHaJoB. ArperupoBaHue KaHayoB. [Ipuniun pabGotel EtherChannel. Hacrpoiika
arpernpoBaHus KaHAJIOB.
1. JoMalnrHee 3aaHue:3aI0JIHUTh CIPABOYHUK KOMaH|
Hactpotiika EtherChannel. IIpoBepka, mouck u ycrpaneHue Hernonaaok B pabore EtherChannel
2. JlomMalliHee 3a1aHUe: UTCHIE U aHATH3 JuTepatypsl [3] ctp. 86-92
IpakTHyecKue 3aHATHS: 4
38. PacketTracer. Hactpoiika EtherChannel. ITouck u ycrpanenue Henosiaaok B pabore EtherChanne
39. PacketTracer. OTpaboTka KOMIUICKCHBIX IPAKTHICCKHX HABBIKOB
Tema 2.4 BecnpoBoaHbIe Copep:xanue: 8
JIOKaJIbHBIE CeTH Konnenuuu GecripoBoaHol cBsizu. Beenenue B OecnipoBognyto cBsi3zb. Kommonentsl ceteii WLAN. Tononorun cereit WLAN
802.11.
1. JlomalliHee 3a1aHUe: UTCHIE U aHATH3 JuTepatypsl [3] ctp. 75-77
IIpuHnune! paboTsl OecipoBoAHON JoKanbHOHM cetn. CtpykTypa kKampa 802.11. ®@yHkiumoHupoBaHHE OECHPOBOIHOMN CBS3H.
YnpaBiieHUe KaHajIamHu.
2. JlomalliHee 3a1aHue: uTCHIE U aHaTH3 JuTepatypsi [3] crp. 78-80
BbezonacHocTh 6ecIpOBOIHBIX JOKANBHBIX ceTeil. Yrpossl qsg ceter WLAN. Obecnieuenne 6e3onacHoctd WLAN.
3. JlomalliHee 3a1aHue: uTCHIE U aHau3 Jutepatypsi [3] crp. 81-83
Hactpoiika OecnpoBOgHBIX JIOKaNbHBIX ceTedl. Hacrtpoiika GecmpoBoaHoro wmapmpytu3atopa. Hacrpoiika OGecrnipoBOAHBIX
kireHToB. [1oMCK U ycTpaHeHne Hemonanok B padore cereit WLAN
4. JloMalnrHee 3aJaHHe:3aI0JIHUTh CIIPABOYHUK KOMaH[
IIpakTHyeckue 3aHATHS: 2
40. | PacketTracer. Hactpotiika nocryna x 6ecripoBogaoii LAN. OTpaGoTka KOMIIEKCHBIX NPAaKTHYECKUX HABBIKOB
Tema 2.5 Hacrpoiika u Copep:xanue: 8
YCTpPaHeHHe HeloJIa/I0K B Pacmmpennsie mapamerpsl nporokona OSPF mist ognoit o6nactu. MapmpyTusanus Ha ypoBHsIX pactpezenenus u sapa. OSPF B
padore OSPF st ognoit CETSIX C MHOXKECTBEHHBIM JIOCTYIIOM.
obaacTu 1. JlomMalHee 3a1aHue: uTeHIE U aHATH3 JuTepaTypsl [3] ctp. 93-95
Pacnpoctpanenue Mapuipyra no ymonyanuto. Tounast Hactpoiika naTepdeiicoB OSPF.
2. JloManrHee 3aJaHMe:3a0JIHUTh CIPABOYHUK KOMaH|
3amuTa OSPF. Ycrpanenue Henonanok peanuzanuu nporokosna OSPF s ogHoil obmactu.
3. JloMalnHee 3aJaHHe:3a0JIHUTH CIPABOYHUK KOMaH[
Cocransronye Mnpoueaypsl IMOMCKa W ycTpaHeHHs Henonanok B padore OSPF mus omnoit obnactu. Ilowck m ycrpaHeHue
Herosniaiok B Mapupyrusaunu OSPFv2 nist onHoit o6nactu. Ilonck u ycrpanenue Herona ok B OSPFv3 st oxHol obnactu
4. JloMalnrHee 3aJaHMe:3a0JIHUTh CIPABOYHUK KOMaH[
IIpakTHyeckue 3aHATHS: 6

41. | PacketTracer. Onpenenenne DR u BDR. Pactipoctpanenne Mapuipyra no ymondanuio B OSPFv2
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PacketTracer. Hacrpoiika pacumpennsix ¢ynkimii OSPF. Tlowck u yctpanenne Hemonanok B padore OSPFv2 s omHoi

42. obnactu
43. PacketTracer. OTpaboTka KOMILUICKCHBIX MPAKTHYCCKHX HABBIKOB
Tema 2.6 OSPF nast Conep:xkanue: 4
HECKOJIBKHUX o0JacTeil [punnun padotsr OSPF st Heckonbkux obnacrei. Haznauenne OSPF nnst Heckonbkux obnactedd. [IpuHIMn paboThl makeTos
LSA B OSPF nyist Heckonbkux obsacteil. Tabnuia mapmpyrusaunu v tunsl MapuipytoB OSPF.
1. JlomMalHee 3a1aHue: uTCHIE U aHamu3 Jutepatypsl [3] ctp. 120-124
Hactpoiika OSPF mis Heckonmbkux obmacreit. Hactpoiika OSPF mis Heckonbpkux obmacreit. O0beaunenue mapupytos OSPF.
[TpoBepka OSPF st HeckonbKKX obnacTeit
2. JlomaliHee 3aiaHMe:3aNI0JHUTh CIPABOYHUK KOMAH[
IIpakTHyeckue 3aHATHUS: 2
44, | PacketTracer. Hactpoiika OSPFv2 s Heckonbkux obnacteii. Hactpoiika OSPFv3 aiis Heckosbkux o0aacTeit
Tema 2.7 EIGRP Conepsxanue: 8
Xapakrepuctuku nporokosna EIGRP. Ocuosubie Gpyukiun EIGRP. Tunsl naketoB EIGRP. Coo6mienns EIGRP.
1. JlomaiiHee 3a1aHue:uTeHIE U aHamu3 autepatypsl [3] cp. 101
Hactpoiika EIGRP ans IPv4. Hactpoiixa npotokosia EIGRP c IPv4. IIposepka EIGRP ¢ IPv4.
2. JlomaliHee 3aiaHMe:3aNI0JHUTH CIIPABOYHUK KOMAH]
[Mpunnun padorsr EIGRP. EIGRP: nepssiii atan —otkpbiTie Mapuipyra. Merpuku. Anroputv DUAL u Tabnuna TOMOJIOTHH.
Anroputm DUAL u cX0auMOCTb.
3. JlomaliiHee 3aaHue: uTeHIE U aHamu3 guteparypsl [3] crp. 102
Hacrpoiika EIGRP st IPv6. Cpasaenue EIGRP st IPv4 u st IPv6. Hactpoiika EIGRP st IPv6. ITpoepka EIGRP st IPv6.
4. JlomaliHee 3aiaHMe:3aNI0THATH CIPABOYHHUK KOMAH]
IIpakTHYyecKue 3aHATHS: 4
PacketTracer. ba3zoBas Hactpoiixa nporokona EIGRP c¢ IPv4. HccnenoBanne koHeuHoro aBromata anroputmMa DUAL (DUAL
45. FSM)
46. PacketTracer. basosast HacTpoiika npotokosia EIGRP ¢ IPv6
Tema 2.8 PacmiupeHHbie Conep:xkanue: 4
HACTPOIKH M YCTPaHEeHUe Pacmiupennsie Hactpoiiku EIGRP. ABromartnueckoe oO0benuHeHune. OO0bequHEHHE BpYUYHYI0. PacmpocTpaHneHne mMapmpyTa mo
Henonagoxk EIGRP ymouryanuio. Tounas nactpolika uatepdeiicoB EIGRP. 3ammménnsiii EIGRP.
1. JlomalHee 3aiaHMe:3a0IHUTh CIPABOYHUK KOMAH]
Iouck u ycrpanenue Hemonanok B pabore EIGRP. CocraBnstomue nponenypsl moucka u ycrpaHeHus: Hemonagok EIGRP.
Otnomenust cmexxHocTH EIGRP: nonck n ycrpanenue Hernosaiok. [Ionck u ycTpaneHne Herosalok B TabJIHIe MapIpyTH3auu
EIGRP
2. JlomaliHee 3aiaHMe:3aN0IHUTh CIPABOYHUK KOMAH]
IIpakTHyeckue 3aHATHS: 4
PacketTracer. Py4ynas nactpoiika cymmapusix MapuipytoB EIGRP s IPv4 u IPv6.Pacnipoctpanenue MapuipyTa o yMoJI4aHHIO
47 B EIGRP nns IPv4 u IPv6
48 [Nouck u ycrpanenue Henosianok B pabore EIGRP st IPv4. OtpaboTka KOMIUIEKCHBIX ITPAKTHYECKUX HABBIKOB
Tema 2.9 Oopassl I0S n Copep:xanue: 2
JIMLIeH3UPOBaHHe VYupasnenue cucremubiMu aiiamu [10S. Crannapts! npucBoeHus UMEH. Yrpasienue obpazamu Cisco 10S. Jluuensuposanue
10S
1. JlomalrHee 3aiaHMe:3a0JIHUTh CIPABOYHUK KOMAH]
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IIpakTHYecKue 3aHATHUS:

49. Pacmdposka nmén o6pazos I0S Mcenons3oBanne TFTP-cepsepa aist o0HOBeHus o6pasza Cisco 10S
50-
51. 3axsmouynrensHblii npoekT EIGRP. 3axmounrtensssiil npoext OSPF
52. OtpaboTKa KOMIIEKCHBIX IPAKTHYECKUX HABBIKOB
Paznen 3. Coennnenne cereii 70
Tema 3.1 [IpoexTupoBanue Copep:xaHnue: 4
HepapxXu4ecKoi ceTu O030p METO/OB TPOEKTHPOBAHUSI HepapXuueckux cereil. I[IpoekT KoprmopaTMBHOM ceTH JUIs KOMIUIEKCa 3/aHHH.
ITpoektupoBanue nepapxuyeckoii ceru. Kopnoparushas apxurekrypa Cisco.
1. JlomaurHee 3aqanue:ureHre v ananu3 jgureparypsl [3] ctp. 106-107
MopynbHoe mnpoekTupoBaHue cereil. Mogens koprnopatuBHOit apxutekTypbl Cisco. HoBble ceTeBble apXUTEKTYypBhI.
KopnopatusHubie apxutekTypbl Cisco. Pa3BuBaroiuecs: cereBble apXUTEKTYPBI.
2. JlomalliHee 3a1aHue: UTCHIE U aHATH3 JuTepatypsl [3] ctp. 125-127
IIpakTHyeckue 3aHATHUS: 4
53. OTtpaboTKa KOMILUIEKCHBIX IpakTHYecKuX HaBblkoB. OSPF
54. OtpaboTKa KOMIUIEKCHBIX IpakTHYecKuX HaBblkoB. EIGRP
Tema 3.2 [loak.awyeHne K Conep:xkanue: 4
rJ100aJBHOI ceTH O030p TexHoJorHi TioOansHOW ceTtd. Llenb cos3maHus roOanbHBIX ceTel. [IpuHnun paboThl IoOanbHO# ceTH. Bnibop
TEXHOJIOTUH T100aJIbHOH CeTH.
1. JlomalliHee 3a1aHUe: UTCHIE U aHATH3 JuTepatypsl [3] ctp. 64-65
CepBuchl Ti00ampHON cetn. VHQPaCTpyKTyphl YacTHBIX TI0OanNbHBIX ceTel. MH(pacTpykTypa 0oO0menocTymHOH rio0ambHON
ceTH. BeIGOp cepBHCOB I00aJIBHOI CETH.
2. JlomMalliHee 3a1aHUe: UTCHIE U aHATH3 JuTepatypsl [3] ctp. 66-83
Tema 3.3 CoennHeHusi «touka- | Comepskanue: 4
TOYKa» O0630p mOCIEeIOBaTENIFHOTO COEIMHEHUS «TOYKa-Toukay. CBs3p 10 mociefoBaTensHOMy KaHaimy. Wakancymsmms HDLC.
puanun padotsl mpotokona PPP. [Ipenmymectsa npotokosia PPP. LCP u NCP. Ceancer PPP.
1. JlomannHee 3agaHue:uTeHIE U aHAHU3 JuTepaTypsl [3] cp. 102
Hactpoiika npotokona PPP. Hactpotiika mporokona PPP. Ayrenrudukarmst PPP. Otnanka coequmaenuit WAN. Otianka PPP.
2. JlomalHee 3aiaHMe:3a0IHUTh CIPABOYHUK KOMAH]
IIpakTHyeckue 3aHATHS: 4
[onck m ycrpaHeHHe HeNoJaloK B padoTe IocienoBaTeabHbIX HHTEepdeticoB. HacTpolika ayreHTH(UKAaUKM TpoTOK0I0B PAP 1
55. CHAP
56. Otnanka PPP c ayrentndukanueii. OTpaboTka KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB
Tema 3.4FrameRelay Conepixanue: 6
FrameRelayBeeneuueBoFrameRelay. IlpeumymiectsaFrameRelay. IlpunununpatotsiFrameRelay. JlononHuTtenbHble MOHATHSA
FrameRelay.
1. JomamnHee 3aganne:3anonauts tabnuny «lpeumymecrsa FrameRelay»
Hacrpoiika FrameRelay. Hacrpoiika 6a3oBoro nporokosia FrameRelay. Hactpoiika nonsiarepgeiicos.
2. JlomalrHee 3aiaHMe:3a0JIHUTh CIPABOYHUK KOMAH]
Otnazaka coequaenuii. Otnaaka FrameRelay.
3. JlomalrHee 3aiaHMe:3a0JIHUTh CIPABOYHUK KOMAH]
4

IIpakTHyeckue 3aHATHS:
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57.

HacTpoiika ctatndeckux comnocrapiernii anpecoB FrameRelay. Hactpoiika mogsiaTepdeiicoB «Touka-Trouka» FrameRelay

58. Hacrpoiika cratiudecknx conoctaBieHui agpecoB FrameRelay. OTpaboTka KOMIIEKCHBIX TPAKTHYECKUX HABBIKOB
Tema 3.5 Pemnenusn Coaep:xkanue: | 4
HIHMPOKONOJIOCHOT0 J0CTYyNA Ynanéunas pabora. [IpemmymectBa ynmanéHHOW paboTel. busnec- TpeOoBanms i ynan€éHHBIX paboTHHKOB. CpaBHEHHE
peleHnit MUPOKONOIOCHOTO AOCTYIIA.
1. JlomaiHee 3a1aHue:uTeHIE U aHanu3 Jutepatypsl [3] ctp. 130-136
Kabens. DSL. BecripoBoaHbIe MIMPOKOIOIOCHBIE CeTH. BBIOOpP peliennii mMpoKonoIocHoro focTyna. Hactpolika moaAKIroueHui
xDSL. O630p PPPoE. Hactpoiika PPPoE.
2. JloMalnrHee 3aaHme:3aI0JIHUTh CIPABOYHUK KOMaH |
IIpakTHYecKHne 3aHATHUS: 2
59. | Hactpoiika mapmpyruzaropa B kadecte kinenta PPPoE mist moakmouenus DSL
Tema 3.6 3ammura Conep:xanue: 8
MeX(PUIHATBHON CBA3H Cetu VPN. Ochossl cereit VPN. Tunsl cereit VPN.
1. JlomaiiiHee 3a1aHue:uTeHIE U aHamu3 Jutepatypsl [3] crp. 162-163
Tynnenu GRE mexny oopekramu. OcHoBel GRE. Hactpoiika TynHeneit GRE.
2. JoMalnrHee 3a/JaHNe:3a0JIHUTH CIPABOYHUK KOMaH]|
O61ue cBepenus 06 [Psec. 3ammra npotokoda IP. Ctpykrypa nporokouia IPsec.
3. JlomaiiiHee 3a1aHue:uTeHIE U aHamu3 Jutepatypsl [3] ctp. 163-166
Y nanéunsiii noctyn. Pemenuss VPN mns ynanéunoro poctyna. Cetu VPN ynanénHoro goctymna ¢ ucnojib3oBanuem [Psec.
4. JloManrHee 3ajaHme:3a0JIHUTh CIPABOYHUK KOMaH]|
IIpakTHYecKUe 3aHATHS: 6
60. Hactpoiika ceteit VPN. Hactpoiika nporokosa GRE
61. Otnaaka GRE. Hactpoiixa GRE mosepx IPsec
62. OTtpaboTKa KOMIIEKCHBIX NPAaKTHYECKUX HABBIKOB
Tema 3.7 MOHUTOPHHT CETH Conep:xkanue: 4
Syslog.ITpuniun pabotsr Syslog. Hactpoiika Syslog. SNMP. Ipunnun padotst SNMP. Hactpoiika SNMP.
1. JlomaniHee 3aJaHUe:3aMI0JIHUTH CIIPABOYHUK KOMaH]
NetFlow. ITpunnun padotsl NetFlow. Hactpoiika NetFlow. IIpoBepka mojeneit Tpaduka.
2. JloMannHee 3ajaHue:3aM0JIHUTh CIIPABOYHUK KOMaH]|
IpakTHYecKUe 3aHATHSI: 2
63. | Hacrpoiika npotokosos Syslog u NTP
CamocTosiTe1bHasi padora 4
1. W3yunts nHTEpdEHC M BO3ZMOKHOCTH IporpaMmal Wireshark.
2. I/I3qu/ITB JOTTOJIHUTCJIBHBIC ITPOTOKOJIBI MOHUTOPHUHI'A CETH.
Tema 3.8 Oti1agka ceTu Conep:xanue: 8
[onck u ycTpaHeHHE HEMOIAI0K C UCTIOIb30BAaHHEM CHCTEMHOTO NoaxoAa. JIOKyMEeHTaIHs IO CETH.
1. JlomannHee 3ajaHMe: YTeHHUE U aHau3 jureparypsl [3] crp. 156-157
[Tpouenypa moucka ¥ yCTpaHEHHs HETIONAJO0K. M30Is11s po6IeMBl ¢ TIOMOIIHI0 MHOTOYPOBHEBBIX MOZICTICH.
2. JlomaliiHee 3a1aHUe: UTCHIE U aHaTH3 JuTepatypsi [3] crp. 158
Otnanka cetu. CpencTsa MoKMCKa M yCTpaHEHHsI HermoagoK. CHMITOMBI M IPUYHHBI OTJIAJAKH CETH.
3.
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ITouck u ycTpaHeHHe HENoJalo0K cBs3M B ceTax IP.
4. Jomainnee 3aianue: uTeHne U anaams gureparypsl [3] crp. 159-161
IIpakTHyecKue 3aHITHUS: 4
64- Ycrpanenne mnpobiem. JlokymeHTHpoBaHme ceTH.OTinagka KOpmopaTuBHbIX ceTei. Ilomck ®  ycTpaHeHHE HETOJaIoK.
65 Vcnonp3oBanye JOKYMEHTAIMH ISl pEIICHUs] TPo0iIeM
IMpomMexkyTOYHAS aTTecTalMsl (IK3aMeH) 12
YuyeGHasi IpaKTHKa 108

Bunest pabot:

Co31aHre KOHCOJILHOM Ceccuu ¢ moMolpio TeraTerm

Co3znanue NpocToi ceTu

Kondurypauus agpeca ynpaBiieHHs: KOMMYTaTopaMu

IMocTtpoenue nepexpécraoro kadens Ethernet

ITpocmoTp uH(pOpMaIMK O ceTeBOi nHTEpdEicHO! MIaTe MPOBOAHBIX U OECIIPOBOJHBIX CETEH

00630p MAC-anpecoB ceTeBBIX YCTPOHCTB

Paccmotpenre ARP ¢ momonsro Windows CLI, 10S CLI uWireshark

Hcnonp3oBanue naTepdeiica komangHoi crpoku [0S ¢ tabmunamu MAC-agpecoB KoMMyTaTopa
N3zyyenne pu3nuecKux XapakTEpUCTUK MapIIpyTH3aTopa

Co3znaHue ceTu, COCTOSIIEH U3 KOMMYTaTopa ¥ MapuIpyTu3aTopa

Hcnonp3oBanue nporpammel Wireshark mist ananmu3za 3axsata ceancos FTP u TETP

Hactpoiika IPv6-aapecoB Ha ceTeBBIX ycTpoiicTBax

TecTupoBaHKe CETEBOro MOAKIIIOUEHHS C TOMOIIBIO KOMaH]I «ping» M «traceroute»

Pa3paboTtka u BHEIpEHUE CTPYKTYpHI aapecanuu [Pv4-cetn, pa3aenéHHoON| Ha TIOACETH

Pa3paboTka u BHeIpeHUe CTPYKTYpHI agpecarun VLSM

Hoctyn k ceTeBbIM ycTpoiicTBaM dyepes npotokos SSH

ObecnieueHne 6€30IMaCHOCTH CETEBBIX YCTPOHCTB

Hcnonp3oBanue naTepdeiica komanaHoi crpoku (CLI) mist cOopa cBeeHmiA 0 CETEBBIX YCTPOCTBAX
VYupasnenue ¢aitnaMn KOHQUTyparuyu MapIIpyTH3aToOpa ¢ IOMOIIBIO TPOTPAMMHOTO 00ECIIEUeHNS MY TePMHUHAIIA
VYupasnenue ¢aitnamMn KOHQUrypaun ycTpoicTB ¢ ucronszoBanieM TFTP-cepsepa, diremr namsitu 1 USB-HakonuTens
Bba3oBas HacTpoiika KOMMyTaTopa

Hactpoiika mapamMeTpoB 6€30MacHOCTH KOMMYTaTopa

Kondurypammus cereit VLAN u TpaHKOBBIX KaHAJIOB

[Touck m ycTpaHeHne HenonaaoK B KoHpurypammn VLAN

Peanmzarus cuctemsl 6e3omacHocTH cett VLAN

Hacrpoiika 6a30BbIX MapaMeTPOB MapLIPYTH3aTOPa C IOMOIIIBI0 HHTEpdeiica komanaHoi ctpoku (CLI) cucremsr Cisco 10S
Hacrpoiika 6a30BbIX mapamMeTpoB MapuipyTuzatopa ¢ momomipto CCP

Hacrpoiika mapmpyrtusannu Mexay VLAN i kaxxaoro nuarepgeiica

Hactpoiika mapuipyruzanuu mexxny VLAN Ha ocHoBe crangapta 802.1Q u TpaHKOBOro KaHama
Ilouck u ycTpaHeHHE HEMOIaA0K B MapIIpyTU3auuu Mexxay cetsmu VLAN

Hactpoiika cratuueckux MapuipyToB 1 Mapipytos IPv4 no ymonauanuro

Hactpoiika cratuueckux mapuipytos IPv6 u Mmapmpyros IPv6 o ymondanuto

Pa3zpabotka u peanmuzanus cxemsl aapecarnuu [IPv4 ¢ ucrionp3oBannem VLSM

Pacuér cymmapnsrx mapmpytoB [Pv4 u IPv6

[Towck u ycTpaHeHHE HEMOJAaI0K cTaTideckux MapmpyTo IPv4 u IPv6
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https://static-course-assets.s3.amazonaws.com/ITN50RU/files/6.4.3.5%20Lab%20-%20Building%20a%20Switch%20and%20Router%20Network.pdf
https://static-course-assets.s3.amazonaws.com/ITN50RU/files/11.4.2.7%20Lab%20-%20Managing%20Device%20Configuration%20Files%20Using%20TFTP,%20Flash,%20and%20USB.pdf

Hacrpoiika nporokosioB RIPv2 u RIPng

Hacrpoiika 6a3zoBoro nporokosia OSPFv2 ns onHo# obnacTu

BasoBas HacTpoiika npotokona OSPFv3 mns oxHolt obnacTu

Hactpoiika u npoBepka ctanaaptHsix ACL-criuckos

Hacrpoilika u nposepka orpanuyenuii VI'Y

Hactpoiika u npoBepka pacimpenHsix ACL-crirckoB

ITouck u ycTpaHeHHe HENOIaA0K B HacTpoiike u pasMemeHun ACL-ciuckoB
Hactpotika u mpoBepka ACL-crimckoB mist [Pvo

BazoBas mactpoiika DHCPv4 Ha Mmapmpytuzatope

BasoBas Hactpoiika DHCPv4 Ha kommyTaTOpe

[Nowuck u ycTpanenne Heronanok B pabore DHCPv4

Hactpotika cepsepa DHCPvV6 6e3 0TCIIe:KHBAaHUS COCTOSHUS U C OTCIC)KUBAHUEM COCTOSTHUS
[Mouck n ycrpanenue Henonanok B pabore DHCPv6

Hactpoiika quramMmydeckoro u cratuueckoro NAT

Hactpoiika NAT-myna ¢ neperpyskoit u PAT

[Touck u ycrpaneHue Henonagok konpurypanuii NAT

IIpousBoacTBeHHAas1 NPAKTHKA (110 NPOGUIII0 CIeNNATbHOCTH) 144
Bunst paboT:

— ydJacTHe B IPOEKTUPOBAHHUU CETEBOW HHPPACTPYKTYPHI;

—  ydJacTue B OpraHH3allH CETEeBOTO aJIMHHUCTPUPOBAHHMS;

—  3KCIUTyaTalus 0ObEKTOB CETEBOM MH(PPACTPYKTYPBI;

—  ydYacTHe B yNpaBJIEHUH CETEBBIMH CEPBHCAMM;

— ydYacTHe B MOJICPHM3AIMU CETEBOI MH(PPACTPYKTYpHI;

—  c0op AaHHBIX IS aHAJIN3a UCTI0JIB30BAaHMS U (PYHKIIMOHMPOBAHHS ITPOTrPAMMHO-TEXHUYECKUX CPE/ICTB KOMIIBIOTEPHBIX CETEH;

—  y4acTHe B pa3paboTKe METO/I0B, CPEJCTB M TEXHOJIOTHI IIPUMEHEHUsI 00BbEKTOB MPO(EeCCHOHABHO e TeIbHOCTH;

—  TpoBeleHHE NPOPHUIAKTHYECKUX PadOT Ha 00BEKTaX CeTeBON HHMPACTPYKTYPHI M pabounX CTaHINAX;

—  yyacTue B MHBEHTapU3allMU TEXHUYECKHX CPEACTB CETeBOH MH(PACTPYKTYPHI, OCYLIECTBICHUE KOHTPOJIS IIOCTYNHUBILETO U3 PEMOHTAa 000PYI0BaHMSL;

—  3aMeHa PacXOJHBIX MAaTEpPHAJIOB M MEIKUIl PEMOHT mepudepuitHOro 060py10BaHNs, ONPEACIATh ycTapeBilee 000pyAOBaHNE W NPOTPaMMHBIE CPECTBA CETEBOU
HHPPACTPYKTYPHL.
IIpome:xxyTouHasi arTecTanus (3k3aMeH (KBaIu(PUKANUOHHBIH)) 10

Bcezo 690
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3. YCJIOBMS PEAJIU3ALIUUA TIPOTPAMMBI IPO®ECCUOHAJILHOIO
MOJIYJISt

3.1. TpedoBaHUsI K MUHMMAJBLHOMY MATEPUAJILHO-TEXHUYECKOMY 00ecredyeHuIo

Peanuzanmst mporpamMmbl  MOJIyJS TPEAINoOiaraeT Hajludue J1abopaTopuu
«Opranuzanyss ¥ NOPUHIUIBI  [IOCTPOCHUS KOMIIBIOTEPHBIX CHUCTEM», CTYIUU
NPOCKTUPOBAHUS U JU3aiiHA CETEBBIX APXUTEKTYp U HWHXKEHEPHOW Trpaduku, u
OCHAILIEHHBIX 0a3 MPaKTUKHU.

O6opynoBanue JadbopaTopuu:

1. 13 pabounx wmect (IIK, mMoHuTOp, MBIIIb, KIaBHATypa) (ammapaTHoe
o0ecrieueHre: He MEHee 2 CEeTeBBIX IUIaT, mpoueccop He Hike Core 15, onmepaTuBHas
maMsTh 00beMoM He meHee 16 1'0; HD 10000 Gb

2. TumoBoii cocTaB IJIst MOHTa)Ka U HAJAIKH KOMITBIOTEPHOU CETH:

Ka0enu pa3IMyHOro THUIA, MHCTPYMEHT OOXHUMHOW mIpodeccruoHanabHbIM, 3 rHe3na,
TOPLIEBOM, C XpamoOBUKOM, COBMECTHMM C KOHHekTopamu: RJ45/8P8C, RJ12/6P6C,
RJ11/6PAC, 4P4C, 4P2C, DEC/6P6C, Tectep aneKTpruecKuid KaOCSIbHBIH.

3.2. HudgopmanmonHoe odecnevyeHue 00yueHus

OCHOBHBIEC UCTOUHUKH:

1. H.B. Makcumos, N.W. [lonoB. KoMmmnpioTepHble ceTu [DIEKTpOHHBIN pecypc]:
yue06. [Tocobue -M.: DOPYM: UHDOPA-M 2021.

2.Kannenan C.A.. JluckperHas MaremaTtuka: yueOH. mocooue / C.A. Kanuenar.
Mocka: W «DPOPYM» : HWNHDPA-M, 2023. 222¢c.Pexum  poctyma
URL.:http://znanium.com/bookread2.php?book=978416

3. Ky3un A.B., Ky3un. JI.A.. Kommnprotepusie cetu: yue6. nmocodue / A.B. Ky3un,
H.A. Ky3un. — 4-e uza., nepepad. u non. Mocka: DOPYM: UHOPA-M, 2022. 190
c.  Pexum mocryma URL:http://znanium.com/bookread2.php?book=983172

4. HooxwmioB E.O. Kommnberotepusie cetu.—M.: OUL] «Akanemus, 2022

JIoTIOJIHUTENIbHBIE UCTOYHUKH:

1.Boponuna JI.A., Patuep C.B. HayuHo-uHHOBalMOHHBIE ceTH B Poccuu: OIBIT,
npoOiembl, iepciekTuBbl: Monorpadus / JI.A.Boponnna, C.B. ParaepMocksa.:HUI]
NHOPA-M, 2019. 254 C. Pexum JlocTymna URL:
http://znanium.com/bookread2.php?book=559015

2. I'ycea A.U., Kupee B.C., TuxomupoBa A.H.. JluckperHas Maremaruka :
yueonuk / A.W. I'yceBa, B.C. Kupees, A.H. TuxomupoBa. MockBa: KYPC: UHOPA-M,
2019. 208 c. Pexxum noctyma URL: http://znanium.com/bookread2.php?book=978936

3. I'ycea A.M., Kupee B.C., TuxomupoBa A.H.. [luckperHas maTemaTuka:
coopuuk 3amau / AWM. TI'yceBa, B.C. Kupee, A.H. TuxomupoBa. Mocksa: KYPC:
MHOPA-M, 2020. 224 C. Pexxum JocTyna URL:
http://znanium.com/bookread2.php?book=929964

4 MakcumoB H.B., IloroB N.M.. KommbroTepHbsie cetu: YdeOHOe mocoOue s
cryn. yupexaenuit CI10/ H.B. Makcumos, U.U. Tlonos. - 6-e u3a., nepepad. u 1om.
MockBa: ®opym: HHUI[ HMHOPA-M, 2022. 464 c. Pexum poctynma URL:
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http://znanium.com/bookread2.php?book=559015

http://znanium.com/bookread2.php?book=983166

HHTEepHET pecypchl:

1. Marepuanst MexayHapomaHoit cereBor akamemun CISCO// Kype CCNA:
AJIGKTPOHHAST CHCTEMa JHCTAaHIMOHHOTO oOydeHms. Pexxum moctyma URL:
http://netacad.com
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4. KOHTPOJIb U ONEHKA PE3YJIbTATOB OCBOEHUA
MPO®ECCHUOHAJIBHOI'O MOAYJIS (ITO PA3JIEJIAM)

Konx v HauMeHOBaHUe

npo¢eCCUOHATBHBIX U

00X KOMITETCHITHIHA,
(hopMHPYEMBIX B paMKax

Kputepuu ouenku

MeTobl O11eHKH!

MOJYJISI
IIK 1.1. BomnonHsTh O1eHKa «OTJINYHOY - TCXHUYECKOE 3a/laHie | DK3aMeH/3adeT B hopMme
MIPOEKTUPOBAHUE MIPOaHATH3UPOBAHO, AITOPUTM pa3paboTaH, | cobecemoBaHUS:

KabeIbHON CTPYKTYpHI
KOMITBIOTEPHOU CETH.

COOTBETCTBYCT TCXHUYCCKOMY 3aJIaHUTIO U
0(opMIIEH B COOTBETCTBHH CO CTAHAAPTAMH,
HOSICHEHBI €0 OCHOBHBIE CTPYKTYPBL
O1eHKa «XOPOILI0Y -aJTOPUTM pa3padoTaH,
0(opMIIEH B COOTBETCTBUH CO CTaHAAPTAMH
U COOTBETCTBYET 33/IaHHUIO, TIOSICHEHBI €T0
OCHOBHBIE CTPYKTYDBIL.

O1ieHKa «y/I0BJIETBOPHUTENBHOY - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHUIO.

MPaKTHYECKOE 3aJaHHe 110
HOCTPOCHHIO aJITOPUTMa B
COOTBETCTBHH C TEXHHYECKHM
3a1aHueM

3aruTa OT4YETOB 110
MPAaKTUICCKUM U
71a00paTOPHBIM paboTam

IIK 1. 2. OcymiecTBisTh
BBIOOp TEXHOJOTHUH,
HHCTPYMEHTATBHBIX
CPE/CTB U CPEICTB
BEIYUCITUTEIIFHON TEXHUKH
P OpTaHU3AIIH
mporiecca pa3paboTKu U
nccIeJ0BaHNs OOBEKTOB
poheCCHOHATBHOM
JeSITEIBHOCTH.

O1ieHKa «OTJIMYHO» - TEXHUYECKOE 3a1aHHe
MPOAaHATU3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHHYECKOMY 3aJJaHHUIO0 U
odopMIIeH B COOTBETCTBHH CO CTaHAAPTAMH,
TIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.
O11eHKa «XOPOII0» -aJTOPUTM pa3padboTaH,
ogopMIIEH B COOTBETCTBHH CO CTaHAAPTAMH
U COOTBETCTBYET 3a/IaHUIO, TTOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «y/I0BJIETBOPHUTENBHOY - allTOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHHUIO.

Ok3amen/3a4et B hopme
cobecetoBaHMsL:
MPAKTHYECKOE 3aJaHHe 110
MOCTPOCHHIO aJrOpUTMa B
COOTBETCTBHH C TEXHHIECKAM
3alaHIeM

3ammra OTYETOB 110
MPAaKTUIECKUM U
nabopaTOpHBIM paboTam

TIK 1. 3. OGecnieunBaTh
3amuTy HHPOPMAIIAU B
CETHU ¢ UCIIOJIb30BAHUEM
MPOrpaMMHO-AMMapaTHBIX
CPE/CTB.

Or11eHKa «OTJINYHOY - TEXHUYECKOE 3aJaHHe
MIPOAHATM3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUUECKOMY 3aJJaHUIO0 U
oopMIIeH B COOTBETCTBHH CO CTaHAAPTAMH,
TIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.
O11eHKa «XOPOII0» -aJTOPUTM pa3padboTaH,
oQopMIIEH B COOTBETCTBHH CO CTaHAAPTAMH
U COOTBETCTBYET 3a/IaHUIO, TOSICHEHBI €T0
OCHOBHBIE CTPYKTYPHI.

OreHKa «yAOBJIETBOPUTEIBLHO)Y - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHIO.

Ok3amen/3a4et B hopme
cobeceoBaHMs:
[PAaKTHYECKOE 3a/IaHHUE 10
HOCTPOCHHIO AITOPUTMA B
COOTBETCTBHH C TEXHHIECKUM
3alaHIeM

3amuTa OTYETOB IO
MPaKTUYCCKUM U
1a60paTOpHBIM paboTam

[IK 1. 4. ITpuanMaTs
y4JacTue B IIPUEMO-
CaTOYHBIX UCTIBITAHUAX
KOMITBIOTEPHBIX CeTeH 1
CEeTeBOro 000y I0BAHMS
Pa3IMYHOTO YPOBHS U B
OIIEHKE KayecTBa 1
YKOHOMHYECKOH

3¢ EKTUBHOCTH CETEBOM
TOTIOJIOT M H.

O1ieHKa «OTJIMYHO» - TEXHUYECKOE 3a1aHHe
[POAaHATU3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJJaHHUI0 U
odopMIIEH B COOTBETCTBHH CO CTaHAAPTAMH,
TIOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOPOII0» -aJIrOPUTM pa3padoTaH,
oQopMIIEH B COOTBETCTBHH CO CTaHAAPTAMH
1 COOTBETCTBYET 3a/IaHHIO, TTIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPHI.

O1ieHKa «y/I0BJIETBOPHUTEIBHOY - AIITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHHUIO.

Ok3amen/3auet B opme
cobecenoBaHusL:
MPAKTHYECKOE 3aJaHHE 110
HOCTPOCHHIO arOpUTMa B
COOTBETCTBHH C TEXHHIECKUM
3a/laHieM

3ammrTa OTYETOB 110
MPaKTUYCCKUM U
1a00pPaTOPHBIM paboTam

TIK 1. 5. BeInoasaTs
TpebOBaHUs HOPMATUBHO-
TEXHUYICCKON
HOKyMeHTaHI/II/I, HUMCTH
OTIBIT O(POPMIICHHS

HpOCKTHOfI JAOKYMCHTalU.

O1eHKa «OTJIMYHO» - TEXHUIECKOE 3a1aHNe
[IPOAHATU3UPOBAHO, ATOPUTM Pa3paboTaH,
COOTBETCTBYET TEXHHUUIECCKOMY 33JaHUIO U
0¢OpMIIEH B COOTBETCTBHUH CO CTaHIapTaMH,
MIOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOPOII0» -aJrOPUTM pa3padboTaH,
odopMIIEH B COOTBETCTBHH CO CTaHAAPTAMH
U COOTBETCTBYET 3a/IaHMIO, TTOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «y/I0BJIETBOPHUTEIBHOY - AJITOPUTM

Dk3amMeH/3a4ueT B popme
cobecenoBaHusA:
MPaKTHYECKOE 3a/1aHKe TI0
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBUH C TEXHHYCCKIM
3aJJaHuEM

3aIIII/ITa OTYECTOB I10
IMPAaKTUICCKUM U
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pa3paboTaH U COOTBETCTBYET 3aIaHHIO.

nabopaTOpHBIM paboTam

OK 01. Bribupatb crioco0sr
pelreHus 3a1aq
poheCCHOHATBHOM
JIeATEILHOCTH,
NPUMCHUTENBHO K
Pa3IMYHBIM KOHTEKCTaM.

— 00OCHOBaHHOCTb IIOCTAHOBKH IIEJIH,
BBIOOpa ¥ NPUMEHEHHUS] METOJ/IOB U CIIOCO00B
pelieHus mpoQpeCCUOHANBHBIX 3a7ay;

- aJIeKBaTHas OLIEHKA M CaMOOLICHKA
3((HeKTUBHOCTH U Ka4eCTBA BHITIOTHEHHUS
npodecCHOHAIBHBIX 33134

OIT 02.0cymmecTBIATH
MIOMCK, aHAJIH3 H
HHTEPIPETALHIO
nHpOpMALNH,
HEOOXOAUMOM IUIs
BBIIIOJIHCHUA 3a1a4

- UCTIOJIb30BAHHE PA3IMIHBIX HCTOUYHHUKOB,
BKJIFOUAst JJICKTPOHHBIE PECYPCHI,
Mmenuapecypcebl, MHTepHET-pecypcl,
MIEPHOANYECKIE U3IaHNS TI0 CIICIHAIBHOCTH
JUIS peteHns MpoecCHOHAIBHBIX 3a1ad

poheCCHOHATBHOM

JICSITCIIBHOCTH.

OK 03. [ImarupoBats 1 - IEMOHCTpAIys OTBETCTBEHHOCTH 3a
PCaIN30BLIBATH MPUHATHIC PCUICHUA

cOOCTBEHHOE - 000CHOBaHHOCTb CaMOaHaJIN3a U

npodeccHoHaIBbHOE U
JIMYHOCTHOE Pa3BHTHE.

KOPPEKLUS Pe3yIbTaTOB COOCTBEHHOM
paboTHI,

OK 04. Paborats B
KOJUICKTUBE M KOMaHJE,

3¢ PeKTHBHO
B3aMMO/ICHCTBOBATH C
KOJUIETaMH, PYKOBOJICTBOM,
KJIMEHTaMH.

- B3aMMO/ICHCTBHE C 00YJIAIOIIIMHUCH,
MPENoJaBaTEIIIMHA U MacTepaMH B X0JIe
00y4YeHHs, C PYKOBOIUTEIIIMH YIeOHOH 1
MIPOM3BOJICTBCHHON MPAKTHUK;

- 000CHOBaHHOCTP aHAJN3a PAOOTHI WICHOB
KOMaHIpl (TIOYUHEHHBIX)

OK 05. OcymuiecTBisTh
YCTHYIO U IIUCbMEHHYIO
KOMMYHHUKAIIUIO Ha
rOCYIapCTBEHHOM SI3BIKE C
y4EeTOM 0COOCHHOCTEH
COIMAITBHOTO H
KYJBTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOW U IIMCbMEHHOU peyH,
- ICHOCTH ()OPMYJIMPOBAHHUS U U3JIOKECHUS
MBICIIEN

OK 06. TlposiBasthb
rpaskAaHCKO-
MIATPHOTUYECKYIO TIO3UIIHIO,
JIEMOHCTPHPOBATh
OCO3HAHHOE MOBEIECHNE Ha
OCHOBE 00IIEYETIOBEUECKUX
LIEHHOCTEH.

- coOJIroieHre HOPM TIOBEJICHHUS BO BpeMs
y4eOHBIX 3aHATHH U IIPOXOXKICHNS YIeOHON
Y IIPOM3BOICTBEHHOH MPAKTHK,

OK 07. CogeiicTBoBaTh
COXPaHCHHIO OKPYKAIOIICH
cpensl,
pecypcocOepeReHuto,

3¢ (GEKTHBHO 1EHCTBOBATH B
YpE3BBIYANHBIX CUTYAIUSX.

- 9(ppexTuBHOCTD BhITIONHEHUS ipaBui Th
BO BpeMsI yUeOHBIX 3aHATHH, IPH
MPOXOXKACHNHU Y4eOHOH U
IIPOU3BOJCTBEHHON IIPAKTHK;

- 3HAaHUE U UCTIOJIb30BaHHE
pecypcocOeperaronix TeXHOIOTHH B
00J1aCTH TEJIEKOMMYHHUKALIUH

OK 08. Hcmonn3oBaTh
cpencTBa (PU3NYECKOH
KYJBTYPBI JJIs1 COXPaHCHUS
U YKPEIUICHHS 3[I0POBbS B
mporecce
npodeccruoHaTbLHOM
JCATCIBHOCTHU U
To/I/IepKaHre
HEOOXOIUMOTO YPOBHS
¢busmgecKont
ITOArOTOBJIEHHOCTH.

- 3 dexTHBHO UCTIONB30BATH CPEACTBA
(u3MYECKO KyIbTYpHI U1 COXPaHEHHS U
YKpEIIeHUs 300pOBbs B IIPOLECCEe
npodeccHoHaIBHOM eI TeIbHOCTH U
HojiepkaHie He00X0IMMOTO YPOBHS
(u3muecKoil MOATOTOBICHHOCTH. ;

OK 09. Ucmons30BaTh

- 3¢)()EeKTUBHOCTH UCTIOJIH30BAHUS

WurepnpeTaiius pe3ysibTaToB
HaOIr0AEHMH 3a
NEATEIHEHOCTHIO
oOyugaromierocs B mporecce
OCBOCHUsI 00pa30BaTEIbHOM
IPOrPaMMBbI

DKCrepTHOE HAOIOICHUE U
OlIeHKa Ha J1a00paTOpHO -
MPAKTUICCKUX 3aHATUAX, TIPU
BBITIOJTHEHUH PabOT 1O
y4eOHOH
MIPOHU3BOICTBEHHOM
MPaKTHKaM

OKk3aMeH KBaTH(OUKAITUOHHBIN
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nH}popMannOHHbIE
TEXHOJIOTHUH B
npoheCCHOHATBHOM
JeSTEIILHOCTH.

MHPOPMATMOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTHIA B IPOPECCHOHATEHOM
JESITEITBHOCTH COTITacHO (POPMHUPYEMBIM
YMEHUSIM U TOJTy4aeMOMY
NPaKTHYECKOMY OIBITY;

OK 10. ITomp30BaThCs
poheCCHOHATBHOM
JOKyMEHTaluen Ha
rOCYAapPCTBECHHOM H
HHOCTPAHHOM SI3bIKE.

- 3(h(heKTUBHOCTH UCTIOJIH30BAHUS B
npoQeCCUOHANBHOM JCSITEIBHOCTA
HEOOXOIMMOH TEXHHIECKOH TOKyMEHTAIINH,
B TOM YHCJIC HA aHTJIMHCKOM SI3BIKE.

OK.11. IlnanupoBatb
HpeIPHHIMATEIIBCKYIO
JesATeNbHOCTD B
npodeccronansHoichepe

- 9()(heKTHBHO TIAHUPOBATH
NpeIIPHHUMATENCKYIO IS TEIILHOCTD B
npodecCHOHANBHON cepe TIpH MPOBEICHUN
paboT 10 KOHCTPYUPOBAHUIO CETEBOM

MHQPACTPYKTYPHI
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