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CTpyKTypa U cojep:KaHHe MPAKTHKH
(3 xypc, 5 cemectp)

n/n

HaumenoBanue BHU/10B, Pa3jiecjioB U TEM IPAKTUKHA

KoaunuecTtBo
JacoB

[TpoBeneHre MHCTPYKTaXa MO TEXHUKE OE30IMaCHOCTH.
O3HaKOMJIEHHE C TUIaHOM MPOBEACHUS YUeOHON MPAKTHKU.
[TosmmyyeHue 3aJaHui 10 TEMATHKE.

6

Co3znaHue KOHCOJIbHOM ceccuu ¢ momolpto Tera Term

Co3znanue nmpocTon ceTu

Konduryparus anpeca ynpaBiaeHUs] KOMMyTaTOpamMu

[Toctpoenue nepexpéctHoro kabens Ethernet

[TpocmoTp mHGOpMaIHK O ceTeBOi HHTEphEHCHOM TIaTe MPOBOIHBIX
1 OecrpoBOHBIX ceTei

0630p MAC-anpecoB ceTeBbIX YCTPOUCTB

Paccmotpenne ARP ¢ momomisro Windows CLI, 10S CLI u Wireshark
Hcnonb3oBanue nntepgeiica komanHoi crpoku [0S ¢ Tabnunamu
MAC-aapecoB KOMMyTaTOpa

N3yuenue puznuecKkux XapakTepuCTHK MapLIpyTU3aTOpa
Co3znianue ceTu, CoCcTosIIIEeH U3 KOMMYTaTopa U MapuIpyTu3aTopa

Hcnonb3oBanue nporpammsl Wireshark amst ananmusa 3axBarta ceancoB
FTP u TFTP

Hactpoiika IPv6-anpecoB Ha CETEBBIX yCTPOMCTBAaX

TecTtupoBaHue CETEBOTO MOAKIIOYESHHUS C IIOMOIIBI0 KOMaH «ping» u
«traceroute»

Pa3paboTka u BHeApeHUE CTPYKTYphI afapecanuu [Pv4-cetu,
pa3aes€HHON Ha TOACETH
Pa3paboTka u BHepeHue CTpYKTyphI aapecaruu VLSM

JocTtyn K cereBbIM ycTpoKcTBam uepe3 npotokoa SSH
ObecrneyeHre 6€30MaCHOCTH CETEBbIX YCTPOMCTB

Hcnonp3oBanue nnrepdeiica komanauou crpoku (CLI) mist cbopa
CBEJICHUN O CETEBBIX YCTPOMCTBAX

VYupasnenue ¢aitiiaMu KOHQUTYypaluy MapIIpyTU3aTopa ¢ MOMOILBIO
MIPOrPaMMHOT0 O0eCTIeYeHHs IMYJISIIIMY TEPMHUHATIA

VYupasnenue ¢aitnamu KOHQUTYpaUH YCTPONUCTB C UCTIOIb30BAHUEM
TFTP-cepBepa, dhaem namsatu u USB-HakonuTens

bazoBas HacTpolika KOMMyTaTopa
HacTtpoiika napameTpoB 0€30MacHOCTH KOMMYyTaTopa

Konduryparms cereit VLAN 1 TpaHKOBBIX KaHAJIOB
[Touck u ycrpanenue Henoiaaao0k B KoHpurypamuun VLAN
Peanuzarus cucreMsl 0e3onacHocTu cetd VLAN

10

Hacrpoiika 6a30BBIX MapaMeTpoB MapIIpyTH3aTOPa ¢ MOMOIIBIO
untepderica komanaHoi crpoku (CLI) cucremsr Cisco 10S
HacTtpoiika 6a30BbIX MapamMeTpoB MapuipyTu3atopa ¢ nomoisio CCP

11

Hactpoiika mapupyTtuzanuu mexxay VLAN nns kaxaoro unrepdeiica
Hacrtpotika mapmpytuzannu mexay VLAN Ha OCHOBe cTaH1apTa
802.1Q u TpaHKOBOIO KaHaja

Ilouck m ycTpaHeHHEe HENOJIaA0K B MAapIIPYyTU3ALUHA MEKIY CETSIMHU
VLAN

12

HacTtpoiika cratnyeckux MapumpyToB U MmapuipyTos [Pv4 o
YMOJTYaHHUIO
Hacrtpolika ctatnueckux mapuipytoB [Pv6 u mapuipyros IPv6 o
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YMOJTYaHHUIO

13

Pa3pabotka u peanu3zarus cxeMsl aapecanuu [Pv4 ¢ ucnonpzoBanuem
VLSM
Pacuér cymmapusix mapiipytoB [Pv4 u [IPv6

HOI/ICK u yCTpaHeHI/Ie HCITIOJIAJOK CTaATUYCCKUX MapI_LIpyTOB IPV4 n
IPv6

14

Hacrpoiika npotokosioB RIPv2 u RIPng
Hacrpoiika 6azoBoro mpotokosna OSPFv2 s onHoit obnacti
basoBast HacTpoiika nporokosa OSPFv3 nnst ogHolt oOnactu

15

Hactpoiika u npoBepka crangapTHbix ACL-ciuckoB

Hacrpoiika u nposepka orpannueHuii VIY

Hacrpoiika u npoBepka pacmmpenHbix ACL-ciuckoB

[Touck u ycTpaHeHre HEMoJIal0K B HacTpoiike U pazmeniennn ACL-
CIIMCKOB

Hactpotiika u mpoepka ACL-ciickoB mist IPv6

16

bazoBas nacrpoiitka DHCPv4 na Mmapuipytusarope

bazoBas nacrpoitka DHCPv4 na kommyTatope

[Touck u ycrpanenue Henonagok B padbore DHCPv4

Hacrpoiika ceppepa DHCPv6 6e3 oTcnexxuBaHus COCTOSHUS U €
OTCIIE)KUBAHUEM COCTOSTHUSA

ITouck u ycrpanenue Henoaaaok B padore DHCPv6

17

Hacrtpoiika qunamudeckoro u ctatudeckoro NAT
Hactpoiika NAT-nyna ¢ neperpy3skoii u PAT
[Towck u ycTpaHeHUe HEMOIa 0K KoHpurypanuii NAT

18

Odopminenne otyera. Yyactue B 3aueT-KOH(EPEHLIUH 10 yueOHOH
IIPAKTHKE

Bcero:

108




IInanupyemMble pe3yJibTaTbl 0CBOEHHS IPOrPaMMBbl PAKTHKHU

(DOpMOﬁ OTYCTHOCTHU 06}"{8.}0]1_[61"0051 MO MPAKTUKE SABJISICTCA JHCBHHUK C INPUIIOKCHUAMUA

K HeMy B BHAE TIpadUyecKux,

ayano-, (oro-, BuACO- H(WIM) JPYTUX MaTEPHUATIOB,

MOJITBEPKIAIONIMX TPUOOPETEeHHE O0YYArOIIUMCS MPAKTHUYECKUX MPO(ecCHOHANBHBIX YMEHHH
[0 OCHOBHBIM BMJaM TNpO(hecCHOHAIBbHOM NesATeIbHOCTH M HampaBjieHa Ha (OpPMHUPOBAHUE Y

oOy4Jarorierocst 00mux 1 Mpo(ecCHOHATBHBIX KOMIIETSHITUH.

KOHTpO.HB " OLICHKA PE3YJIbTATOB OCBOCHH A MMPAKTUKH OCYIICCTBIIACTCA IMTPEIIOAaBaTCIICM

— PYKOBOOUTCIIEM IIPAKTHUKMU.

Kozap! 1 HanMeHOBaHUA
MIPOBEPSAEMBIX KOMIIETCHIIUI
WJIM UX COYETAHUU

Bunasl u 00BeM pa60T, BBIITOJIHCHHBIX O6y‘IaIOH_II/IMC${ BO BpCMA
IIPaKTUKH

IIK 1.1. BeimonHsTh
MPOEKTUPOBAHHUE KaOEIbHOM
CTPYKTYPbI KOMITBFOTEPHOM
CETH.

Co3manne KOHCOJIBHOM CECCHH C IIOMOIILIO Tera Term
Co3znanue npocToi cetu

Kondurypanus anpeca ynpapieHuss KOMMyTaTOpamMu
[Toctpoenue nmepekpéctHoro kadens Ethernet

[IpocmoTtp nHpOpMaIuu o ceTeBoii HHTEpdeiicHOI miaTe
IPOBOJHBIX U OECIIPOBOTHBIX CETEH

00630p MAC-apecoB ceTeBBIX YCTPOUCTB

Hcnonb3oBanue unrepdeiica komanaHoi ctpoku 10S ¢
tabmmmamu MAC-aapecoB KoMmMyTaTopa

N3ydenne ¢pu3nyuecKkux XapakTepUCTHK MapLIpyTU3aTopa
Co3znanue ceTu, COCTOAIIEH U3 KOMMYTAaTOpa U MapuIpyTH3aTopa
Hacrpoiika [Pv6-anpecoB Ha CeTEBBIX yCTpOiCTBax
Pa3paboTka u BHeIpeHUE CTPYKTYpHI aapecaruu [Pv4-ceru,
pa3ieN€HHON Ha IOACETH

basoBas HacTpolika KOMMYTaTopa.

IIK 1. 2. OcyuiecTBisITh
BBIOOP TEXHOJIOTHH,
WHCTPYMECHTAIBLHBIX CPEICTB
1 CPEJICTB BBIYUCITUTEIIBHON
TEXHUKH MPU OpPTaHU3aIun
mporecca pa3paboTKu U
HCCIEA0BAHUSA O0OBEKTOB
npodecCUOHATLHON
JIEATEIILHOCTH.

HacTtpoiika 6a30BbIX TapaMeTpoB MAPIIPYTU3ATOPA C TIOMOIIBIO
uHtepderica komanaHou crpoku (CLI) cucrembr Cisco 10S
Hacrpoiika 6a30BbIX apaMeTpoOB MapUIpyTU3aTOPa C MOMOIIBIO
CCP

Kouduryparus cereit VLAN 1 TpaHKOBBIX KaHAJIOB.
Hacrpoiika mapmpytuzanuu mexay VLAN i kaxaoro
uHTEepdeiica

Hacrpoiika mapmpytuzauuu mexay VLAN Ha ocHOBe craniapTa
802.1Q 1 TpaHKOBOI'O KaHaja

Hacrpoiika ctatnueckux mapuipyToB u MapupyTtos IPv4 no
YMOJIYAHUIO

Hacrpoiika ctatnueckux mapuipytoB [Pv6 u mapupyros [Pv6 no
YMOJIYaHUIO

Pa3zpaboTka u peanuzarus cxemsl aapecaruu [Pv4 ¢
ucnonb3zoBanuem VLSM

Pacuér cymmapubix mapuipytos IPv4 u IPv6

Hactpoiika nmpotokonoB RIPv2 u RIPng

Hacrpoiika 6a3oBoro nporokona OSPFv2 nns omxHo# o6mactu
BbazoBas Hactpoiika nporokona OSPFv3 mns ogHoit obnactu
bazoBas nacrpoiitka DHCPv4 na mapuipytuzarope

bazoBas nactpoitka DHCPv4 Ha kommyTarope

[Nouck u ycTpanenue Henosnaaok B pabore DHCPv4

Hacrpoiika cepsepa DHCPv6 6€3 oTcnexuBanusi COCTOSTHUS U €
OTCJICKUBAHUEM COCTOSIHUS
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Hacrpoiika qunamudeckoro u cratudeckoro NAT
Hactpoiika NAT-nyna ¢ neperpy3koi u PAT

IIK 1. 3. ObGecneunBarh
3alUTy HHGOOPMAIIUU B CETH C
HCIIOIL30BaHUEM
MIPOrPaMMHO-AITITAPATHBIX
CPEICTB.

Hacrpoiika mapamMeTpoB 6€30MacHOCTH KOMMYTaTopa
Peanu3anus cucremsl 6e3onacHoctu cetu VLAN
Hacrpoiika u mpoBepka crannaptabix ACL-ciuckoB
Hacrpoiika u npoBepka orpannuenuit VI'Y
Hacrpoiika u nposepka pacmmpenHslx ACL-cnickos
Hacrpoiika u nposepka ACL-cniuckos s [Pv6

IIK 1. 4. IIpuaumars y4actue
B IIPUEMO-CIaTOYHBIX
MCHBITAaHUSAX KOMITbIOTEPHBIX
CeTeH U CETEBOro
000pyI0BaHUS PA3TUIHOTO
YPOBHS U B OLIEHKE KauecTBa
Y DKOHOMHUYECKON

3¢ (HEeKTUBHOCTH CETEBOM
TOMOJIOTUH.

Hcnonb3oBanue nntepgeiica komanaHo crpoku (CLI) amst coopa
CBEJICHUI O CETEBbIX yCTPOUCTBAX.

VYnpasnenue daiinamMyu KOHGUTyparuu MappyTH3aTopa ¢
MOMOIIBIO IPOTPAMMHOTO 00eCTIeYeHUS HIMYJISIIIUY TepMHUHATIA
VYupasnenue dainamu KOHQUTYypaIIMu YCTPOMCTB C
ucnonszoBanueM TFTP-cepsepa, dem namstu u USB-
HaKOTIUTEJIS.

TectrpoBaHue CETEBOr0 MOAKIIOUEHUS C IOMOIIbI0 KOMaH1
«ping» U «traceroutey.

JlocTyn K ceTeBbIM yCcTpoHcTBaM uepe3 npoTokoa SSH.
ObecrnieueHne 0€30MaCHOCTU CETEBBIX YCTPOMCTB.
Hcnonws3zoBanue nporpammbl Wireshark s ananusa 3axsata
ceancoB FTP u TFTP.

Paccmotpenune ARP ¢ momomrsro Windows CLI, 10S CLI u
Wireshark.

[IK 1. 5. Beinoanste
TpeGOBaHUSI HOPMAaTHUBHO-
TEXHUYECKOH TOKyMEeHTaluH,
UMETH OIBIT O(POPMIICHHUSI
MIPOEKTHOHN TOKYMEHTALIUH.

Iouck u ycTpanenue Henonazok B KoHpurypanuun VLAN

[louck u ycTpaHeHue HeNnonal0K CTaTuuecKux MapupyTos [IPv4 u
IPv6

[Touck u ycrpanenue Henonaaok koHpuryparuii NAT

[louck u yctpanenue Henonanok B pabore DHCPv6

[Touck u ycTpaHeHHEe HEMOJIAI0K B HACTPONKE U pa3MEIICHUU
ACL-cniuckoB

[Touck u ycTpaHeHue HEMoNa 10K B MapIIPYTU3ALUNA MEXTY
cersimu VLAN

OK 1. Beibupats criocoOsl
peleHus 3aaay
npo¢eCCUOHATTEHON
JeATeNLHOCTH,
IPUMEHHUTEIBHO K
Pa3INYHBIM KOHTEKCTaM.

- pacrmo3Haer 3aa4yy u/uim npolieMy B mpopeccuoHaTbHOM
W/MIN COMAIbHOM KOHTEKCTE;

- aHATTM3UPYET 3aJauy W/WIK PpoOIeMy U BBIIEISIET €€ COCTaBHbIC
YacTy;

- BBISIBJIACT U 3((PEKTUBHO UILET UH(OPMAIIHIO, HEOOXOIUMYIO
JUISL PEIICHUS 3a1a4 U/UITH TPOOIIEMBI;

- COCTaBJISAET IUIaH JEHCTBUSA U ONpeeseT Heo0X0AUMbIe
pecypesl;

- pE€aIM30BBIBAECT COCTABJIEHHBIN IJIaH;

- OLICHUBAET PE3yJIbTAT U MOCIEACTBUS CBOUX ACHCTBUI
(caMOCTOSATENBHO UM ¢ IOMOIIBIO0 HACTABHUKA)

- 3HAET aKTyaJbHBIN MPO(ECCHOHATBLHBIN U COIMATTLHBIH
KOHTEKCT, B KOTOPOM IPUXOAUTCS paboTaTh U KUTh;

- 3HaeT OCHOBHBIE UICTOUHUKU MH(POPMALIUU U PECYPCHI IS
perieHus 3a1a4 ¥ npodsieM B MpodecCHOHATBHOM H/UITH
COIMATEHOM KOHTEKCTE;

- 3HaeT aJITOPUTMBbI BBIIIOJHEHUS Pa0OOT B MPo(ecCHOHaIbHON 1
CMEXHBIX 00J1aCTsAX; METOJIbI PA0OTHI B TPO(ECCHOHATHHOMN U
CMEXHBIX cdepax;
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- 3HaeT MOPSAJOK OLEHKU Pe3yJbTaTOB PEIIeHUs 3aau
poecCHOHATILHOM IesITeNIbHOCTH

OK 2. OcymiecTBisITh OUCK,
aHaJIN3 U WHTEPIIPETAIIHIO
uH(popMaIuu, He0OX0AUMOM
JIUIS1 BBITTOJTHEHMS 3a/1a4
npo¢eCCHOHATEHON
JIeATEIIbHOCTH.

- oTpeseNseT 3a4a4M I IOUCKa HHPOPMaLINH;

- ompezeNsieT He0OXOAMMbIE HCTOYHUKHA HH(POPMAIIHH;

- IJTAHUPYET MPOIIECC TTOUCKA;

- CTPYKTYpHPYET MOIy4aeMyto HH(POPMALIHIO;

- BBIZIJISIET HanboJiee 3HaYuMoe B TiepeuHe nH(opmanuu,

- OIICHUBAET MPAKTUYECKYIO0 3HAUUMOCTh PE3yJIbTATOB IMMOUCKA;
- oopMIISIET Pe3yIbTAThI TOMCKA

- 3HaeT: HOMEHKJIATypy HH()OPMAIIMOHHBIX HCTOYHHKOB,
MPUMEHSEMBIX B TPO(EeCcCHOHANBHOM IeSTENILHOCTH; PHUEMBI
CTpYKTypupoBaHus HH(popmanuu; popmar opopmiieHUs
Pe3yJIbTaTOB MOKCKa HH(OpMaIUU

OK 3. IInanupoBats u
peann30BbIBATH COOCTBEHHOE
Mpo¢eCCHOHAIEHOE U
JIMYHOCTHOE Pa3BHUTHE.

- OIIpeAeIsieT aKTyaJbHOCTh HOPMAaTUBHO-IIPABOBOU
JOKYMEHTAIMH B PO ECCUOHANBHON AEATEIbHOCTH;

- IPUMEHSET COBPEMEHHYIO HAyYHYIO MPOPECCHOHATBHYIO
TEPMHUHOJIOTHIO;

- OIpeeIseT ¥ BBICTPAUBACT TPACKTOPUH MPOPECCHOHATHLHOTO
Pa3BUTHA U CaMOOOPa30BaHUS

- 3HAeT: CoJIep)KaHKNE aKTyaTbHOW HOPMAaTHBHO-TTPABOBOM
JOKYMCHTAallUM; COBPEMCHHAA HaAy4YHasd U HpO(i)CCCI/IOHaJ'II)Haﬂ
TEPMHHOJIOTHS; BO3MOXKHBIC TPACKTOPHH MPOPECCHOHATBHOTO
pa3BUTHUA U caM0o00pa3oBaHUs

OK 4. PaboTaTh B KOJUIEKTUBE
1 KoMaH/e, 3pheKTHBHO
B3aHMOJCHCTBOBATH C
KOJUIEraMU, PYKOBOJICTBOM,
KJIMEHTaMH.

- OpraHu3yeTt paboTy KOJJICKTHBA U KOMaH/Ibl;

- B3aUMOJICHCTBYET C KOJUIEraMH, PYKOBOJICTBOM, KITUCHTAMHU B
X0/JIe MPOPECCHOHATBHON IeATEeTHHOCTH

- 3HACT. IICUXOJOTHYCCKHUEC OCHOBBI ACATCIIbHOCTH KOJJIJICKTHUBA,
IICUXOJIOTHYECKHE 0OCOOCHHOCTH JTMYHOCTH; OCHOBBI IPOSKTHOM
JIeATSIIbHOCTH

OK 5. OcymiecTBisiTh YCTHYIO
U IICHbMEHHYIO
KOMMYHUKAIIHIO Ha
rOCY/IapCTBCHHOM SI3bIKE C
y4eTOM 0COOECHHOCTEH
COIIMAJIBHOTO U KYJIbTYpPHOTO
KOHTEKCTA.

- FpaMOTHO n3j1aract CBOM MbICJIN U O(l)OpMJ'I?[eT I[OKYMGHTBI 110
podeCCHOHATBHON TEMATHKE HA FOCYIapCTBEHHOM SI3BIKE,

- IPOSIBJISIET TOJIEPAHTHOCTH B paboUeM KOJUIEKTHBE

- 3HAaET 0COOCHHOCTH COITHAILHOTO U KYJIbTYPHOTO KOHTEKCTA;
npaBuia opopMIICHUS JOKYMEHTOB U MMOCTPOCHUSI YCTHBIX
COO0O0IIIEHHI

OK 6. [IposiBasTH
Ipa)xIaHCKO-
MaTPUOTHYECKYIO MO3UIHUIO,
JIEMOHCTPUPOBATH
OCO3HAaHHOE MOBEJICHUE Ha
OCHOBE TPaIUIIMOHHBIX
00111e9eII0BEYECKIX
LIEHHOCTEMN, TPUMEHSITh
CTaHAapThHI
AHTHKOPPYIIIHOHHOTO
MOBE/ICHUS.

- OIMCBIBAET 3HAYMMOCTh CBOEH Mpodeccuu (crennaibHOCTH)
- 3HAaeT CYIHOCTh I'PaXAaHCKO-NIaTPUOTUYECKOHN MO3ULINH,

00I11e4eTI0BEYECKHUX [IECHHOCTEH; 3HAUUMOCTh NMPO(hecCHOHAIBHOM
JESITEIbHOCTHU 110 Npodeccuu (CIennaabHOCTH)

OK 7. CogeiicTBOBaThH
COXPAHEHUIO OKpYKaroLen
Cpelbl, pecypcocOepekeHHIO,
7¢(heKTUBHO AeiCTBOBATH B
YpE3BBIYANHBIX CUTYAIIHSIX.

- cOOJII0IaeT HOPMBI IKOJIOTMUECKON OE€30IaCHOCTH;

- OTIpeIeNsIeT HAIIPaBIICHHS PECYpCcOoCOepexeHUs B paMKax
po¢eCCHOHATILHOM JCSATEIBHOCTH 110 TTpodeccuu
(criennaabHOCTH)

- 3HaeT MpaBHJIa SKOJIOTMYECKON 0€30MacHOCTH TPHU BEICHUH
podeCCHOHATBLHOM ISSITEITLHOCTH; OCHOBHBIC PECYPCHI,




3a/IeHiCTBOBAHHBIC B TPOPECCHOHATBHOM A TSIbHOCTH; Iy TH
obecrieueHus pecypcocOepekeHus

OK 8. Hcnonb3oBaTh
cpezncTBa GU3NIECKOM
KYJIBTYPBI I COXpAaHEHUA U
YKpEIUIeHUs 370pOBbs B
npoiiecce npodeccuoHaNbHOM
JACATCIBbHOCTH U
no/iep>kKaHust HE0OX0MMOTO
ypOBHS (pu3nuecKont
MIOJITOTOBJICHHOCTH.

- UCHOJB3YeT PU3KYJIBTYpPHO-03/10POBUTEIBHYIO AEATEILHOCTh
JUISL YKPETUICHUS 3/10pOBbs, JOCTHXKEHHS )KU3HECHHBIX U
Mpo(eCCHOHATIBHBIX IIECJICH;

- IPUMEHSET PAllMOHATIbHBIE IPUEMbI IBUTATENIbHBIX (PYHKLUHN B
npodeccuoHaIbHON 1eATETbHOCTH;

- IOJI3YETCs CPEICTBAMH NMPO(UIAKTUKY MTEPEHANPSIKESHUS
XapaKTepHBIMU U1 JAaHHOM npodeccuu (CIeualIbHOCTH)

- 3HaeT pojib (PU3HUECKON KYJIbTYPBhI B OOLIEKYIbTYPHOM,
poeCCHOHATHPHOM M COLIMAIBHOM Pa3BUTHH YEJIOBEKA; OCHOBBI
3JI0pOBOT0 00pa3a *KU3HU; yCIO0BUS MpodhecCHOHaTbHON
NeSITeNbHOCTH U 30HBI pHCKa (PU3UYECKOT0 3A0POBbS IS
npodeccuu (CrenuaaIbHOCTH); CPEACTBA MPOPHUIAKTUKI
nepeHanpsHKeHUst

OK 9. Ucnonn3oBath
UH(POPMALIMOHHBIE
TEXHOJIOTHH B
npoeCCUuOHATIBHON
JIEATEIILHOCTH.

- IPUMEHSIET CpeicTBAa NHPOPMAIIMOHHBIX TEXHOJIOTHH JIJIs
penreHus mpodecCuoHaNBHBIX 3a71a4;

- UCTIOJIB3YET COBPEMEHHOE MPOrpaMMHOe 0OecTieYeHre

- 3HAaeT COBPEMEHHBIC CPEIICTBA U YCTPOMCTBAa MHPOPMATH3AIINY;
MOPSIIOK X IPUMEHEHUS U TIporpaMMHOe oOecTrieueHHe B
poeCCHOHATTEHON JEATEIHPHOCTH

OK 10. ITonb3oBaThCs
npodeccuoHanbHOM
JIOKyMEHTAaIMen Ha
roCyJJapCTBEHHOM U
MHOCTPAHHOM S3bIKaX.

- IOHUMAET OOIIUIl CMBICI YETKO MPOM3HECEHHBIX BBICKA3bIBAHUH Ha
M3BECTHBIE TeMbI (IpodecCHOHaNbHBIE U OBITOBBIC), IOHUMAET TEKCTHI
Ha 06a30BbIe MPO(ECCHOHANBHEBIE TEMBI,

- Y9acTBYeT B JUAJIOTaX HA 3HAKOMBIE 00IIre 1 MpoeccCHoHaIbHBIE
TEMBI,

- CTPOHT IPOCTHIC BHICKA3bIBAHUS O ceOe U 0 CBOeH MpodeccHoHaTBLHOM
JESITEbHOCTH;

- KpaTKO OOOCHOBBIBAET U OOBSICHSCT CBOU ACHCTBUS (TEKYLIHE U
IUTaHUPYEMBIE);

- IAIIET MTPOCTHIE CBSA3HBIE COOOIIEHNS Ha 3HAKOMBIE MITH
WHTEpeCyoIue MpodeccnoHaIbHbIe TEMbI

- 3HAeT MPaBHJIA IOCTPOCHUS IPOCTHIX U CIIOXKHBIX TPENIOKEHUH Ha
po(heCCHOHANTBHBIC TEMbI; OCHOBHBIC OOIICYITOTPEOUTELHBIC TIIAr0JIbI
(ObITOBas M MpodeccuoHaNbHAS JICKCUKA); JICKCHICCKUI MUHUMYM,
OTHOCSIIUNCS K ONMUCAHUIO TPEJMETOB, CPEACTB U MPOLIECCOB
podeCCHOHATBEHON NIEATETHFHOCTH; OCOOSHHOCTH ITPOU3HOIIEHNS;
NPaBUJIa YTEHHS TEKCTOB MPOGeCCHOHATBHON

OK 11. Ucnonb3oBaTh 3HaHUS
1o (UHAHCOBOM
IPaMOTHOCTH, IJIAHUPOBATh
MpeINPUHIMATETBCKY IO
JIESTEIILHOCTh B
npodeccuoHaIbHOU cepe

- BBISIBJISIET JIOCTOMHCTBA M HEJOCTaTKU KOMMEPUYECKON UJIEN;

- JIeJIaeT MPEe3eHTAlUU UEeH OTKPBITUS COOCTBEHHOTIO Jeia B
npodecCuoHaIbHOMN 1EATEIbHOCTH;

- ZIeTIaeT Mpe3eHTaINI0 OU3HEC-UICH;

- OMpeaeseT UCTOYHUKN (MHAHCHUPOBAHUS

- 3HaeT OCHOBBI NPEANPUHUMATENIBCKON AEATEIbHOCTH; OCHOBBI
(UHAHCOBON TPaMOTHOCTH; IIPaBUiIa Pa3pabOTKH OU3HEC-TIJIAaHOB;
HOPSIOK BBICTPAaUBAHUS IPE3CHTAIINH; KPEAUTHBIE OaHKOBCKHUE
IPOIYKTHI




TpeOdoBaHusi K 0pOPMIIEHUIO OTUYETA

[To 3aBeplIeHHIO MPOXOXKACHUS MPAKTHKH OOydaromuiics MObKeH c(hOpMHUpOBATh M

MPECTaBUTh PYKOBOAUTEIIO MTPAKTUKA OTYET, COACPIKAIIIHIA:

1. PaGouyro Terpaan

2. ATTeCTalMOHHBIN JIUCT, B KOTOPOM TPEACTABJICHBI 33/1aHUS HA MIPAKTUKY B BHJIE
BUJIOB 1 00bEMOB padOT U KOTOPBIN MpeCcTaBiIsieT OO0 THEBHUK MPAKTUKU.

OTueT no NpakTUKe JOJKEH ObITh MPEICTABICH PYKOBOAUTENIO IPAKTUKA B OYMa)KHOM
BU/JIE, IOJIINTOM B TAIKY.

Texkymmii y4eT pe3ynbTaToB OCBOCHHUS yUEOHOW MPAKTHKH MPOU3BOIUTCS B BEIOMOCTH
pykoBoauTeneM. Hannune olieHOK SABISIOTCSA AJIS KaXIOro CTyAEHTa o0s3aTenbHbIM. B ciydae
OTCYTCTBUSl OILIGHOK HE JOMyCKaeTcss 10 cJadd »JK3aMeHa (KBaMM(UKAIMOHHOTO) TI0
poheCCHOHATLHOMY MOTYJTIO.



TpebdoBaHus K cO0/II0IECHUI0 TEXHUKH 0€30IIACHOCTH
U MOKaAPHOH 0€30MacCHOCTH

B pamkax npoxokneHus yueOHOW NpakTUKU (B NEPBbIA J€Hb) B Y4eOHBIX, yueOHO-
MIPOU3BOJICTBEHHBIX ~ MAacTEPCKHX, JIaOOpaTOpHUsX, Yy4eOHO-ONBITHBIX XO3SHMCTBaX, y4eOHBIX
MIOJTUTOHAX, YYEOHBIX 0a3aX MPAKTUKU U UHBIX CTPYKTYPHBIX MOJIpa3ieNieHUsIX 00pa3oBaTebHON
OpraHu3anuy 00ydaroluecss MPOXOIAT MHCTPYKTaX IO TEXHHKE O€30MacHOCTH U IOKApHOU
0e30macHOCTH, O 4YeM B COOTBETCTBYIOIIEM JKYpHaJ€ CBHUICTEIbCTBYIOT MOANUCU
HMHCTPYKTHUPYIOILErO U HUHCTPYKTUPYEMOTO.

B pamkax mnpoxoxaeHus TpPOU3BOACTBEHHON MNpAaKTUKU (B TEPBBIM JIEHB) B
opraHm3anmusax — 0a3aX NpPaKTUKH oOOyvaromuecs MPOXOAAT MHCTPYKTaXX IO TEXHUKE
0e30macHOCTH W TOXApHOH O€30IacHOCTH, O YeM B COOTBETCTBYIOLIEM IKypHaJe
CBUJETEILCTBYIOT MOAMKUCH HHCTPYKTUPYIOIIETO U HHCTPYKTHUPYEMOTO.

TpebdoBanus 6e3onmacHOCTH BO BpeMsi padoThI

1.1. TIpeniogaBatenb (PyKOBOAMTENb MPAKTUKH) JOJKEH KOHTPOIUPOBATH OOCTAaHOBKY BO
BpeMsl 3aHATHI 1 00ecrieunTh 0e30MacHoe MPOBEACHHE MPOLIecca MPAKTUKH.

1.2.Bo BpeMs HpakTUKA B MOMENICHUU (KaOMHETE) JOJDKHA BBIMOJNHATHCS TOJIBKO Ta
paboTa, KoTopas MpPeyCMOTPEHA TPOTPaAMMO MMPAKTUKH.

1.3. Bce BuIBI [JONOJHUTENBHBIX 3aHATHH MOTYT MPOBOJUTHCS TOJBKO C BeIOMa
PYKOBOJUTEIISI WJIH COOTBETCTBYIOMIECTO JIOJKHOCTHOTO JIMIIA 00Pa30BaTEIBHOTO YUPEKICHUSI.

1.4.Tlpu mpoBEeIEHUU JAEMOHCTPAIIMOHHBIX pPabOT, Ta0OPATOPHBIX M MPAKTUYCCKUX
3aHATUA B TIOMOINb MPENOAABATENI0 (PYKOBOJUTENIO MPAKTHKU) JOJKEH OBbITh Ha3zHAYeH
MIOMOITHUK (71a00paHT, aCCUCTEHT, MHKeHep). DYyHKIUU MTOMOITHUKA 3alpeIIaeTcsl BBIIOIHATh
oOyyJaroremycs.

1.5. IlpenogaBarento (PyKOBOJUTENIO MPAKTUKH) 3allPEIIaeTCsl BHIOIHATH JII0ObIE BUIBI
PEMOHTHO-BOCCTAaHOBHUTENBHBIX pabOT Ha paboyeM MecTe 00y4YarolIerocs Wi B MOMEIIEHUN BO
BpeMsl TIPAaKTHKH. PEMOHT JOJDKEH BBIOJHATH CHEIHAIBLHO ITOATOTOBICHHBIA TIEPCOHAI
YAPEKICHUS (IJICKTPOMOHTEP, Cliecaph, JIEKTPOMEXaHUK U JIp.).

1.6. Ilpu mpoBeneHUH MPAKTHUKH, BO BpPeMs KOTOPOW BO3MOKHO OOIee MU MECTHOE
3arpsi3HEHUE KOXKHM  OOYYaroIerocs, NpernoaaBareib (PyKOBOIUTENb IPAKTUKH) JIOJDKEH
0COOCHHO TIIATEIILHO COOJIIOIaTh TUTUEHY TPY/a.

1.7. Ecnu mpenogaBaTens( pPyKOBOAMTETh MPAKTHUKK) WIM OOYYaroIIMiics BO BpeMs
3aHATUI BHE3alHO TMOYYBCTBOBAJI ce0s HE3JI0POBBIM, IpemnojaBaTesieM (PyKOBOAUTEIEM
MIPAKTUKH) TOJDKHBI OBITH TIPUHSTHI SKCTPECHHBIC MEPHI:

— IIpU HapYLIEHUH 30POBbs 00ydarolierocs (roJoBOKpYKeHUE, 0OMOPOK, KPOBOTEUECHUE
W3 HOCa | JIp.) TperojaBaTellb (PyKOBOAUTENh MPAKTUKN) JOJDKEH OKa3aTh €My HEO0OXOIUMYIO
MEPBYIO JOBpadeOHYIO ITOMOIb, BBI3BATh MeApPaOOTHWKA WM IMPOBOAHWTH 3a00JICBIIETO B
MEIITYHKT 00pa30BaTeIbHOTO YUPEKIACHUS (JIeueOHOE YUPEKICHUE);

— IIpH BHE3aITHOM YXYIIICHUU 3JI0pOBbs MpernojaBatens ( PYKOBOJIUTEINS MPAKTUKU)
MTOCTaBHUTh B H3BECTHOCTH Y€PE3 OJTHOTO M3 00YUAIOMIETOCS PYKOBOIUTEIS YIPSKACHUS (HITH €ro
MpEe/ICTaBUTENA) O ciyuuBiueMcs. JlanpHeiiue OeHCTBUS TNpeACcTaBUTENS aTIMUHUCTPAIIUU
CBOJATCSA K OKA3aHUIO TMOMOIIM 3a00JIEBIIEMY MPENOJaBaTeNi0 (PyKOBOIUTEIIO MPAKTHKH) U
PYKOBOJICTBY I'PYIIION 00YYAOIINXCS B TCUCHUE BPEMEHU TIPAKTUKH.

1.8. [IpenonaBatens  (PyKOBOAMTENh  MPAKTUKHU)  JOJDKEH  NPUMEHSATH  MEpHI
JTUCIHUIIMHAPHOTO BO3JEHCTBUS Ha O00YYaroIIMXcs, KOTOPbIE CO3HATENLHO HApYIIAIOT MpaBHIia
0€30I1acCHOTO MMOBEJICHHS BO BPEMSI TIPOBEACHHUS ITPAKTHKH.

1.9. [IpenogaBatens (PyKOBOAWTENh TMPAKTUKH) JOJDKEH JIOBOJWTH JO CBEIACHUS
PYKOBOJUTENS yUPEKICHHUS O BCEX HEJIOCTaTKaX B 00ECIIEUEHNH OXPaHbI TPY/Ia IpernoaaBaTeneit
1 00yYaOIINXCsI, CHIKAIOIINX KU3HEICATSIILHOCTh M pab0TOCIIOCOOHOCTh OpraHM3Ma YeIOBeKa
(3aHM)KEHHOCTh ~ OCBEIICHHOCTH,  HECOOTBETCTBHE  IYCKOPETrYJIHpYIOUIeH  ammaparypbl
JFOMUHECIICHTHBIX JIaMIT, TPABMOOTIACHOCTH | JIp.)
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OcHOBHbIE TPeOOBAHUS MOKAPHOH 0€30ITACHOCTH

OOyyaromuiicss JOMKEH BBIMOJIHATH MpaBUiIa MO MOXKApHON 0e30MacHOCTH, a B CiIydae
BO3HHMKHOBEHUS TIOKapa JOJKEH BBHIMOJIHATH OCHOBHBIE TPEOOBaHUS MPOTHBOMOXKAPHOTO
pexumMa:

- 3HaTh, TJi€ HAXOAATCSA TEPBUYHBIE CPEACTBA TMOXKAPOTYIIEHUS, a TakKe KaKue
MOAPYYHBIE CPEACTBA MOKHO IPUMEHSThH NP TYILIEHUHU M0XKapa;

- mpu paboTe ¢ OTHEONMAaCHBIMH MaTepuajaMu COOJ0IaTh MPOTHUBOMOXKAPHEIE
TpeOOBaHUS U UMETh BOMU3U HEOOXOIMMBIE CPEICTBA JUISl TYIIEHHUs Mokapa (OTHETYUIMTENH,
IIECOK, BOJY U Jp.);

- YXOJs TIOCJICTHUM U3 pad0ovyero MoMEeNeHuUs, HEOOXOMMO BBIKIIFOUUTE JIEKTPOCETh, 3a
HCKITIOYEHHEM JIe)KYPHOT'O OCBEILIEHUSI.

000 BceX 3aMEUCHHBIX HapYIICHUAX MOKAPHOH OE30MaCHOCTH COOOIIATh PYKOBOIUTEIIO
MPAKTUKH, AIMUHUCTPALIUA OPTAHU3AIIUHN, YUPEKICHHS.

[Ipy BO3HMKHOBEHHHU MOXapa HEMEJIEHHO MPHUCTYNUTh K €ro TYIICHUIO UMEIOIIMMHUCS
cpencTBamu, coodumTs o tenedony 01 u aAMUHUCTpAIIUU MPEANPUATHS (TIOPSIOK JAeHCTBUN
OTIPEJICTUTH CAMOMY B 3aBUCHUMOCTH OT CTETICHH YT'PO3bI).

B pacnosnoxeHnn 06pa3oBaTeNbHOIO yUPEKICHHS 3aPeIacTcs:

- 3arpOMOXJaTh M 3aKpbIBaTh IMpPOE3Jbl M MPOXOJbl K IO0XKAPHOMY HWHBEHTAPIO
000PYIOBAaHUIO U MMOKAPHOMY KpaHy;

- Opocarb Ha TOJ M OCTABJIATh HEyOpaHHBIMH B PabOYMX IOMEIICHUSAX Oymary,
MIPOMACIICHHbIE TPSMKU U JAp.;

- 00BeHmIMBAThH JJEKTPOIAMITBI OyMaroi M TKAaHBIO, BEIIaTh Ha AJICKTPOBBIKIIOYATEIH U
ANEKTPONPOBO/IA OJCKIY, KPIOKH, MPUCIOCOONEHUsT U Jp., 3a0MBaTh METAJUIMYECKUE TBO3IU
MEXIy OJJCKTPONPOBOAAMHU, MOIKIIOYATh K OJJIEKTPOCETH HENPEIyCMOTPEHHBIE Harpy3Ku,
3aMEHSTh IEPETOPEBIINE MPETOXPAHUTETN KyCKaMH TIPOBOJIOKU — «KYUKAMI,;

- HCIIONIb30BaTh Ha CKIajgaX, Y4YeOHBIX U BCIOMOTaTelIbHBIX IMOMEIICHUAX IS
MIPUTOTOBIICHUS MHUILIK U 000TPeBa IEKTPOIUIUTKH, HIEKTPOYAHUKN, KEPOCUHKY;

- YUCTUTH pabouyro ofexay OeH3MHOM, pacTBopuTeaeM i apyrumu JIBX
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IlepedyeHb pekoMeHayeMbIX Y4eOHbIX U31aHuil, UHTepHeT-pecypcoB, 10NMOJTHUTEIbHOI
JINTEPaTypsbl

OCHOBHBIE UCTOYHUKHU:

1. H.B. Makcumos, W.W. TlonoB. KommnberoTepHbie ceTH [DNEKTPOHHBIN pecypc]:
yuae0. [Tocobue -M.: ®DOPYM: UH®PA-M 2021.

2. Kannenan C.A.. [Quckpernas maremaruka: y4ebH. mocooue / C.A. Kannenai.
MockBa: HJI «DPOPYM» : HHOPA-M, 2023. 222 c¢. Pexum pocrtyma URL:
http://znanium.com/bookread2.php?book=978416

3. Ky3un A.B., Ky3un. [I.A.. Komnberorepasie cetu: yued. mocooue / A.B. Kysun,
J.A. Ky3un. — 4-e u3z., nepepad. u mon. Mocksa: ®DOPYM: UH®PA-M, 2022. 190 c. Pexum
noctyna URL: http://znanium.com/bookread2.php?book=983172

4, Horoxwunos E.O. Kommbrotepusie cetu.—M.: OULL «Akanemus, 2022,

JlonomHUTENbHbIE HCTOYHUKH:

1. Boponunna JILA., Patnep C.B. HayuHo-nHHOBanmoHHble cetu B Poccuu: ombiT,
npobaemel, nepcnekTuBbl: Monorpadus / JI.LA.Boponuna, C.B. Partmep Mocksa.:HUII
NH®PA-M, 2019. 254 C. Pexum JIOCTyIa URL:
http://znanium.com/bookread2.php?book=559015

2. I'ycea A.M., Kupee B.C., TuxomupoBa A.H.. [uckpeTtHas maremaTuka :
yaebnuk / A.W. TI'yceBa, B.C. Kupees, A.H. Tuxomuposa. Mocksa: KYPC: UH®PA-M, 2019.
208 c. Pexxum nocryma URL: http://znanium.com/bookread2.php?book=978936

3. I'ycesa A.M., Kupee B.C., Tuxommpoa A.H.. JluckpeTrHas maTeMaTuKa:
coopuuk 3amau / A.W. I'ycera, B.C. Kupees, A.H. Tuxomuposa. Mocksa: KYPC: UH®PA-M,
2020. 224 c. Pexxum noctyna URL: http://znanium.com/bookread2.php?book=929964

4, Makcumor H.B., TlomoB M.N.. KommbioTepHbie cetu: YdeOHOoe mocobme s
cryn. yupexaenuii CI10/ H.B. Makcumos, U.U. Tlonos. - 6-e u3n., mepepad. u mon. Mockaa:
dopym: HHAIL] NHOPA-M, 2019. 464 C. Pexxum JIOCTyna URL:

http://znanium.com/bookread2.php?book=983166
HuTepHeT pecypcebl:

1. Matepuainsr mexaynapoHoit cereBoit akagemuu CISCO// Kype CCNA: anekTpoHHast
CHCTeMa JAUCTAaHIIMOHHOTO 00y4eHus. Pexxum moctynma URL: http://netacad.com
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ATTECTAIIAOHHBIN JIUCT MO YYEBHOM MMPAKTUKE

(BAJAHUE HA MPAKTHKY)

QUO
oOyuatomnuiics(ascs) Ha 3 Kypce no crieruanbrHocTi CI1O
09.02.06 CereBoe M CHCTEMHOE aJIMHHHCTPUPOBAHUE

K00

yCIIEIHO npoiien(Jia) yaeOHyIo MPaKTHKY MO MPO(hecCHOHATIEHOMY MOJIYJIIO

HAumeHosaHrue

BrimonaeHne paboT 1Mo MPOSKTUPOBAHUIO CETEBOM MHMPACTPYKTYPHI

B 00beMe 108 yacoB ¢ «

HaumeHo8aHue NPOPecCUoHAIbHO20 MOOYA

» 201 r.mo « »

201 r.B

I'BIIOY YV pumckuii KoJuieK paaro3IeKTPOHUKH, TEIEKOMMYHUKAIMA U O€3011acHOCTH

HaumeHosarnue opeanuzayuu

Buabl 1 ka4ecTBO BHINOJIHEHUS paﬁoT C IICJbI0O OIICHKH C(l)OpMI/Ip()BaHHOCTI/I OGHII/IX

KOMIIeTeH Ui
Pe3yabTarbl
OCHOBHBIE MOKA3aTeJIH OIEHKH @DopMbI U METOBI
(ocBOEeHHBIE 001IIHE
pe3yjabTara KOHTPOJISA M OLEHKH
KOMIIETEHIIHH)

Bri0upats criocoOs! pemieHus 3a1aq
npodeccuoHaIbHOM e TENbHOCTH,
IPUMEHUTEIBHO K Pa3IMUHbIM
KOHTEKCTaM.

- pacro3HaeT 3ajja4y |/uiv mpodieMy B
pohecCHOHaTFHOM U/HUITH COLUATBHOM
KOHTEKCTE;

- aHAJIM3UPYET 3a/1a4y W/ WK MpoodaemMy u
BBIJICTISIET €€ COCTABHBIE YaCTH;

- BBISIBIISICT ¥ 9(PPEKTUBHO HINET
nHOPMALIKIO, HEOOXOIUMYIO ISl pEIICHUS
3a[1a41 U/WIIH POOIEMBI;

- COCTaBIISICT TUIAH JCUCTBHS U OTPEEIseT
HEOOXOAMMBIC PECYPCHI;

- pealn30BHIBAET COCTABIICHHBIN IJ1aH;

- OILICHUBAET PE3yJIbTAT U MOCIEICTBUS
CBOMX JECUCTBUI (CAaMOCTOSITETILHO UJIH C
MTOMOIIIbIO HACTABHUKA)

- 3HAaeT aKTyaJIbHbIH MPO(PECCUOHANBHBIN U
COLIMATTHLHBIA KOHTEKCT, B KOTOPOM
MIPUXOJUTCS PAOOTATh U JKUTh;

- 3HaeT OCHOBHBIE HCTOYHUKH UH(POpPMALINH
U PECypCHI ISl PEIICHUS 3a/1a4 U TPOoOIJieM B
PO eCCHOHATBHOM W/WJTA COITUATBHOM
KOHTEKCTE;

- 3HaeT AITOPUTMBI BBITIOJIHEHUS PadoOT B
PO ECCHOHAIBHON U CMEXHBIX 00JIaCTSIX;
MeTO/IbI PabOTHI B IPO(ECCUOHATILHOM U
CMEXHBIX cdepax;

- 3HaeT MOPAJIOK OLEHKU Pe3yJIbTaTOB
pelienus 3aaa4 npodeccrnoHanbHON
JeSITeTbHOCTH

HNurepnperanus
pe3yNbTaToB
HaOI0IeHUH 3a
JeSITENIbHOCTBIO
oOyuarolerocs B
IIPOLIECCE OCBOCHHUS
o0OpazoBarenbpHON
MPOTPaMMBI.

DKCIEPTHOE
HaOIIOICHUE U
OIICHKA Ha
1abopaTopHO -
MPAKTHYECKUX
3aHSATUSX, IPU
BBITIOJTHEHUH paboT
1o yueOHOU U
MIPOU3BOJICTBEHHOU
MPAKTHKAM.
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Ocy1iecTBIATh OUCK, AHAIU3 U
WHTEPIPETAINIO HHPOPMAITUH,
HEO0OXOAMMOM sl BBITIOJTHEHUS
3aja4 npodeccrnoHanbHON
JIEATEIIbHOCTH.

- OIpeJeNaeT 3a0a4u Ui TOUCKa
uH(pOpMaILINH;

- oTpesieNsieT HeOOX0IMMbIE HCTOUHUKHU
nHpopManuu,

- IUTAHUPYET MPOLIECC MOUCKA;

- CTPYKTYPHPYET IOIyIaeMyIO
nHpopMaIuio;

- BbIIENIAET HanboJsiee 3HaYMMOE B IIEpeyHe
uH(pOpMAIINH;

- OLIEHUBAET NMPAKTUYECKYIO0 3HAUUMOCTD
pe3yJIbTaTOB MOKUCKA;

- ohopmISIET pe3yabTaThl MOMCKA

- 3HaeT: HOMEHKJIaTypy UH(POPMAIIMOHHBIX
MCTOYHUKOB, IPUMEHSIEMBIX B
poeCCHOHATILHOMN e TETFHOCTH; TPHEMBI
CTPYKTypupOBaHus nHpopmauuu; Gopmar
oopmiieHus pe3ysIbTaTOB OUCKA
nHbopMaIuu

[TnaHupoBaTh U PeaTM30BbIBATH
coOcTBeHHOE MTPOo(hecCHOoHATEHOE U
JIMYHOCTHOE Pa3BUTHE.

- OIpeieNsieT aKTyalbHOCTh HOPMATUBHO-
MPaBOBOM JOKYMEHTALIMU B
podecCuOHAIbHOMN e TEIbHOCTH;

- IPUMEHSET COBPEMEHHYIO HAyUHYIO
poeCCHOHATIBHYIO TEPMHHOJIOTHIO;

- OIPEJIEIIAET U BBICTPAaUBAET TPACKTOPUU
poeCCHOHATIBLHOTO PAa3BUTUS U
camo0o0pa3zoBaHuUs

- 3HAET: COJIEpPKAHUE aKTyaIIbHOU
HOPMAaTHUBHO-IIPAaBOBOM JJOKyMEHTAINH;
COBpEMEHHasl HayyHas ¥ IpoQecCuoHanbHas
TEPMHUHOJIOTHS; BO3MOKHBIE TPAEKTOPUH
po¢eCCHOHATIBHOIO PAa3BUTHUS U
camMo00pa3zoBaHMsI

PaboTath B KOJUIEKTHBE U KOMaHJIE,
3(PEeKTUBHO B3aUMOACHCTBOBATH C
KOJUIETraMHU, PYKOBOJICTBOM,
KIIMCHTaMH.

- opranusyet paboTy KOJIJIEKTUBA U
KOMaH/Ibl;

- B3aUMO/IEICTBYET C KOJUIETaMH,
PYKOBOJICTBOM, KJIMEHTaMU B XOJI€
npoecCuoHaNBHOM eI TENbHOCTH

- 3HAET: TICUXOJOTUUECKHE OCHOBBI
NESITENIbHOCTH KOJIJIEKTHBA,
MICUXOJIOTMYEeCKHE OCOOCHHOCTH JINYHOCTH;
OCHOBBI TPOEKTHOM EATEIbHOCTH

Ocy1ecTBIATh YCTHYIO U
MUCHbMEHHYIO KOMMYHUKAIIHIO HA
TOCYIapCTBEHHOM SI3BIKE C YUETOM
0COOCHHOCTEH COIMAIIBHOTO U
KyJIBTYPHOT'O KOHTEKCTA.

- TPAMOTHO H3JIaraeT CBOM MBICIIH U
oopmIIsieT TOKyMEHTBI TIO
npodeccuoHaNbHON TeMaTHKE Ha
rOCy/IapCTBCHHOM SI3BIKE,

- MPOSIBJISIET TOJICPAHTHOCTH B paboueM
KOJUICKTHBE

- 3Ha€T 0OCOOCHHOCTH COLMAIBHOTO U
KYJIETYPHOT'O KOHTEKCTA; IIPaBHJIa
odopmIieHUsI JOKYMEHTOB U MMOCTPOCHHUS
YCTHBIX COOOIIECHMI
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[TposBIATH IpaskIaHCKO-
MaTPUOTHUYECKYIO TTO3UIIHIO,
JIEMOHCTPHPOBATH OCO3HAHHOE
MOBEJCHUE HA OCHOBE
TPaIUIIMOHHBIX
00IIeYEIOBEUCCKUX IIEHHOCTEH,
HMPUMEHSTH CTaHIaPThI
AHTUKOPPYIIIMOHHOTO MTOBEACHHUSI.

- OMKCHIBACT 3HAYUMOCTh CBOEH mpodeccuu
(cnenuanbHOCTH)

- 3HAET CYIIHOCTh TPAKIAHCKO-
NaTPUOTUICCKOH MO3UIIHH,
OO0IIIeUeIOBEYECKUX [IEHHOCTEN; 3HAYUMOCTh
poeCCUOHATIEHON e TENHHOCTHU 10
npodeccuu (CeruaabHOCTH)

CoeicTBOBATh COXPAHEHUIO
OKpYKaroIllen Cpeibl,
pecypcocoepexernio, 3pPeKTHBHO
JIWCTBOBATh B YPE3BBbIYANHBIX
CUTYalIUAX.

- cOOIFOIaeT HOPMBI SKOJIOTHYECKON
0e30MacHOCTH;

- oTIpeieNsieT HapaBJICHUs
pecypcocOepekeHHs B paMKax
poeCCUOHATIBHOMN I TETLHOCTH T10
npodeccuu (crennaibHOCTH)

- 3HAeT MPaBHIIA YKOJIOTHYECKOM
0€30I1aCHOCTH TIPH BEJICHUU
poecCHOHANTLHOM eI TENILHOCTH,
OCHOBHBIC PECYPCHI, 3a1€HCTBOBAHHBIC B
poeCCUOHATILHOM JICATEIILHOCTH; Iy TH
o0ecIeueHUs: pecypcocOepeKeHUS

Hcnonws3oBaTh cpeacTBa
bu3HUYECKON KyIbTYPHI AJIs
COXPAHCHHUS U YKPCTIIICHUS
3JI0pOBBS B IIpoLiecce
po(heCCUOHATILHOM JIEATEIbHOCTH
Y TIO/ZIep>KaHusT HEOOXOTMMOTO
YPOBHS (PU3UIECKOM
MOATOTOBJICHHOCTH.

- HCTIOJNIb3YyeT (U3KYIBTYPHO-
03/I0POBUTEIBHYIO JIEATENBHOCTD [T
VKPETUICHUS 3JIOPOBBS, TOCTHIKECHUS
KU3HEHHBIX ¥ MPO()ECCHOHABHBIX LIEJIeH;
- IPUMEHSET PAIlliOHATBLHBIC TTPUEMBI
JBUTATEIHHBIX (QYHKIIMHA B
po¢eCCHOHAIBHON e TENHHOCTH;

- OJIB3YETCSl CPEACTBAMU MPOPUITAKTUKI
MePEeHAIPSHKCHUS XapaKTePHBIMU IS
JTaHHOM mpodeccuu (CrenuaaIbHOCTH)

- 3HaeT POJb PUINIECKOU KyIbTYPHI B
OOMIEKYTBTYPHOM, TPO(HECCUOHATTLHOM U
COITMATEHOM Pa3BUTHHU Y€JIOBEKa; OCHOBBI
3I0POBOTO 00pa3a >KU3HU; YCIOBUS
po(hecCUOHATTEHOM IEATEILHOCTH U 30HBI
pucKa (PU3MYECKOTO 370POBBS IS
npodeccuu (CreruanbHOCTH); CPEICTBA
PO UITAKTUKY TTEPEHANIPSHKCHHUSI

Hcnonb30BaTh MHPOPMAILIMOHHBIE
TEXHOJIOTUH B MPO(eCcCHOHATLHON
JESTENbHOCTH.

- IPUMEHSICT CPeJICTBA MH(POPMAITMOHHBIX
TEXHOJIOTUH JUTS PEIICHHUS
poecCHOHATBHBIX 3a/1a4;

- HCITOJIB3YeT COBPEMEHHOE ITPOrPaMMHOE
obecrieueHue

- 3HaeT COBPEMEHHBIC CPEJICTBA U
yCTpOoicTBa HH(POPMATH3AINH; IIOPSIOK UX
MPUMEHEHHS U TPOrpaMMHOE 00ecIieueHre
B MPO(heCCUOHAITBHOM JISITCIbHOCTH

[Tonp3oBaThCs MpodecCuoHATBHON
JIOKyMEHTaLuen Ha
rocy/1apCTBEHHOM M MHOCTPAaHHOM
A3BIKaX.

- MIOHUMAET OOIIUI CMBICI YETKO
MPON3HECEHHBIX BHICKA3bIBAHNUI HA M3BECTHBIC
TeMBbI (TIpo¢eCCHOHANBHBIE U OBITOBEIE),
TIOHMMAET TeKCTHI Ha 0a30BbIE
npodecCuOHANBHBIE TEMBL;

15




- YYaCTBYET B JIMAJIOTaX Ha 3HAKOMBIEC 00IINe U
PO eCCHOHATILHBIC TEMEI;

- CTPOWT TPOCTHIC BHICKA3LIBAHUS O cebe U 0
cBoel npohecCHOHAIBHOMN IEATEIIBHOCTH;

- KpaTKO OOOCHOBBIBAET U OOBSACHSIET CBOU
JeicTBUs (TEKYLIUE U IIJIaHUPYEMBIE);

- TUTIET MIPOCTHIE CBSA3HBIE COOOIEHHS Ha
3HAKOMBI€ WJIH WHTEPECYTOIINe
npodeccuoHaNbHbIE TEMBI

- 3HAaeT IIPaBUJIa MOCTPOCHUS IPOCTHIX U
CJIOKHBIX TIPEUIOKEHUN Ha TpodecCHOoHATBHEIE
TEMbI; OCHOBHBIE O0IIEYOTPEOUTEIbHBIC
raroJiel (ObITOBas M MpodeccrHoHambHas
JIEKCHKA); JICKCUYCCKUN MUHUMYM,
OTHOCSIIIMICS K OMTMCAHUIO TPEIMETOB, CPEJICTB
U TIPOLIECCOB MPODECCHOHATBHON JEATEIbHOCTH,
0COOCHHOCTH MTPOU3HOIIEHUS; TPABUIIA YTCHUS
TEKCTOB NPodecCHOHAILHON HAPABICHHOCTH

Hcnonb30Bath 3HaHUS 110
(uHAHCOBON I'PaMOTHOCTH,
TUTaHUPOBATh
PEINPUHUMATENBCKY IO
JIeSITebHOCTD B
npodeccuoHanbHOM cepe.

- BBIABJIAET JOCTOMHCTBA M HEOCTATKU
KOMMEPYECKON UJIEH;

- JISJTaeT MPE3CHTAIUN UJCH OTKPBITHUS
COOCTBEHHOT0 JieNia B Tpo(hecCHOHaIbHOM
JICATEeIIbHOCTH;

- JIeJlaeT Mpe3eHTAII0 OU3HEC-HJICH;

- OmIpeenseT UCTOYHUKN (PMHAHCUPOBAHUS
- 3HAET OCHOBBI IIPEANPUHUMATEIIbCKOM
JeSITEILHOCTH; OCHOBBI (PMTHAHCOBOI
IPaMOTHOCTH; MpaBuja pa3paboTku Ou3Hec-
TJTAHOB; MTOPSIOK BBICTPAUBAHUS
MIPEe3CHTAINH; KPEIUTHBIE OaHKOBCKHE
TTPOTYKTHI

Buabl 1 Ka4ecTBO BHINOJHEHUS PA0OT € HeJIbI0 OLEHKH C(hOPMHUPOBAHHOCTH

I

odeccHOHATBHBIX KOMIETEHIHIT

Koawl 1 HanMeHOBaHU
MPOBEPSIEMBIX KOMIIETCHIIUN UIIN
UX COYETaHUI

Buner 1 06beM paboT, BBIMOJTHEHHBIX
00yyaroummMcs BO BpeMsi IPaKTHKU

KauectBo
BBITIOJTHECHUS
paboT (OIIeHKA)

IIK 1.1. BeimonausaTs
MIPOCKTUPOBAHUE KaOSITHHOM
CTPYKTYPBI KOMITBIOTEPHOM CETH.

Co3znaHne KOHCOJIBHOM ceccuu ¢ MoMoIbo Tera
Term

Co3nanue npocTou cetu

Konduryparmus anpeca ynpaBieHus
KOMMYTaTOpaMu

[Toctpoenue nepexpéctHoro kadens Ethernet
[TpocmoTp mHPOPMAITUH O CeTeBOW HHTEPEHCHOM
iaTe MPOBOJHBIX U OECTIPOBOJIHBIX ceTel

0630p MAC-anpecoB ceTeBbIX YCTPOMCTB
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Hcnonp3oBanue naTepderica KOMaHIHON CTPOKH
IOS ¢ Tabnmuuamu MAC-agpecoB koMMyTaTropa
N3yuenne GpU3NIECKUX XapaKTEPUCTHK
MapIIpyTU3aTopa

Coznanue cety, COCTOALIEH U3 KOMMYTaTOpa U
MapIIpyTU3aTopa

Hacrpoiika [Pv6-anpecoB Ha ceTeBBIX yCTpOHWCTBaxX
Pa3pa0oTka u BHeJpeHue CTPYKTYphbl aJpecalun
IPv4-cetu, pa3nenéHHON Ha MOACETH

basoBast HacTpolika KOMMYTaTopa.

IIK 1. 2. Ocy1iecTBasTH BRIOOP
TEXHOJIOTHUH, HHCTPYMEHTAITBHBIX
CPEJICTB U CPEJICTB
BBIYMCIIUTENIbHON TEXHUKU MPU
OpraHu3aIiy mporecca pa3padoTKu
W UCCIEI0BaHNSI 00BEKTOB
npodeccunoHanbHOM eI TENbHOCTH.

HacTtpoiika 6a30BbIX MapaMeTpoB MapIIpyTH3aTOpa
¢ moMo1ibto uHTEepdeiica komanaHou ctpoku (CLI)
cucremsl Cisco IOS

Hactpoiika 6a30BbIX MapamMeTpoB MapIIpyTH3aTOpa
¢ nomotpso CCP

Kondurypanus cereit VLAN u TpaHKOBBIX
KaHaJoB.

Hactpoiika mapmpytuzanuu mexxay VLAN nis
KaXJI0T0 HHTEpdeiica

Hactpoiika mapmipytuzanuu mexay VLAN Ha
ocHoBe ctanjaprta 802.1Q u TpaHKOBOro KaHasa
Hacrpoiika cTaTi4ecKkux MapipyToB U MapLIpyTOB
IPv4 no ymon4anuo

Hactpoiika crarnueckux MapupyToB [Pv6 u
MapuipyToB [Pv6 mo ymoayanuio

PazpaboTka u peanuzanus cxemsl ajgpecanuu [Pv4
¢ ucnoyibzoBanueM VLSM

Pacuér cymmapusix mapupytos [Pv4 u [Pvo
Hactpoiika npotokonos RIPv2 u RIPng
Hactpoiika 6a3oBoro mporokona OSPFv2 nns
OJIHOM obOJacTu

bazoBas Hactpoiika nporokosa OSPFv3 mis onHoi
obmactu

bazoBas nacrpoitka DHCPv4 na mapuipytuszaTtope
bazoBas nacrpoiika DHCPv4 nHa kommyTaTope
[Touck u ycTpaHeHHe HEMoJIa0K B paboTe
DHCPv4

Hacrpoiika ceppepa DHCPv6 6e3 orcnexuBanus
COCTOSIHUSI M C OTCJIE)KUBAHUEM COCTOSIHUS
Hacrpoiika auHamuueckoro u cratuueckoro NAT
Hactpoiika NAT-nyna ¢ neperpyskoii u PAT

[IK 1. 3. OGecnieunBaTh 3aIUTy
nH(pOpMaIUU B CETH C
HCII0JIb30BAaHUEM ITPOTPAMMHO-
anmapaTHBIX CPEACTB.

Hacrpoiika napameTpoB 6€30MaCHOCTH
KOMMYyTaTopa

Peanu3zanusa cucremsl 0e3onacHoctu ceti VLAN
Hacrpoiika u nposepka crangapTHeix ACL-
CIIMCKOB

Hactpoiika u nposepka orpannuenuit VI'Y
Hactpoiika u npoBepka pacmupeHssix ACL-
CIIMCKOB

Hactpoiika u npoBepka ACL-cniuckoB st [Pv6

[1IK 1. 4. [IpunuMath y4yacTue B

Hcnonp3oBanue nHTepderica KOMaHIHOH CTPOKH
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PUEMO-CAATOYHBIX HCIBITAHUSIX
KOMITBIOTEPHBIX CETEH U CeTEBOr0
000pyIOBaHUS PA3IIUYHOTO YPOBHS
U B OIICHKE Ka4ecTBa
SKOHOMUYECKOH 3(hpekTUBHOCTH
CETEBOM TOIIOJIOTUH.

(CLI) nnst cbopa cBeIeHUH O CETEBBIX
YCTPOMCTBAX.

VYnpasienue daiinamu KOHPUTypaIiu
MapIIpyTHU3aTopa ¢ TOMOIIBIO TIPOTPAMMHOTO
obecrieyeHus HIMYJIALUN TepMUHATIA

VYnpasienue daiinaMu KOHQUTypaIi yCTPOUCTB €
ucnonbs3oBanueM TFTP-cepsepa, daemr namsatu u
USB-nakonurens.

TecTupoBaHue CEeTEBOro MOAKIIOYECHUS C
MTOMOIIIBIO KOMaHJ «ping» u «traceroutey.
JIoCTyH K CETeBBIM YCTPOHCTBAM 4epe3 MPOTOKOI
SSH.

ObecrieueHrie 6€30aCHOCTH CETEBBIX YCTPOICTB.
Hcnonb3oBanue nporpammsl Wireshark amst
aHanu3a 3axsara ceancoB FTP u TFTP.
Paccmotpenne ARP ¢ momornisro Windows CLI,
IOS CLI u Wireshark.

[1K 1. 5. BeimonHATh TpeOOBaHUS
HOPMAaTHUBHO-TEXHUYECKON
JOKYMEHTAI[H, UMETh OTIBIT
oopmITeHUST TPOSKTHOM
JOKYMEHTAITHH.

[Touck u ycTpaHeHHE HETIOJIaI0K B KOH(PUTypaIiu
VLAN

ITouck u ycTpaHEHHUE HETONAI0K CTATUYECKUX
Mapupyto IPv4 u [Pv6

[Touck u ycTpaHeHue Henona 0K KOHPUrypauui
NAT

[Touck u ycTpaHeHHe HEMoJIa0K B paboTe
DHCPv6

Ilouck 1 ycTpaHEeHHUE HETONAJ0K B HACTPOMKE U
pasmemmiennn ACL-cniuckoB

[louck n ycTpaneHne HEMOIAI0K B
MapupyTu3zanuu Mmexay cersimu VLAN

Hrorosas olieHka (gv1600umcsi
HA OCHOB8€E OUECHOK 3 KANCObLL BUO
pabomul no nAMUOALTLHOU WKAe)

CryneHToM MPOW/IeH HHCTPYKTAXK 10 TEXHUKE 0€30MacHOCTH U oxpaHe Tpyaa. CTyIeHT 03HaAKOMIICH
MPaBHJIAMH PACTIOPSIKA U MHPOPMAITMOHHON 0E30ITaCHOCTH.

XapakTepucTuKa nNpoeccHOHAILHOM 1eATeJILHOCTH CTY/IeHTAa BO BpeMsl POU3BO/ICTBEHHOMI

NPpaKTUKH (OMHOWQHue Kpa60me, JIUYHblE Kauecmeda U md)

Hara«_ » 20 r.
[Moanucy pykoBOANUTENEH MPAKTHKH / /
0T 00pa3zoBaTeIbHON OpraHU3aIIH
[Moanuce pykoBoauTens 6a3bl MPaKTHKA / /
MII
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