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1. OBIIASAA XAPAKTEPUCTHKA PABOYEN ITPOI'PAMMBI IIPO®ECCHOHAJILHOTO
MOJYJIS

[1M.02. Opranuzaiusi CETEBOT0 aJIMUHUCTPUPOBAHNUS
HAaumeHoearue npOd)eCCUOHGﬂbH()ZO Manﬂ}l

1.1. Heas u niIaHMpyeMble pe3yabTAThl 0CBOCHHS NPO(ecCHOHATIBLHOI0 MOLY IS

B pesynbrare wu3ydeHuss mnpoPecCUOHATBLHOTO MOJIYJSI CTYJEHT JOJDKEH OCBOUTH
OCHOBHOM  BuA  mOpodeccuoHanbHOM  gearenbHOCTH — «OpraHuzaiusi  CETEBOIo
aIMUHUCTPUPOBAHUS» U COOTBETCTBYIOIIME €My HpodeccHOoHaIbHbIE KOMIIETCHIIMH U
00IIMe KOMIIETECHINH:

ITepeueHb OOIMX KOMITETCHITUI

Kog HaumenoBaHue 001MX KOMIIETCHIUH

OK 1. Br16upats ciocoObl pelieHus 3a1a4 npo(peccuoHaIbHOM 1eITeITbHOCTH,
IPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 2. Ocy1iecTBIIATh MOUCK, aHATU3 U UHTEPIPETALMI0 HHPOpMaLIUH,
HE0OXO0JMMOM Il BBINOJTHEHHMS 33124 PO ECCHOHAIbHOMN 1EITEIbHOCTU

OK 3. [ImanupoBath U peann30BbIBaTH COOCTBEHHOE MPO(heCCUOHATBHOE U
JMYHOCTHOE Pa3BUTHE.

OK 4. PaboTath B KOJUIEKTHBE M KOMaHE, d(PPEKTUBHO B3aUMOICHCTBOBATH C
KOJUIEraMHU, PYKOBOJCTBOM, KJIMEHTaMHU.

OK'S. OcCy1ecTBIATh YCTHYIO U MTUCbMEHHYI0 KOMMYHHMKAIIMIO HA TOCYJapCTBEHHOM
A3BIKE C YYETOM OCOOCHHOCTEN COLIMAIBHOTO U KYJIbTYPHOI'O KOHTEKCTA.

OK 6. IIposABAATH IrpaykIaHCKO-NIATPUOTUYECKYIO MO3ULIUIO, TEMOHCTPUPOBATH
OCO3HAaHHOE MOBEJICHNE HAa OCHOBE O0IIEYEIOBEYECKIX [IEHHOCTEH.

OK 7. ConeiicTBOBaTh COXpaHEHUIO OKPY’KAIOIIEH Cpeibl, PECYPCOCOEPEKEHHIO,
3¢ (}EeKTUBHO IeWCTBOBATh B UpE3BbIYAMHBIX CUTYAIUSX.

OK 8. Hcnonb3oBaTh cpenctBa PU3NIECKON KyIbTYPHI JJIs1 COXPAaHEHUS U
YKpEeIIeHUs 3/J0pOBbs B Mpoliecce NpohecCHOHATbHON ASSITENbHOCTU U
nojepkKaHre HeoOX0IMMOro ypoBHS (PU3MUYECKOM MOATOTOBIEHHOCTH.

OK 9. Hcnonb3oBaTh HHGOOPMAIIMOHHBIE TEXHOJIOTUU B MTPO(PECCUOHATIbHON
JEeSITebHOCTU

OK 10. | ITonp3oBatbes mpodecCOHANBHON TOKYMEHTAlMEN Ha TOCY1apCTBEHHOM U
MHOCTPAHHOM SI3bIKE.

OK 11. | [ImanupoBaTh NpeaPUHUMATENBCKYIO ACATEIBHOCTD B MPOPECCHOHAIBHON
chepe

Ilepeuenb npodhecCHOHAIBHBIX KOMIETEHITUN

HaumenoBanue BHUIO0B 1€ATCJIbHOCTH U npo@eccuonanbmﬂx

Kona “
KOMITeTeHIU I

B/l 2. Opeanuzayus cemegozo aOMUHUCMPUPOBAHUSL

I[IK 2.1 | AIMUHUCTPUPOBATh JIOKAIbHBIE BBIYMCIHUTEIbHBIE CETH M MPUHUMATH MEPbI
10 YCTPaHEHUIO BOBMOXHBIX COOEB.

[IK 2.2 | ATMUHUCTPUPOBATH CETEBBIC PECYPCHI B MHPOPMAITMOHHBIX CUCTEMAX.




I[IK 2.3 | OGecnieunBaTth  cOOp  JaHHBIX JUIS  aHaAjdW3a  MCHOJb30BaHUS U
(YHKITMOHUPOBAHUS TPOTPAMMHO-TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX
ceren

[IK 2.4 | B3aumozeiicTBOBaTh CO CHEIUAIMCTAMH CMEXKHOTO Npoduis npu pa3paboTke
METO/IOB, CPEJCTB U TEXHOJIOTHIA MPUMEHEHHSI 00BEKTOB MPOhecCHOHANbHON
NS TENbHOCTH.

B pe3ynbraTe 0cBOEHMS IPOPECCHOHAIBHOTO MOLYJIS CTYACHT JOJIKEH:

NmeTn YCTAaHOBKE, HACTPOWKE M COMPOBOXKICHHH, KOHTPOJE HCIOIb30BAHUS

NPaKTUYECKUN | cepBepa U pabouuX CTaHIMA U1 Oe30MacHo nepeaaun nHhopMaIuu;

OTIBIT B COeOUHEeHUU 8 JIOKATIbHYI0 CeMb paboyux CManyull u cepeepa,
HacmpotiKe npo8oOHbIX COOUHEHULL cepeepa U XOCMO8.

YMETh aJIMUHUCTPUPOBATh JIOKAIbHBIEC BEIYUCIUTEIBHBIE CETH;

MPUHAMATH MEPBI TT0 YCTPAHSHHUIO BO3MOKHBIX COOCB;

o0ecrieuynBaTh 3alUTy TPU TOAKIOYCHUH K WHGOPMAIMOHHO-
TEJIEKOMMYHHUKAMOHHOU ceTn "MHTepHeT";

ycmanagnueams U HACMpausamv — COBPEMEHHOe  NPOSPAMMHOE
obecneuenue Windows u Linux;

3aNOAHAMb MEXHUYECKVIO OOKYMEHMAayuro no aoMUHUCMPUPOBAHUIO
KOMNbIOMEPHBIX cemel,

pazauuams nepughepuiinoe cemesoe 000pydosauie.

3HATh OCHOBHbBIC HANPABJICHUS aJMUHUCTPUPOBAHMSI KOMITBIOTEPHBIX CETEH;
YTUIIUTHI, PYHKIUH, YIAIEHHOE YIIPABICHUE CEPBEPOM;

TEXHOJIOTHIO 0€e301acHOCTH, MIPOTOKOJIOB aBTOpHU3AIUH,
KOHOUICHIIMATBHOCTH U 0O€30MacHOCTH TMpH paboTe C CETEBBIMU
pecypcamu;

CnOcoObL YCMAHOBKU U YAPABIEHUsL CEPBEPAMU.

1.2. KoanuyecTBO 4acoB, 0TBOAMMOE HA OCBOEHHE MPO(eCCHOHATBHOT0 MOIYJIA

Bcero yacoB — 882 yaca, B TOM 4ucIe:
- 390 yacoB BapmaTHMBHON 4YacTH, HAIPaBICHHBIX Ha YyCHJIEHHWE O00s3aTeIbHOU
YacTH MPOTPaMMBbI IPO(HECCUOHATHLHOTO MOTYJIS.




2. CTPYKTYPA U COAEP KAHUE ITPO®PECCUOHAJBHOI'O MOAYJIsA

2.1. CtpykTypa npoheccioHAJILHOT0 MOAYJIsl

O0beM npodeccHoHATBLHOT0 MOIYJIsI, Yac

O0yyenue no M/IK IpakTuka
Koasbl CyMMUap IIpousso | &
npogeccuo oo B T.4 z[clT)BeHHa Z =
HAIEHEIX HaumenoBanus pasjiesioB 00beM i B T.4., z =
npodeccHoHaILHOr0 MOAYIs HATPY3K nabopaTopuble kypeosasi | Camocrost | Vue6ua #1 (o = =
KoMmeTeHn u, uac | Beero, paboThI U paora enLRAs a npopumo | % 3
Ui 9acoB | mpakTHYecKHe (n 5 ’ coenuann | 3 E
3aHATHS, poexT), pabota Hacos HocTH),4a | &
9acoB =
9acoB COB
1 2 3 4 5 6 7 8 9 10
K 2.1- Paznen 1. AnMuHUCTpUpOBaHKE 262 244 120 10 8
MK 2.4 CETEBBIX ONEPAIMOHHBIX CUCTEM
IIK 2.1- Paznean 2. [Iporpammuoe obecrieueHne 140 124 o4 12 4
IIK 2.4 KOMIIBIOTEPHBIX CETEN
MK 2.1- Pa3nen 3. Opranusamus 172 152 60 14 6
MK 2.4 aIMUHUCTPUPOBAHNS KOMIIBIOTEPHBIX
CUCTEM
IIK 2.1-I1K | YyeOnasi npakTuKa 144 1216
2.4
IIK 2.1-IIK | IIpou3BoacTBeHHAsA MPAKTHKA (110 144 144
2.4 NnpoQuII0 CIennaaIbHOCTH), YaCOB
IIpomexyTouHasi aTTeCTALMA 8 8
(3x3aMeH (KBAJIM(PUKANMOHHBbIN))
Bcero: 882 474 312 36 216 144 26

“Pasznen npo)ecCHOHATIBLHOIO MOAYIIS — YacTh IPOrpaMMbI HPO(eCCHOHATLHOr0 MOMYIIS, KOTOpas XapaKTepU3yeTcs JOTHYECKOM 3aBEepIIEHHOCTHIO M HAlpaBieHa Ha OCBOGHHE OJHOM
WA HECKONBKHUX MPO(EeCCHOHANBFHBIX KOMIETEHINHA. Pa3nen mpodeccHoHaIbHOTO MOIYIS MOXET COCTOSATh M3 MEXIWCIMIDIMHAPHOTO Kypca WM €TO YacTH M COOTBETCTBYIOIINX
yacTeil y4eOHON ¥ MPOW3BOJICTBCHHON MNpakTWK. HamMeHoBaHue pasjiena mpo(ecCHOHATBHOTO MOIYJSl JOJDKHO HAYHMHATBHCS C OTIJIArOJNBHOTO CYINECTBUTEIBHOTO W OTPAaXKaTh

COBOKYITHOCTb OCBaMBACMbIX KOMHCTGHHHﬁ, yMeHI/Iﬁ U 3HaHMI.




2.2. TemaTu4eckuii JIaH U cojep:kaHue npodeccuoHaabHoro moayJs (IM)

HaumenoBaHue pa3jiesioB u Conep:kanue y4eOHOT0 MaTepuaJia, JJadopaTopHble padoThl M MPAKTHYECKUE 3AHATHS, Oo0bem
TeM NpogeccHOHATHHOr0 CaMOCTOfITeIbHAsl paboTa o0y4ammXxcs , KypcoBasi padoT (IpoeKT) 4acoB
moayJsa (ITM),
MEKIMCIUTLTHHAPHBIX
kypcoB (M/IK)
1 2 3
Pa3nes 1. AiMuHUCTpUpPOBAHHUE CETEBBIX ONEPAIIMOHHBIX CUCTEM 262
MJIK 2.1. AAMHHUCTPUPOBAHUE CETEBBIX OMEPAIMOHHBIX CUCTEM 262
Tema 2.1.1. Vcranoskau | Cogepskanue 66
HacTpoiika Windows Server 1 0630p Windows Server 2016. 2
2016 JlomaniHee 3a/1aHMe: COCTaBUTh TaOJIHIlYy CPAaBHEHHUS BEPCHUI ONepalliOHHON CUCTEMBbI
2 PassepreiBanne Windows Server 2016. 2
JlomaniHee 3aJaHmne: COCTaBUTh IUIaH KOHCIEKTA JICKIIUU
3 0630p 3anau no ynpasineano Windows Server 2016. Beenenne B Windows PowerShell 2
JloMaliHee 3aJaHUe: YTCHUE U aHAIN3 KOHCIIEKTa
4 Beenenune 8 AD DS. O630p dbyHKIIMIA KOHTpOJUIEpa TOMEHA. 2
JloMalHee 3aJaHue: YTCHUE U aHAIU3 JuTeparypsl [1] ctp. 281-292
5 Ynpasnenue o6bekTaMu JOMEeHHBIX ci1yk0 Ciry»6n1 KaTtanora 2
JlomaniHee 3alaHMe: YTCHUE U aHAIM3 JuTeparypsl [1] ctp. 292-300
6 | ABroMaru3ainus aIMHUHUCTPUPOBAHUS TOMEHHBIX ci1y0 CiyxOb1 Karanora 2
JlomaniHee 3alaHue: YTCHUE W aHAIM3 JuTeparypsl [1] cp. 300-311
7 N3yuenne nporokosa DHCP 2
JlomaniHee 3alaHMe: YTCHUE W aHAIM3 JIMTeparypsl [1] cTp. 213-227
8 [Tponecc paspemennst umveH B Windows 2
JlomaniHee 3alaHMe: YTCHUE W aHAIH3 JIMTepatypsl [1] cTp. 227-233
9 [Tpumenenne DNS 2
JloMalHee 3ajJaHue: YTeHUE U aHau3 auteparypsl [1] ctp. 233-251
10 0O0630p METOJIOB XpaHECHHSI TAHHBIX 2
JloMalHee 3aJJaHUe: YTCHUE U aHAIN3 KOHCIIEKTa
11 | [Ipumenenue aitioBo# Ciry)0ObI 2
JloManHee 3aJJaHUe: YTCHUE U aHAIN3 KOHCIIEKTa
12 | Ilpumenenue ¢aiinoBoi ciaykObl e4aTH 2




I[OMaIIIHee 3aJJaHue: YTCHHUC M aHAJIN3 KOHCIICKTAa

13 | O630p rpynmnoBor MOJTUTHKA 2
JlomaniHee 3ajiaHue: yTeHNe u aHaim3 aureparyps [1] crp. 300-311
14 | [lpumeHneHne aIMUHUCTPATUBHBIX IIA0JIOHOB 2
JlomaniHee 3aiaHue: yTeHNe u aHam3 aureparyps [1] crp. 300-311
15 | O6G30p Ge3onacHOCTH onepanuoHHBIX cructeM Windows 2
JlomanHee 3ajaHue: yTeHUEe W aHaIM3 auTeparypsl [1] ctp. 311-319
16 | Iloctpoenue 3amuThl cepBepoB Windows npruMeHeHHEM 00bEKTOB IPYNIIIOBOM MOJUTHKH 2
JlomaniHee 3alaHMe: YTCHHE U aHAJIU3 KOHCIIEKTa
17 | OG30p TexHoaoruil Bupryanusauuu. Ilpumenenue Hyper-V 2
JlomaniHee 3a/laHle: TOATOTOBKA K TECTUPOBaHMIO 1o Teme 2.1.1.
IIpakTHyeckue 3aHATHSA 28
1-2 | PassepreiBanne Windows Server 2016
3-4 | Hactpoiika Windows Server 2016 nocie ycTaHOBKH
5-6 | Hacrpoiika u ycrpaHeHne Hemosaaok ciyxosl DNS.
7-8 | llognepxka AD DS.
9-10 | YmpaBieHH€e MOJIB30BATEIHCKIMH U CITY)KEOHBIMU YYETHBIMH 3aITUCSIMU
11-12 | BHeapenue uHGPacTPyKTYphl TPYNIOBBIX NOJIUTUK
13-14 | YnupaBieHue MoiIb30BaTEIbCKUM pad0YUM CTOJIOM Yepe3 IPYNIIOBYIO MOJUTHKY
CamocrosiTesbHasi padora 4
ITonroroButh npe3entanuio Ha remy «VMWare vSpherey
[TonroToBUTH BHICTYIUIEHHE HA TeMY «CpelicTBa MOHUTOPHHTA ONIEPAIIMOHHBIX CHCTEM)

Tema 2.1.2. Coaepxxanue 134
AJIMUHHCTPHUPOBAHUE 1 VYupasnenue ciyx60ii DNS u ycrpaHeHue HernoJajok. 4
Windows Server 2016 Jlomalunee 3aJaHMe: YTEHUE U aHanu3 auteparypsl [1] crp. 251-253

2 AnmunuctpupoBanue AD DS 4
JlomamHee 3ajaHue: yTeHne U aHanu3 auteparypsl [1] ctp. 281-300

3 [Monnep:kka noMeHHbIX ciny)k0 Ciyx0p1 KaTtanora 4
JlomaniHee 3alaHMe: YTCHHE U aHAJIU3 KOHCIIEKTa

4 YnpasieHue noab30BaTeIbCKUMU M CTY)KEOHBIMH YUETHBIMU 3aIHCSIMU 4
JlomalHee 3aJaHue: YTCHUE U aHAIN3 KOHCIIEKTa

5 BHenpenue u anMuHucTprpoBaHue [ pynnoBbIX MOJIUTHK 4
JlomaniHee 3ajlaHue: YTeHUE U aHAIK3 TuTeparypsl [1] ctp. 281-300

6 MeTo1p1 TPOBEPKHU MOJTMHHOCTH CepBepa 4

I[OMaI[IHee 3aJaHue: YTCHUC U aHaJIM3 KOHCIICKTa




7 MOHHTOPHHT M YCTpaHEeHue Henoianok poiau «CepBep ceTeBOM MOTUTUKID 4
JloMamHee 3aJaHue: YTCHUE U aHAIU3 KOHCIIEKTa

8 00630p nporecca MPUMEHEHUS 3aIIUTHI IOCTYNA K CETH 4
JloMalHee 3aJaHue: YTCHUE U aHAIU3 KOHCIEKTa

9 MOHMTOPHHT U yCTpaHeHue Henonagok NAP 4
JloMalHee 3aJJaHUe: YTCHUE U aHAIN3 KOHCIIEKTa

10 | O630p TEXHOJIOTUHU YJAJICHHOTO JOCTYyIa 4
JloMalHee 3a/JaHUe: YTCHUE U aHAIN3 KOHCIIEKTa

11 | Buenpenne DirectAccess, VPN, Web Application Proxy. 4
JloMmaniHee 3aJJaHUe: YTCHUE U aHAIN3 KOHCIIEKTa

12 | Ontumu3zanus GaiaoBbIX CEpBUCOB 4
JloMmaniHee 3aJJaHue: YTCHUE U aHAIN3 KOHCIIEKTa

13 | Ilpumenenune knaccudukayu (HaiioB u 3a1a4 IO yrpaBieHHIO (aiaamu 4
JloMalmHee 3aJJaHue: YTCHUE U aHAIN3 KOHCIEKTa

14 | Hacrpoiika u yctpaneHnue Henosaaok perutmkanuu DFS 4
JloMalHee 3aJaHue: YTCHUE U aHAIN3 KOHCIIEKTa

15 | Hacrpoiika mmdpoBanus 4
JloMamHee 3ajjaHue: YTeHUE U aHanu3 aureparypsl [1] ctp. 339-341

16 | Hacrpoiika pacIIMpeHHOro ayiuTa 4
JlomaniHee 3aJJaHue: YTCHUE U aHAIN3 KOHCIIEKTa

17 | Pa3BepThIBaHME U NOAJEPAKKA CEPBEPHBIX 00pa30B 4
JloMmaniHee 3aJJaHUe: YTCHUE U aHAIN3 KOHCIIEKTa

18 | YnopaBneHnue 0OOHOBICHUSIMHI 4
JlomanHee 3ajjaHue: TMOJrOTOBKA K TECTUPOBAHMIO 110 Teme 2.1.2.

IIpakTHyeckue 3aHATHSA 60

15-17

YcranoBka 1 Hactpolika poau Cepep CeTeBoi NOIUTHUKHU.

18-20

HpI/IMeHeHI/IC 3alIUThI JOCTYIIA K CCTHU.

21-22

Buenpenue texnosorun DirectAccess ¢ MOMOIIbI0 MacTepa HauaIbHOM HACTPOUKH.

23-24

PaszBepTriBanue pacmupeHHoi nHGpacTpykTypsl DirectAccess.

25-27

Buenpenune VPN.

28-30

Brenpenune Web Application Proxy.

31-33

Hactpoiika Kot u (aitnoBoro skpanupoBanusi B FSRM.

34-35

[Ipumenenne DFS.

36-38

Hacrpoiika mudpoBaHus 1 paCIIMPEHHOTO ay/InTa.

39-40

Hcnonp3oBanue ciyx0bl pazBeptbiBanusg Windows juist pasBepteiBanust Windows Server 2016.




41-42 | Baenpenue ynpasieHus 00HOBICHHUSIMH.

43-44 | Monutopunr Windows Server 2016.

CamocrosiTesbHasi padoTa 2
[ToaroTOBUTH Npe3eHTaLnI0 Ha TeMy «TeXHOJIOTHH YAAJICHHOTO TOCTYIa»
Tema 2.1.3. OcHoBsl Linux | Conep:xanue 54
1 @aiinoseie cucreMbl OC Linux 2
JlomanHee 3ajjaHue: YTEHUE U aHAIM3 auTeparypsl [2] cTp. 33-36
2 Bapuants! ycranoBku cepsepa OC Linux 2
JloMamHee 3aJaHue: YTCHUE U aHAINU3 KOHCIEKTa
3 | Web-cepsepa B OC Linux 2
JloMamHee 3ajJaHue: YTCHUE U aHAIN3 KOHCIIEKTa
4 Cepsep DNS B OC Linux 2
JloMmanHee 3a/JaHUe: YTCHUE U aHAIN3 KOHCIIEKTa
5 Cepsep DHCP B OC Linux 2
JloMmanHee 3a/JaHUe: YTCHUE U aHAIN3 KOHCIIEKTa
6 @aiinossie cepepa B OC Linux 2
JlomanHee 3aJJaHue: YTCHUE U aHAW3 JuTeparypsl [1] ctp. 16-32
7 VY naneHHsli JocTyn 2
JlomalHee 3ajjJaHue: YTeHUE U aHanu3 aureparypsl [1] ctp. 123-125
8 Ceprepa bJ] B OC Linux 2
JloMalHee 3aJJaHue: YTeHHUE U aHaNU3 auteparypsl [1] ctp. 46-50
9 Konreitnepsr Docker 2
JlomaniHee 3alaHMe:I0rOTOBKA K TECTUPOBaHMIO 1o Teme 1.1.3.
IIpakTuyeckue 3aHATHSA 32
45-46 | TToaroroBka cepsepa OC Linux
47-48 | PaseptriBanue cepBepa OC Linux
49-50 | PassepreiBanue Nginx
51-52 | Hactpoiixa DNS u DHCP
53-54 | Hacrpoiika Samba
55-56 | Hactpoiika yaneHHoro jocrymna
57-58 | Hactpoiika MySQL, MongoDB
59-60 | U3yuenue Docker
CamocrosiTesbHasi padoTa 4

IToaroToBuTh Mpe3eHTanuio Ha Temy «OnepalnnoHHbIE CHCTEMBI ceMericTBa Linuxy

[ToaroroButs Tabauiy cpaBHeHus cepBepHbix OC cemerictBa Windows i Linux




IIpome:kyTOYHAas aTTecTalus (IK3aMEeH)

Paspean 2. [Iporpammuoe 140
o0ecriedeHrne KOMITbIOTEPHBIX
ceren
MK 2.2. IIporpammuaoe 140
obecriedeHrne KOMITbIOTEPHBIX
ceren
Tema 2.2.1. Peanusanus Coaep:xanue 108
KITMEHTCKOM 1 0O030p KUZHEHHOTO UKJIA KIIMEHTCKUX KOMITBIOTEPOB MPENTPHUITHUS 2
MHQPPACTPYKTYPbI JlomanHee 3aJaHHe: YTCHHE U aHAIM3 KOHCIICKTA
2 0030p MeTo10B pa3BepThiBanus KiHeHTCKUX OC B cpesie opraHu3anuu 2
JlomalHee 3aJaHHe: YTCHUE U aHAIN3 KOHCIIEKTa
3 [InanupoBaHue cTpaTeruu ynpasieHus oopazaMu 2
JlomalHee 3aJaHHe: YTCHUE U aHAIN3 KOHCIIEKTa
4 Peaymzanus 1IeHTPaIM30BaHHOTO pelieHUs o 0e30macHOCTH KiMeHTCKux OC 2
JlomaniHee 3aJaHHe: YTCHUE U aHAIHN3 KOHCIIEKTa
S) Hactpoiika 6e3onacHocTu kineHTCKuX OC ¢ moMOIbI0 rPyIIOBON NOJUTHKU 2
JlomaniHee 3ajaHne: YTCHUE U aHATHM3 KOHCIIEKTA
6 ITnanupoBanue u peanusanus BitLocker, EFC 2
JlomaniHee 3ajaHne: YTCHUE U aHAJIH3 KOHCIIEKTA
7 Ynpasnenue cpenoit npexycrtaHoBkun Windows 2
JlomaniHee 3ajaHue: YTCHUE U aHATH3 KOHCIIEKTA
8 3axBaT U ynpasieHue oOpasamu kiaueHTckux OC 2
JlomalHee 3aJaHHe: YTCHUE U aHAIN3 KOHCIICKTa
9 0630p c1ocob60B MUTPAITUHU TIOJTH30BATEIHCKON CPEIBI 2
JlomanHee 3aJaHHe: YTCHUE U aHAIHM3 KOHCIICKTA
10 CO60p IaHHBIX U BOCCTAHOBIJIEHUS Npoduiist nmosp3oBatens ¢ nomompo USMT 2
JlomaniHee 3aJaHHe: YTCHUE U aHAIHN3 KOHCIIEKTa
11 [Tnanuposanue cpeast Lite Touch Installation 2
JlomalHee 3a/JaHHe: YTCHHE U aHAIN3 KOHCIIEKTa
12 Cosnanue u Hactpoiika Microsoft Deployment Toolkit Deployment Share 2
JloMalHee 3a/laHHe: YTCHHE U aHAJIM3 KOHCIEKTa
13 | IlnanupoBanue u pasBepreiBanue knueHTckux OC ¢ momomsio System Center Configuration Manager 2
JloMalHee 3a/JaHHe: YTCHUE U aHAIN3 KOHCIICKTa
14 00630p cyx0b1 ynageHHoro padodero crojna. [Inanuposanue cpeast Remote Desktop Services 2

10




I[()Mamﬂee 3aJaHMe: YTCHUC U aHaJIn3 KOHCIICKTa

15 Hacrpoiika crienapust ”HQPaCTPYKTyphbl BUPTYaJIbHBIX PaOOYUX CTOJIOB 2
JlomMalHee 3a/JaHHe: YTCHUE U aHAIN3 KOHCIICKTa

16 [TnannpoBaHue BUPTYyaIu3ayu MpoGuIIs MOJIb30BATENS 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIW3 KOHCIEKTa

17 | Peanu3anus BupTyanu3anuu pabotsl mosb3oBaress Microsoft User Experience Virtualization 2
JlomaniHee 3aiaHle: YTCHUE U aHAJIN3 KOHCIIEKTa

18 [TnaanpoBanmne nHGPACTPYKTYypbl OOHOBICHUH 71l OpraHu3anuu. Y IpaBlieHue 0OHOBICHUSIMU 2
JlomanHee 3aiaHle: YTCHUE U aHAIN3 KOHCIIEKTa

19 | Ucnonw3oBanne Windows Intune aist ynpasierust 0OHOBIICHHE TPOrPAMMHOTO 00eCTIeUeHHsI. 2
JomainHee 3a/laHle: YTCHUE U aHAIN3 KOHCIIEKTA

20 3anyTa KOMIBIOTEPOB MPEANPHUSITHS OT BPEIOHOCHBIX TPOrPaMM 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIN3 KOHCIICKTa

21 3anuTa KOMIBIOTEPOB NPEANPUSITHS OT MOTEPh JAHHBIX 2
JlomalHee 3aJaHHe: YTCHUE U aHAIN3 KOHCIIEKTa

22 MOHUTOPUHT 3aIIUTHl KOHEUYHBIX TOYEK 2
JlomanHee 3aJaHHe: YTCHUE U aHAIHM3 KOHCIICKTa

23 ITpon3BOANTENILHOCT M Pa00TOCIOCOOHOCTh HH(MPACTPYKTYpHI KiHeHTcKux OC 2
JlomanHee 3a/laHle: YTCHUE U aHAIN3 KOHCIICKTA

24 | MoHuTOpHHT HHPPACTPYKTYPHI BUPTYAIBHBIX KIIMEHTOB 2
JlomanHee 3aJaHMe:0;rOTOBKA K TECTUPOBAHUIO 1O Teme 2.2.1.

IIpakTnyeckue 3aHATHSA 54

1 | OueHka u onpenesieHHe MapaMeTpOB Pa3BEPTHIBAHUSL.
2 | [InanupoBaHue CTpAaTETUH YIIPABJICHUS 00pa3aMu.
3 | Hacrpoiika 6€301aCHOCTH KJIMEHTCKHX CUCTEM.
4 | Hacrpoiika mmdpoanus ¢aitnos ¢ nomonrsio EFS.
5-6 | IlonroroBka obpasa u cpeapl nmpeaycraHoBku YcranoBka Windows ADK.
7-8 | Coznmanue stanonHoro oopasa ¢ nomoribio Windows SIM u Sysprep. Co3ganue (aiina OTBETOB ¢
nomoisio Windows SIM.
9 | Co3nanue u 00CTy)KMBaHUE 3TAIOHHOTO 00pasa.
10- | Hacrpotika u ynpasiaeaune Windows Deployment Services ITnanuposanue cpeast Windows Deployment
11 | Services.
12 | [InarupoBaHUE U peatn3anys MUTPAIMN TI0JIh30BATEIbCKOM CPEIBI.
13 | Murpanusi COCTOSIHHSI TIOJIH30BATENS C CO3JJAHHEM JKECTKUX CCBUIOK.
14 | IlnanupoBanue u passeprbiBanue KMeHTckux OC ¢ nomompso MDT.
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HOI[I‘OTOBK& CpCabl IJid pa3BCPThIBAHUSA 0H€paHHOHHOﬁ CUCTCMBEI.

1167 Hcnonp3oBanne MDT u Configuration Manager aist moarorosku Zero-Touch Installation.
18- .
19 [TnanupoBanue u peanuzauus uHdpactpykTypsl Remote Desktop Services.
20 | Pacmmpenue goctyna Kk MaTepHeT 1uist uHGpacTpykTypsl RDS.
2212_ PasBepTrIBaHME U OAEPIKKA BUPTYATH3AUHA TPOQHIIS TOTb30BATEIS.
23 | IlpoektupoBanue u peanu3anus (aillIoBbIX CIIyxXO.
24 | Peanusarst Client Endpoint Protection Hacrpoiika Touku Endpoint Protection.
25 | Hactpoiika Data Protection jy1st TaHHBIX KJIMEHTCKOTO KOMITBIOTEPA.
26- | MOHUTOPHUHT POU3BOJUTEIHLHOCTH U paboTocnocoOHocTH HHPpacTpykTyphl kiueHTckux OC, nx
27 | HacTpoHKa.
CamocrosiTesibHas padoTa 6
[Tpown3BecTr aHanM3 CYIIECTBYIONUX METO/IOB YIAJICHHOTO YIIPaBJICHHsI KOMIIBIOTEPOB
ITpoussectu cpaBHenue BitLocker, EFC
[IpounsBecTu 0630p ¥ CpaBHEHUE OTIMYUTENBHBIX OCOOCHHOCTEN aHTUBUPYCHBIX IPOrPaMM
Tema 2.2.2. Peanuzanus Conep:kanue 28
Cpebl HaCTOJIbHBIX 1 Pa3paboTka cTpaTeruu pa3BepThIBAHHS MPHIOKCHUI 2
NPUITIOKEHU N JlomaiHee 3aJaHue: YTCHUE U aHaIM3 JuTeparypsl [3] cTp. 6-14
2 Jlmarsoctuka m o0ecredeHue COBMECTUMOCTH TPHUIIOKCHUI 2
JloMaiHee 3aJaHHe: YTCHUE U aHAIN3 KOHCIIEKTa
3 Pa3BepThIBaHNE NPUIOKEHUHN C MOMOIIBIO IPYNIOBBIX NMOJUTHK 1 Windows Intune 2
JlomaniHee 3aiaHle: YTCHUE U aHAJIU3 KOHCIIEKTa
4 PazseprriBanue npuiioxenuii ¢ nomorpto System Center Configuration Manager 2
JlomaniHee 3aiaHle: YTCHUE U aHAJIU3 KOHCIIEKTa
5 Pa3BepThiBaHNE caMOOOCTYKMBAEMBIX MPUITIOKEHUI 2
JlomaniHee 3aiaHle: YTEHUE U aHAJIN3 KOHCIIEKTa
6 [TpoexTrpoBaHue U peanu3aiysi ”HOPACTPYKTYPHl BUPTYaATH3AIMK TPEACTABICHUI 2
JlomalHee 3a/JaHHe: YTCHHE U aHAIN3 KOHCIIEKTa
7 [ToaroroBka, HaCTpOMKa U pa3BEPTHIBAHKUE MPEACTABICHUN BUPTYAIN3ALMU TPUIIOKECHU N 2
JlomaniHee 3alaHle: YTCHUE U aHAIN3 KOHCIIEKTA
8 [IpoekTupoBaHue U pa3BepThIBAHUE CPEbl BUPTYATH3AUHN MPUITOKEHHH 2
JloMalHee 3a/JaHHe: YTCHUE U aHAIN3 KOHCIICKTa
9 IlonroroBka K BUPTyaan3allii ¥ pa3BepThIBaHHE BUPTYaIbHBIX MPUIOKEHHM 2
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I[()Mamﬂee 3aJaHMe: YTCHUC U aHaJIn3 KOHCIICKTa

10 [TnanupoBanue u peanuzanus 6€300aCHOCTH U OOHOBJICHHSI PUIIOKESHHIM 2
JlomaniHee 3aiaHle: YTCHUE U aHAJIN3 KOHCIIEKTa
11 MOHUTOPHHT pa3BepThIBAHUS, UCIIOJIb30BAHMSI U POU3BOUTEIBHOCTH IPUIOKEHUHN 2
JlomaniHee 3aiaHue: IOArOTOBKA K TECTUPOBAHMIO 1O Teme 2.2.2.
CamocrosiTesbHasi padoTa 6
Onpenenuts OM3HEC-TPeOOBAHUM Ul pa3BepThIBAHUS NPUIIOKEHUN
[InaHupoBaTh UHBEHTAPU3ALMIO IPUIIOKEHUMN.
Opranu3oBaTh MHBEHTapU3aLMIO IPOrPAMMHOI0 00ecriedeHus
IMpomexxyTounas arrectaius (1uddepeHIHPOBAHHBII 3a4eT) 4
Pa3nea 3. Opranuszanus 172
aJIMMUHHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CUCTEM
M/K 2.3. Opranu3zamus 172
aJIMUHUCTPUPOBAHUS
KOMITBIOTEPHBIX CHCTEM
Tema 2.3.1. Copep:xxanue 96
[IpoexkTupoBanue u 1 ITnanupoBaHue anrpeiia 1 MUTpaLluu cepBepa 2
peanu3anus cepBepHoOn JloMamHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa
MH(PACTPYKTYPbI 2 [TnanupoBaHue U BHeIpeHUEe HHPPACTPYKTYpHI [Jisl pa3BepThIBAHUS CEPBEPOB 2
JloMamHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa
3 BHeapenue nuHGpacTpyKTyphl UIsl pa3BepThIBaHUs CEPBEPOB 2
JlomamiHee 3alaHMe: YTCHUE U AaHAJIN3 KOHCIIEKTa
4 [InanupoBaHue U pa3BepThIBAHUE CEPBEPOB C UCIOJIb30BAHUEM JAUCIETUEPA BUPTYAIbHbBIX MAIIUH 2
JlomaniHee 3alaHle: YTCHUE U AaHAJIU3 KOHCIIEKTa
5 Peanuzarus 6nbnmoTex u nmpoduiiel qucneryepa BUPTYaIbHBIX MaIIHH. 2
JlomaniHee 3alaHle: YTCHUE U AHAJIN3 KOHCIIEKTa
6 Brenpenune nndpactpykrypsl 1ecoB u jomeHoB Active Directory Domain Services 2
JlomaniHee 3aiaHMe: YTCHUE U AaHAJIU3 KOHCIIEKTA
7 [TpoekTrpoBaHue HHPPACTPYKTYpHI JecoB U JoMeHoB Active Directory Domain Services 2
JloMamHee 3aJaHHe: YTCHUE U AHAIU3 KOHCIEKTa
8 ITpoexkTupoBanue noBepuTenbHbIX oTHOMIEHUH AD DS. 2
JloMalHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa
9 [TnanupoBaHue AeIerupoOBaHMs aIMHHUCTPATUBHBIX 3aa4. 2
JloMalmHee 3aJaHUe: YTCHUE U aHAIU3 KOHCIEKTa
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10 [TpoexTupoBanue CTpykTypsl noapaszaenennit OU. 2
JloMamHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa

11 ITpoexkTupoBanue 1 BHeapeHue crpateruu rpynn AD DS 2
JloMamHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa

12 [TpoexTHpoBaHKE M BHEPEHUE CTPATETUU TPYIIIOBBIX MOJIUTUK 2
JlomalHee 3a/JaHHe: YTCHHE U aHAIU3 KOHCIICKTA

13 [TnanupoBaHue yrpasjieHHs IPYNIOBbIMU MOJTUTUKAMHI 2
JloMalHee 3a/JaHHe: YTCHHE U aHAIU3 KOHCIIEKTA

14 ITpoekTupoBanue u peanuzanus caiitoB Active Directory 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIN3 KOHCIICKTA

15 [TpoexTrpoBanue permkanuu Active Directory 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIICKTA

16 Buprtyanu3zaius KOHTpOJUIEPOB IOMEHa 2
JlomalHee 3a/JaHHe: YTCHHE U aHAJIU3 KOHCIEKTa

17 [ImannpoBanue 1 peanusanus XpaHWIUI JaHHBIX 2
JlomalHee 3a/JaHHe: YTCHHE U aHAJIM3 KOHCIEKTa

18 OnTtumuzanus GailsioBbIX CIIyK0 2
JlomamHee 3aJaHHe: YTCHHE U aHAJIM3 KOHCIIEKTa

19 [InanupoBaHue U peanu3alus 3alUThl CETEN 2
JlomalHee 3a/JaHHe: YTCHHE U aHAIU3 KOHCIIEKTA

20 [TpoexTrpoBanue 1 BHeApeHHe HHPpacTpyKTypsl NAP 2
JlomalHee 3aJaHHe: YTCHUE U aHAIW3 KOHCIICKTA

21 [TpoexTHpoBaHKE U peaTu3alysl 3alUThl CIyXK0 JOCTyNa K CeTH 2
JloMalHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa

22 [TnanupoBanue CI0XKHON MHPPACTPYKTYPHI YIAJEHHOTO JOCTyIa 2
JlomanHee 3aJaHMe:I0ITOTOBKA K TECTUPOBaHUIO 110 Teme 2.3.1.

IIpakTuyeckue 3aHATHSA 40

1 Co3pnaHue maHa anrpeiia 1 MUrpauuu cepsepa. [lmanupoBanue BUPTYyalIu3aluu.

2-3 Coznmanust 00pa3oB cepBepa. BHeapeHue crpaTerny aBTOMaTHYECKOTO pa3BePThIBAHUSI.

4-5 VYcTaHOBKa M MCIOJIb30BaHUE BUPTYabHbIX MamiH B System Center 2016. Peanuzanus 6ubnuorex u
npoduiIel nucreryepa BUPTyalbHbIX MamuH. [1anupoBanne u pasBepTeiBanue ciy:x6 VMM.

6-7 Pabota B BupTyansHbIX cpenax. IlpoextupoBanue u peanuszanus geca AD DS. TlpoektupoBanue u
peanu3alys JOBEepUTEIbHBIX OTHOIECHUH MEXY JIeCaMH.

8-9 PabGota B BupTyanpHbIx cpenax. [lnanupoBanue aenerupoBaHys aAMMHUCTPATUBHBIX 3ajau.

ITpoextupoBanue cTpykrypbl nogpasaeneuuii OU. IlpoekTupoBaHue U BHEAPEHUE CTPATETUU TPYIIII
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AD DS.

10-11

C6op Tpedyemoii nHpOpMaLUU AJIs IPOEKTUPOBAHMS IPYNIIOBBIX NOJUTHK. [IpoexkTupoBanue u
BHE/IPEHHE TPYIIOBHIX MOJUTHK B BEIOPaHHOM BUpTyalbHOU cpexe. IIpoekTrupoBanne o0paboTKu
IPYNIOBBIX NMOJNKTUK. [[1aHnpoBanue ynpaBiaeHus rpynnoBsIMU NOJUTUKaMU. BHenpenue ynpasiieHus
I'PYIIIOBBIMU IIOJIMTUKAMU HA BUPTYAJIILHOM CEPBEpE.

12-13

[TpoexTrpoBanue u peanuzanus caiitoB Active Directory. IIpoekTupoBanue perukanuu Active
Directory. I[IpoextupoBanue pa3MenieHns KOHTPOIIEPOB TOMEHa. BupTyanusanus KOHTPOIIEPOB
noMeHa. [TpoekTrpoBaHue BBICOKOH JOCTYITHOCTH KOHTPOJIJIEPOB JJoMeHa. Peannzaius npoekToB Ha
BUPTYaJIbHOM CEPBEpE.

14-15

[Tnanuposanue u Bueapenue iISCSI SAN. [TnanupoBanue u BHeapenue Storage Spaces. OnTuMu3anus
(alinoBbIX c1yx0 11 QuIuanos.

16-17

[TpoexktupoBanue u BHeApeHHe ucnoiabp3oBanus Windows Firewall. [IpoextipoBanue u BHeApEHNE
uHpacTpyKkTypsl NAP.

18-20

[TnanupoBanue u Bueapenue VPN. IlnanupoBanue u BHeapenue Web Application Proxy.
[TnaampoBaHue cI0KHOW HHPPACTPYKTYpHI yaaneHHOro qoctymna. Co3nanue n1aHHOH HHPpacTpyKTypa
C UCIIOJIB30BAaHUEM BUPTYaAIbHBIX KOMIIOHEHT CPEBL.

CamocrosiTesbHast padora 12
Co31aTh peKOMEHIAIMH 10 aNTPEH Ty 1 MUTPAITUH CEPBEPOB U 0a3 JTaHHBIX
[TpoBecTy CpaBHUTENBHBINA aHATIN3 CPEACTB BUPTYAIH3AUU
[IpoBectu anasu3 ciyx0 ynpasieHus npaBamu Active Directory
[TpoBecTy CpaBHUTENBHBINA aHATN3 CIOCO00B HM(poBaHus Gailios
PazpaboTtars mpumep TpyImoBOH MOJUTHKH YIPABICHUs KIMEHTCKUMH KOMIBIOTEpaMH
[TonroToBUTH BRICTYIUIEHHE HA TeMy «CpelicTBa MOCTPOCHUS 3AIIUIIEHHBIX CETEeH»
Tema 2.3.2. Coaep:kanue 70
Peanuzamnus npoasunytoin | 1 0630p ynpasienus [lentpom O6paboTku JIaHHBIX TPEINIPUATHS 2
CEpBEPHON MHPPACTPYKTYPEI JlomalHee 3a/JaHHe: YTCHHE U aHAIM3 KOHCIEKTA
2 [1nanupoBaHue pa3BepThIBAHUS JUCHIETYEpa BUPTYaIbHBIX MamuH (VMM) 2
JlomalHee 3aJaHHe: YTCHHE U aHAJIU3 KOHCIEKTa
3 [TnaHupoBaHue U peayin3alusi CEpBEpPHON BUPTYaIU3aALUH 2
JloMalHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTA
4 [TnanupoBaHue U peanzalus ceTeBod HHPPACTPYKTYPHI JUIsl BUPTYAIU3ALUU 2
JloMalHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa
5 [TnanupoBaHue U peayn3alusi CHCTEM XPaHEHHs! JaHHBIX ISl BUPTYaIU3alun 2
JloMalHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa
6 [TnanupoBaHue U pa3BepThIBAHUE BUPTYAJIbHBIX MAIIMH 2
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IIOMaIIIHee 3aJaHMe: YTCHUC U aHaJIM3 KOHCIICKTa

7 [TnanupoBanue u peanusanus pernku Hyper-V ‘ 2
JlomaniHee 3a/iaHMe: YTCHUE U AaHAJIM3 KOHCIIEKTa

8 [TnanupoBaHue U pean3alus peleHus Mo aIMUHUCTPUPOBAHUIO BUPTYaIU3aluU | 2
JlomaniHee 3aiaHMe: YTCHUE U aHAJIU3 KOHCIIEKTa

9 [TnanupoBaHue U peayin3alusi YCTAHOBKU OOHOBJICHUH B HH(PACTPYKType CepBEpHON BUPTYaATU3AINH ‘ 2
JloMamHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa

10 IInanupoBaHue U peanu3alys CTPAaTerui MOHUTOPUHIA CEPBEPOB ‘ 2
JloMalHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa

11 [InanupoBaHue M HACTPOMKA KOMIIOHEHT MOHUTOpHHra. Hactpolika B3aumoerncreus ¢ VMM ‘ 2
JlomamHee 3alaHle: YTCHUE U AHAJIN3 KOHCIIEKTa

12 [TmanupoBaHue M pean3alus pereHuil BRICOKOH TOCTYIHOCTH sl (haifyIOBBIX CITY)KO M IPUIIOKESHUH ‘ 2
JlomaniHee 3a/1aHMe: YTCHUE U aHAJIU3 KOHCIIEKTa

13 [TnanupoBaHue HHPPACTPYKTYPHI OTKA30YCTONUMBLIX KJIacTepoB. BHeapeHne 0Tka30ycTORYMBOTO 2
KJlacrepa
JlomaniHee 3alaHMe: YTCHUE U aHAJIN3 KOHCIIEKTa

14 [TnannpoBaHue pacnpeesIEHHBIX 0TKa30yCTOWYUBBIX KJIACTEPOB. \ 2
JlomamiHee 3aiaHMe: YTCHUE U aHAJIN3 KOHCIIEKTa

15 [InanupoBaHue U peanu3anus CTpaTerui pe3epBHOTO KonrpoBanus. [InanupoBanue u peanusanus 2
BOCCTAHOBJICHMSI
JlomamiHee 3alaHMe: YTCHUE U aHAJIN3 KOHCIIEKTa

16 [InanupoBaHue U peanu3alus pe3epBHOI0 KOMUPOBAHUSI M BOCCTAHOBJICHUSI BUPTYaJIbHBIX MAIIUH \ 2
JlomamiHee 3alaHMe: YTCHUE U aHAJIN3 KOHCIIEKTa

17 [TnanupoBaHue U peann3anus HHOPACTPYKTYPBI OTKPHITHIX KIHOUeH ‘ 2
JlomamiHee 3alaHle: YTCHUE U AHAJIN3 KOHCIIEKTa

18 [InanupoBaHue U peanu3alvs BbIaYU U OT3bIBa cepTuuKaToB. [nanupoBanre u peanusanus 2
apXUBallMU U BOCCTAHOBJICHUS KIIOYEH.
JloMalHee 3aJaHHe: YTCHUE U aHAJIU3 KOHCIEKTa

19 [TnanupoBanue u pa3BeproiBanne AD FS \ 2
JlomaniHee 3aiaHle: YTCHUE U AaHAJIN3 KOHCIIEKTa

20 [TnanupoBanue u peanuzamuss Web Application Proxy. \ 2
JlomaniHee 3alaHle: YTCHUE U AaHAJIN3 KOHCIIEKTA

21 [TnanupoBaHue U peanu3anys J0CTyna K JaHHBIM JIJIS TTOJIH30BaTEeH M YCTPOMCTB \ 2
JlomaniHee 3alaHNe: YTCHUE U AaHAJIN3 KOHCIIEKTa

22 [TnanupoBaHue MOJIKIOYEHUS K paboyeMy MecTy. [lmannpoBanue pabo4mx mamnox ‘ 2
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IIOMaIIIHee 3aJaHMe: YTCHUC U aHaJIM3 KOHCIICKTa

23 [TnanupoBaHue U peanusanus CIykObl yIIpaBJICHHs IIpaBaMu 2
JloMalHee 3a/JaHHe: YTCHHE U aHAIU3 KOHCIICKTA
24 ITnanupoBanue u peanuzanus B3aumoaericteuss AD RMS u Dynamic Access Control. 2
JlomanHee 3aJaHMe:IOITOTOBKA K TECTUPOBAHUIO 10 Teme 2.3.2.
IIpakTHyecKue 3aHATHSA 20
21-22 | [InanupoBaHue M peaau3anys HHOW CEpBEPHOIN BUPTYaTU3aIIHH.
23-24 | IlnaHupoBaHWE CHCTEM XpaHEHUS JUIsI BHpTyaiu3zauuu. Peanuszauus CcHCTeM XpaHEHUS s
BUpTyanu3anuu. [IpoektupoBanue ceTeBoi MHQPACTPYKTYPHI Ui BUpTyanuzauuu. [lnanupoBanue u
peann3alysi BAPTYaJIn3allii CEeTH.
25 [TnanupoBaHue U pean3alusl yCTAHOBKU OOHOBJICHUH B MH(PACTPYKType CEpBEPHON BUPTYaTIU3AIUH.
26-27 | IlmanupoBaHWe W pa3BEepPTHIBAHHE YIOCTOBEPSIOMIMX IEHTPOB. I[lmaHMpOBaHWE W peanu3aius
mabioHoB ceprudukaroB. IlnanupoBanue u peanus3anus BblJAYM U OT3bIBAa CEPTUHHUKATOB.
[TraHupoBaHue W pean3alus apXUBalUU 1 BOCCTAHOBIICHHSI KITFOUYCH.
28 [TnanupoBanue u peanuzanus nHppactpykTypsl AD FS. [TnanupoBanue u peanuzanus AD FS Claim
Providers u Relying Parties. IlmanupoBanue u peanmuzauus AD FS Claims u Claim Rules.
[TnanupoBanue u peanuzanust Web Application Proxy.
29-30 | IImanupoBanue u peamusanus DAC. [TnanupoBanue momximodeHus Kk pabodemy mecty (Workplace
Join). ITnanupoBanue padouux nanok (Work Folders).
CamocrosiTesbHast padoTa 2
[TonroToBUTh Mpe3eHTanunio Ha TeMy «CpeacTBa pe3epBHOIO KOITMPOBAHUS
IIpome:xxyTouHasi arTecTanus (IK3aMeH) 6
Y4yeOHasi npaKkTHKA 144
Buael padot
1 [TpoBeneHne HHCTPYKTaXka Mo TeXHUKe OezonacHocTH. [lonydyeHue 3ajaHuil o TeMaTHKe. 6
2 YcranoBka Windows Server 2016. 6
3 YcranoBka Debian 8. 6
4 Ycranoska Windows 10. 6
5 YcranoBka u HacTpoiika AD/DC 1 noKIII0YeHHEe KIMEHTCKUX KOMITbIOTEPOB. 6
6 VYcranoska u Hactporika DHCP-cepBepa Ha 6aze Windows Server 2016. 6
7 YcranoBka u HacTpoiika DHCP-cepepa Ha 6a3e Debian 8. 6
8 Hacrpoiika mapmpyruzanun Ha 6aze Windows Server 2016. 6
9 Hactpoiika mapuipytu3anuu Ha 6a3e Debian 8. 6
10 Hactpoiika NAT na 6aze Windows Server 2016. 6
11 Hacrpoiika NAT na 6a3e Debian 8. 6
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12 Hactpoiika mpokcu cepepa Kerio Control Ha 6a3ze Windows Server 2016. 6
13 Hactpoiika nmpokcu cepepa Squid Ha 6aze Debian 8. 6
14 YcranoBka u HacTpoka IIS + MSSQL-server + PHP na Windows Server 2016. 6
15 YcranoBka u Hactpoka IIS + MSSQL-server + PHP na Windows Server 2016. 6
16 YcranoBka u HacTpoiika Apache + MySQL + PHP + JOOMLA na Debian 8. 6
17 YcranoBka u HacTpoiika Apache + MySQL + PHP + JOOMLA na Debian 8. 6
18 YcraHoBKa B HacTpoiika mouroBoro cepsepa Postfix B csa3ke Linux Debian + Postfix + Dovecot + MySQ. 6
19 YcTaHoBKa M HacTpoiika mouToBoro cepsepa Postfix B cBszke Linux Debian + Postfix + Dovecot + MySQ. 6
20 Ycranoska Kaspersky Security Center 10 u qucranunonHoe pa3septoiBanue KES. 6
21 YcraHoBKa 1 HacTpoiika cepBepa | C-npeanpusiTvs U MOAKIIOYCHHE KIMEHTCKIX KOMITBIOTEPOB. 6
22 Hacrpoiika ¢aitnoBoro cepepa Ha Windows Server 2016. 6
23 Hacrpoiika ¢aiinoBoro cepepa Ha Debian. 6
24 Odopmiienne otueTa. Yuactue B 3aueTe-KoOH(EepeHIINH 10 Y4eOHOH MPaKTHKE 6
IIpou3BoacTBeHHasI NPAKTUKA(MO NPOPUIIO CIENUATBLHOCTH) 144
Buabl pador
1 [TpoBeieHne MHCTPYKTaXKa 10 TeXHHUKe Oe3omacHocTH. O3HakoMmileHHe ¢ npeanpusitueM. Ilonydenue 3a1aHuii o TeMaTuKe. 6
2 3HAaKOMCTBO C 0a30ii MPAKTUKH: O3HAKOMJICHHE C TIPEINPUATHEM, 3HAKOMCTBO C YIPEAUTEIbHBIMH JOKYMEHTAMH MIPEITPUITHS 6
(opraHu3anuu), M3yuyeHHe OpraHu3alMOHHO-YIIPaBIEHYECKON CTPYKTYpBhI, U3yUeHHE 3ajiay MOoApa3eIeHUH U NX B3aUMOCBS3H
3 HccnenoBanue n1oKanbHON KOMIBIOTEPHOMN CETH MpenpUsiTHsl (OpraHU3aliK): N3y4eHHUE TOTIOJIOIMH KOMITBIOTEPHOU CEeTH 6
NPEINPUATHS, ONPE/IeTIeHNE B1/1a TONOJIOTMH KOMITBIOTEPHOI CETH NMPEeNNpUATHS, U3YyYeHUE apXUTEKTYpbl KOMITBIOTEPHOH ceTH
MpeNNpHUSITH, ONPEEICHUE BUAa APXUTEKTYPbl KOMIIBIOTEPHON CETH MPEANPUSITHS,
4 CocTaBieHue JOKYMEHTAIMH Ha CYLIECTBYIOIIYIO CETh MPEANPUSATHI, CXEMaTHYHO - OOIIYIO CETh, MOJIPOOHO - OJTHOTO U3 OMEIEHUH. 6
5 HccnenoBanue mporpaMMHOTO 00eCreueHHs] XOCTOB CEeTH MPEIPUATUS OpraHU3aluy: CBEIEHUS O POTPaMMHOM 00ECTIEYeHUH XOCTOB 6
ceTell; n3ydeHue xapakrepuctuk 110 xocTos.
6 W3yuenune aqMMHUCTPUPOBAHUS KOMITBIOTEPHOM CETH MPEANPUATHS OPTaHU3aLUHU COMPOBOXKICHUE U KOHTPOJIb MCIIOIb30BaHUS 6
mo4ToBOTO cepBepa, SQL — cepBepa u Ap.: HACTpOIKa cepBepa U pabOUNX CTAHITUH I O€30TacHOM nepenayu nHpopMaIu,
ycranoBkr Web — cepBepa
7 JleMoHCTpanusi yMEHU 0 HACTPOWKE CETEBBIX MPOTOKOJIOB U CUCTEM CETEBOM 3alUTHI 6
8 JleMoHCTpalysi yMEHUH 10 MOJIb30BaHUI0 TEXHUYECKUMHU M TPOrPAMMHBIMH CPEJICTBAMH JJIsl IUATHOCTUKH CETH. 6
9 VYcranoBka 1 KOHQUTYPUPOBAHUE aHTUBUPYCHOTO MPOTPAMMHOT0 00€CTICUCHH S, IPOTPAMMHOT0 0OecTieueHus 0a3 TaHHBIX, 6
MIPOrPaMMHOT0 00ecreueHUs] MOHUTOPUHTA, 00eCIIeYeH s 3aIlUThl IPU OJKIIOUEHUH K ceTH VIHTepHeT cpecTBaMu OllepalliOHHOM
CHCTEMBbI
10 [TocTpoenue Toruyeckoi TONOJIOTHH JOKAIbHOM ceTH ¢ ucnonb3oBanue [10 B 3JIeKTPOHHOM BH/IE: BHIOOP CETEBOI TOMOIOTUN 00BEKTA 6

npodeccnoHanbHOM eATeIbHOCTH, PACUET OCHOBHBIX MapaMeTPOB JIOKAJIBbHOM ceTH; KOHTPOJIb COOTBETCTBUS pa3padaThiBA€MOTo
MIPOEKTAa HOPMATUBHO-TEXHUYECKON JOKYMEHTAIINH.
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11 Onwucanue NporpaMMHOTO M alapaTHOTO 00ecIeYeHusl JIOKAIbHOW CEeTH NPEANPUSTHI (OpTaHU3aIH) 6

12 Ananus I10 KOMIBIOTEpHON CETH JAHHOTO MPEAIPUSATHS, H3YUYE€HUE XapaKTePUCTHK JIpaiiBEpOB CETEBbIX a/1allTEPOB 6

13 HccnenoBanue HaCTPOEK MPOrpaMMHOTO U alllIapaTHOTO 00ecreueH s, aHAJIN3 aIMUHUCTPATUBHOTO MPOTPaMMHOT0 00ecTIeYeHuUs 6
JIOKAJIbHOM CEeTH; 0COOEHHOCTH U crieUU(HUKH HACTPOMKH JIOKAJIbHON CETH IaHHON OpraHU3alMH.

14 Brimonnenue paboT 1o aAMUHUCTPUPOBAHHIO paboueil cTaHIiK, pa3paboTKa MpuMepa rpyninoBOi HOJIUTUKU YIPABICHHS 6
KJIMEHTCKUMH KOMITBIOTEpaMU JUIsl IPUMEHEHHsI Ha YpOBHE CaliTOB, JIOMEHOB M I0JIpa3/Ie]eHNI; HACTPOiiKa MpaBa JOCTyIa
I0JIB30BATENECH K CETH.

15 N3zyuenne OC uHBIX cepBEpPOB JOKAIBHON CETH MPEANPUITUS (OpraHU3alii) UCCIIEN0BaTh CTPYKTYPY CETEBBIX ONEPALMOHHBIX CHCTEM; 6
paccMOoTpeTh ciocoObl B3aMMOICHCTBHSI MTOJIb30BATEIICH C CETEBBIMU ONIEPAIMOHHBIMUA CHCTEMaMH.

16 W3yuenue TeHAEHIMI pa3BUTHS CETEBBIX ONEPALIMOHHBIX CUCTEM; BBISBICHHE HHTEPECOB I0JIb30BATENIEH CETEBBIX ONEPALIMOHHBIX 6
CHCTEM.

17 Br160op I1O cbopa naHHBIX U1 aHaIKM3a UCTIOIb30BaHUS U (DYHKIIMOHUPOBAHUS POTPAMMHO-TEXHUUYECKUX CPEACTB KOMITbIOTEPHBIX 6
cerell, 000CHOBaHME BbIOOpa cucTeM cOOpa U aHalIM3a JaHHBIX, KOHTPOJIS 32 U3MEHEHUSMHU B MH(OPMAILIMOHHON cHcTeME U
OTIOBEIIEHHSI O HAX a]MHHUACTPATOPA.

18 BpInonHeHne CKpUHIIOTOB U MPOTOKOJIOB aHAINM3a MPOrPaMMHO-TEXHUUYECKUX CPEACTB KOMIbIOTEPHBIX CETEH. 6

19 Onucanue cpencts odecrnedeHnst 0€30nacHOCTH (PYHKIIMOHUPOBAHUS HH(OPMALIMOHHON CETH MPEANPUATHS OpraHu3allii, aHaIu3 6
cucreMHoro xypHana I1K; uzyuenue anmapaTHbIX CpeACTB, UCIIOJIb3YEMbIX Ha MPEANPUATHH [T oOecrieueHHs 6€301MacHOCTH
(YHKIIMOHUPOBAHMUSI CETH.

20 Omnucanue cpecTB obecnedeHus: 0e30nacHOCTH PYHKIMOHUPOBAHUS HH(OPMAIIMOHHOMN CETH NMPEANPUATUS OpraHU3aluy, U3ydeHne 6
MPOTPaMMHBIX JIUaTHOCTUYECKHUX CPEJICTB, HCIIOJB3YEMbIX Ha MPEeNNPHUATHH TS oOecrieueHust 0e30MmacHOCTH (PYHKITMOHUPOBAHUS
CETH.

21 COop st mpenocTaBIeHUs JOKYMEHTAIIMHY TI0 OPTaHU3aIiy 0€30MacCHOCTH HH(POPMAIIMOHHON CETH NMPEANPHUATHS OPTaHU3aIuN 6
(opranu3anus 3alMThl IEPCOHATIBHBIX JAHHBIX)

22 CocraBieHue NpeAaoKeHUH (0KJIaHOM 3aMCKN) 10 MOAECPHHU3ALMHY JIOKAIBHOM CeTH MPEANPUATHSI, ONIUPAsACh HAa COOpaHHBIE 6
CBEJICHMSL.

23 3anoyiHeHHe JOKYMEHTAIUK B CBSA3U C OKOHYAHHEM IPAKTUKH. 6

24 Odopmienne otyeTa. Ydyactue B 3a4€T-KOH(PEPEHIIMH 1O MMPOU3BOJCTBEHHOMN PAKTUKE. 6

IIpomexyTouHas aTTecTanus (3k3aMeH (KBaTH(PUKALMOHHBINH)) 8
Bceero: 882
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3. YCJIOBMS PEAJIU3ALIUUA TIPOTPAMMBI IPO®ECCUOHAJILHOIO
MOJIYJISt

3.1. TpedoBaHUsI K MUHMMAJBLHOMY MATEPUAJILHO-TEXHUYECKOMY 00ecredyeHuIo
Peanuzanmst mporpaMmbl  MOJyJNS MPEIONaraeT Hajaudue JiabopaTtopuid
«HpopMalnOHHBIX pecypcoBy, «JKCIUTyaTanuu 00BEKTOB CETEBOM

UHOPACTPYKTYPHD».

O6opynoBanue 1a00paTOPHUIA:

- Cton yuurenbckuit -1 mr.

- CTon KOMIIBIOTEPHBIN 14 T

- [Tapra — 4 it

- Kpecino 14 mr.

- locka 1 it

- IIpoekTtop — | wr

- OkpaH — | mr.

- Crena Yurexnpodu «Komnerorepusie cetu 1 mr

- Kommerorep(knaBuatypa, MOHUTOP, MbIITL)CoreiS He MeHee 2 CeTEeBBIX IUIaT,
nporieccop He Hrke Core 15, onepaTuBHas maMaTh o0beMoM He meHee 16 1'6; HD 1000
Gb — 10 mT

- Crenn Crpeneu-MuTerpan — 1 wir.

- CepBep — 1 mr.

3.2. Undopmannonnoe odecneyenue 00yueHust

OCHOBHBIEC HCTOYHUKH:

1. bapanuukoB A.M. OpraHuzamusi CET€BOr0 aJMUHUCTPUPOBAHUA : YUYCOHUK /
A.W. bapanuukos, I1.A. bapanuukos, A.1O. I'pomos. — M. : KYPC, HUL] UHOPA-M,
2023. — 384 c. — (Cpennee npodeccuonanpbHoe obpazoBanue). - Pexxum mgoctymna:
http://znanium.com/catalog/product/961771

2. Oneparmmonnsie cucteMbl. OcHoBBI UNIX : yue6. mocobue / A.b. BaBpeHrok,
O.K. KypsiuieBa, C.B. Kyrenos, B.B. Makapos. — M. : UH®PA-M, 2023. — 160 c. +
Jon. wmarepuanbsl [DnekTpoHHbI pecypc]. — (Cpemnee mpodeccroHnambHOe
obpasoBanue). - ; Pexxum nocryna: http://www.znanium.com/catalog/product/1018904

3. IlporpamMmmHOe obOecrieueHne KOMMBIOTEPHBIX ceTei : yueO. mocooue / O.B.
Hcauenko. — M. : UH®PA-M, 2022. — 117 ¢. — (Cpennee mpodeccHoHaIbHOS
obOpasoBanue). - Pexxum noctymna: http://znanium.com/catalog/product/941753

HuTepHeT pecypcs:
1. DnekTpoHHO-OMOIMOTEUHAs CHUCTeMa. [DIEKTPOHHBIM pecypc] — pexuMm
nocryna: http://znanium.com/ (2002-2023)
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4. KOHTPOJIb U ONEHKA PE3YJIbTATOB OCBOEHUA
MPO®ECCHUOHAJIBHOI'O MOAYJIS (ITO PA3JIEJIAM)

Kon n HammeHoBaHue

podeCCHOHATIBHBIX

00X KOMIICTCHIIUH,
dbopMupyeMBbIX B
pamMKax MOy

Kputepuu onenku

MeToab! OllEHKHU

IIK 2.1.
AJIMUHUCTpPUPOBATH
JIOKAJIbHbIE
BBIUYHCIIUTENbHbIE CETU
Y IPUHUMATh MEpPBI 110
YCTPAHEHUIO
BO3MOJKHBIX COOEB.

OrneHka «OTJINYHO) -
TEXHHYECKOE 3aJaHHE
IPOAHAIU3UPOBAHO,
aJITOpUTM pa3paboTaH,
COOTBETCTBYET
TEXHHUUYECKOMY 33JIJaHUI0 U
0(OpMIIEH B COOTBETCTBUU CO
CTaHIapTaMH, MTOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.
OlieHKa «X0POII0Y -
aNrOpUTM pa3paboTaH,

0 OpMIIEH B COOTBETCTBUU CO
CTaHAapTaMH U
COOTBETCTBYET 33JIaHUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPHI.

Ouenka
«y1OBJIETBOPUTETbHO) -
AITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3aMmeH/3a4ueT B hopme
co0eceJOBaHus: IPAKTUIECKOE
3aJJaHKe TI0 TIOCTPOCHHUIO
JITOPUTMA B COOTBETCTBHU C
TEXHUYECKUM 3aaHUEM

3ammra OTYETOB 110
MPAKTUYECKUM U
nmabopaTopHBIM paboTam

1IK 2.2.
AJIMAHHUCTPUPOBATh
CETEBBIE PECYPCHI B
MH(OPMALIMOHHBIX
CHUCTEMAX.

OreHKa «OTJINYHO) -
TEXHUYECKOE 3aJaHHE
MPOAHATU3UPOBAHO,
aJITOpUTM pa3paboTaH,
COOTBETCTBYET
TEXHHUYECKOMY 33JIJaHUIO U
0(OpMIIEH B COOTBETCTBUU CO
CTaHdapTaMu, IOACHCHBI €TI0
OCHOBHBIE CTPYKTYPBI.
O1reHKa «X0pPOIIoY -
aIrOpUTM pa3paboTaH,
0¢hOpMIIEH B COOTBETCTBUU CO
CTaHJapTaMu U
COOTBETCTBYET 33JIaHUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBHI.

Ouenka
«Y/10BJIETBOPHUTEIHHO -
AITOPUTM pa3paboTaH U
COOTBETCTBYET 33JJaHUIO.

Ok3amen/3a4et B popme
co0ece0BaHUs: TPAKTUIECKOE
3aJJaHKe TI0 TIOCTPOCHUIO
JITOPUTMA B COOTBETCTBHU C
TEXHUYECKUM 3aJaHUEM

3ammrTa OTYETOB 110
MPAKTUYECKUM U
nabopaTopHBIM paboTam
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IIK 2. 3. O0ecnieuuBaTh
cOOp TaHHBIX IS
aHajau3a
HCIIOJIb30BaHMS U
(GyHKIMOHUPOBAHUS
MIPOrPaMMHO-
TEXHUYECKUX CPEICTB
KOMITBIOTEPHBIX CETEH.

O11eHKa «OTJIHYHO -
TEXHUYECKOE 3aJaHue
MIPOAHATH3UPOBAHO,
aJITOPHUTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJaHUIO U
0(OpMIICH B COOTBETCTBUU CO
CTaHJapTaMH, MIOSCHEHBI €ro
OCHOBHBIE CTPYKTYPBI.
O1ieHKa «XOPOII0Y -
ITOPUTM pa3padoTaH,

0 OpMIICH B COOTBETCTBUH CO
CTaHJapTaMH U
COOTBETCTBYET 3aIaHHIO,
MOSICHEHBI €T0 OCHOBHEIC
CTPYKTYPBHI.

OrneHka
«yOBJIETBOPHUTEIBHO) -
aJITOPUTM pa3paboTaH U
COOTBETCTBYET 33JIaHUIO.

Ok3ameH/3aueT B hopme
cobeceToBaHuUS: IPAKTUIECKOE
3aJlaHue MO TIOCTPOSHUIO
aJITOPUTMa B COOTBETCTBHU C
TEXHUYECKUM 33aHUEM

3amTa 0OTYETOB 110
MPAKTUYECKUM U
nabopaTOpHBIM paboTam

IIK 2. 4.
BzaumojeiicTBoBaTh CO
CIICI[HAIMCTAMU
CMEXHOT0 IPOHIIs
pu pa3paboTke
METO/JIOB, CPEJCTB U
TEXHOJIOTHI
MIPUMEHEHHUsI OOBEKTOB
npo¢ecCuoHATBHON
JeSITSIbHOCTH.

OrneHka «OTINYHOY -
TEXHUYECKOE 3a/laHHe
POaHAIM3UPOBAHO,
ITOPUTM pa3paboTaH,
COOTBETCTBYET
TEXHUUYECKOMY 3aJIaHUIO U
0¢hOpMIIEH B COOTBETCTBUU CO
CTaHJapTaMH, MOSICHEHBI €T
OCHOBHBIE CTPYKTYPBHI.
Onenka «xopomuoy -
aJITOpUTM pa3paboTaH,
0(opMJIIEH B COOTBETCTBUU CO
CTaHJIapTaMH U
COOTBETCTBYET 33aHUIO,
HOSICHEHBI €r0 OCHOBHBIE
CTPYKTYpBHI.

Onenka
«y1OBJIETBOPUTETbHO -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3ameH/3a4eT B (hopme
coOeceToBaHus: IPAKTUIECKOE
3a/IaHKe 110 IOCTPOCHUIO
aJITOPUTMa B COOTBETCTBHU C
TEXHUYCCKUM 3a1aHUEM

3amura oT4YETOB 110
NPaKTUIECKUM U
nabopaTopHbIM paboTam
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