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1. OBIIAA XAPAKTEPUCTHKA PABOYE ITPOI'PAMMBI TIPO®ECCUOHAJIBHOTO
MOJYJIS

I1M.03. DkcrutyaTanys 00beKTOB CETEBOM HHPPACTPYKTYPHI
HAaumeHoearue npOd)eCCUOHGﬂbH()ZO Manﬂ}l

1.1. Heas u niIaHMpyeMble pe3yabTAThl 0CBOCHHS NPO(ecCHOHATIBLHOI0 MOLY IS

B pesynaprare wu3ydeHus NpPOPECCHOHAIBHOIO MOZAYJIS CTYAEHT JOJDKEH OCBOMTH
OCHOBHOM BHUJ MPO(PECCHOHANBHON IEATENPHOCTH «DKCIUTyaTanus OOBEKTOB CETEBOM
UHPPACTPYKTYPbI» U COOTBETCTBYIOIINE MY ITPO(ECCHOHAIbHBIE KOMIIETEHIIUN U O0IIHE

KOMIIETEHIINU:
[lepeuenp 0OMMX KOMIIETEHUUH

Koa HaumeHnoBaHue 001MX KOMIIETCH UM

OK 1. Boeibupars crnocoObl pemieHds 3anad  NpodecCHOHaIbHOM JesATEeIbHOCTH,
IIPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 2. OcymiecTBisATh  MOWUCK, AaHAIM3 W UHTEpOpeTanur  uHbOpMaImy,
HE0OXO0MMOM Il BBIOJIHEHHMS 33124 PO ECCHOHATBHOMN 1EITEIbHOCTH

OK 3. [InanupoBaTh W pealn30BbIBaTh COOCTBEHHOE MPO(PECCHUOHAIBHOE U
JUYHOCTHOE Pa3BUTHE.

OK 4. PabGoTtath B KOJJIEKTHBE U KOMaHAe, 3(P(EKTUBHO B3aUMOJEHCTBOBATH C
KOJUIEraMHU, PYKOBOJCTBOM, KJIMEHTaMHU.

OK'S. Ocy1mecTBIATh YCTHYIO M IMCBMEHHYIO KOMMYHHUKAILIMIO Ha TOCYAAaPCTBEHHOM
A3BIKE C YYETOM OCOOCHHOCTEN COLMAIIBHOTO M KYJBTYPHOTO KOHTEKCTA.

OK 6. [IposiBAATE  TpaXkAAHCKO-NATPUOTUYECKYIO  IO3MIHIO, JIE€MOHCTPUPOBATH
OCO3HaHHOE MOBEJICHHE HAa OCHOBE 00IIEYeIOBEYECKIX [IEHHOCTEH.

OK 7. ConeiicTBOBaTh COXPAHEHHUIO OKPYXKAIOIIEH Cpellbl, pecypcocOepekeHuro,
3¢ (EeKTUBHO IeHCTBOBATh B UpE3BbIUANHBIX CUTYALIUSX.

OK 8. Hcnonb3oBaTh cpeactBa (U3UMYECKOM KyJIbTYpPhl JUIsl COXPAaHEHUS U
YKpEIUIeHHUsI 3JI0pOBbsl B IIpoliecce MNpodhecCUOHATBHOM MAEATebHOCTH U
noJJiep>KaHrue HE0OX0JUMOT0 YPOBHS (DU3MUECKOM MOATOTOBICHHOCTH.

OK 9. Hcnonb3oBaTh MHGOPMALIMOHHBIE TEXHOJOTMM B  IpodeccHoHaIbHOM
JESITENbHOCTU

OK 10. | ITonmp3oBatbesi MpodeCCHOHANIBHON JTOKYMEHTallue Ha TOCYJIapCTBEHHOM U
WHOCTPAaHHOM SI3bIKE.

OK 11. | [ImanupoBaTh MPEANPUHUMATEIHCKYIO ACSATEIHHOCTh B MPOGheCcCHOHATBHON
cthepe

[lepeuens npodeccnoHaNbHBIX KOMIETEHIIUN

Kox |HaumeHoBaHHMe BHIOB AeSITEJIbHOCTH U NPOGeCCHOHAIBHBIX KOMIIETCHIM I

B/1 3. Oxcnayamayus 00beKkmos cemesou UHPPACMPYKmMypol

[1K 3.1 |YcranaBiauBaTh, HACTPAaUBATh, IKCIUTYaTUPOBATh U 0OCITY>KUBATh TEXHUYECKUE




1 IIPOTrPpaMMHO-AIIIapaTHBIC CPCACTBA KOMIIBIOTCPHBIX CeTel.

[1K 3.2 [IpoBoauth npoduiakTuyeckue padboThl HA 00bEKTaX CETEBOU
MH(OPACTPYKTYPHI U pabOUYMX CTAHIIUSX.

[1K 3.3. |[YcranaBnuBarh, HACTpauBaTh, IKCILTyaTUPOBATH U OOCTY>KHUBATh CETEBBIC
KOH(pUTYpaIum.

[1K 3.4. [YyacTBOBaTh B pa3pabOTKE CXEMBbI NTOCICaBAPUHHOIO BOCCTAHOBJICHUS
PaboTOCTIOCOOHOCTH KOMITBIOTEPHOU CETH, BHITIONHATH BOCCTAHOBJICHHE H
€3epBHOE KOMMPOBAaHUE MH(POPMAIIHH.

[1K 3.5. |Opranu3oBbIBaTh MHBEHTAPU3ALUIO TEXHUYECKUX CPEJICTB CETEBOM
MHPPACTPYKTYPbI, OCYIIECTBIISITh KOHTPOJIb 000PYI0BaHMsI IIOCIIE €r0 PEMOHTA.

[1K 3.6. BbINonHATH 3aMEHY paCXOIHBIX MaTEPUATIOB U MEJIKMI PEMOHT Nepu(epuitHoro
000pyI0BaHUs, ONIPEACIISIThH YCTapeBIllee 000PYA0BAHKUE U TPOTPaMMHBIE
CpeJlicTBa ceTeBOM MH(MPACTPYKTYPBHI.

B pesynbTaTte ocBoeHus NPOPECCHOHATIBHOTO MOAYJIS CTYJIEHT JOJIKEH:

Nmethb OoOCITy)KMBaHUM  CETEBOM  WH(MPACTPYKTYpPhl,  BOCCTAHOBJICHUHU
MpaKkTUYEeCKU | paboTOCIOCOOHOCTH CETH MOciie cOos;
OTIBIT B yIAJICHHOM aJIMUHUCTPUPOBAHUHT u BOCCTaHOBJICHHUH

paboTOCIOCOOHOCTH CeTeBOM MH(MPACTPYKTYPHI;

MOJJIEPKKE  TMOJIb30BaTENC CeTH, HACTPOWKE ammapaTHOro |
MIPOTPaAaMMHOT0 OOeCIIeYeHHs CETEBO HHPPACTPYKTYPhI

Bueopams mexanuszmuvl cemesoii 6e30nacHocmu Ha 6Mopom YPOosHe
mooenu OSI.

Breopsamb mexanuzmvl cemegoti 6e30nacHocmu ¢ NOMOWbIO
MedxHccemesblx IKPAHOB.

Bueopsimv mexnonoeuu VPN.

Hacmpausame [P-meneghonni

Buinonuame npogunakmuueckue pabomel Ha o00vekmax cemesou
ungpacmpykmypul u pabouux cmaHyusix.

Cocmasnams nian-epagux npoguiraxmudeckux pabom.
Obecneuusams 3auumy cemesvix yCmpoucms.

YMETh BBITIOJIHATH MOHHUTOPHHT W aHajau3 pabOThl JIOKATBHOW CETH C
IIOMOILBIO POrPaMMHO-AIIIAPATHBIX CPEACTB;

OCYIIECTBIISITh  JUATHOCTUKY M TOUCK HEUCHPABHOCTEM  BCEX
KOMITOHEHTOB CETH;

BBINOJIHATH JCUCTBHS 10 YCTPAHEHUIO HEUCIIPABHOCTEN

Onucvigams cogpemerHble MEeXHOA02UU U APXUMEKMYPbl

bezonacrocmu.

Onucvieams Xapakmepucmuky U 31eMeHmvl KOHGuaypayuu 3manos
VoIP 360mHKa.

Yemanasnusame, mecmuposama u IKCNIYAmupo8ams

UHGDOPMAYUOHHBIE CUCMEMb, CO2IACHO MeXHUYeCKOU OOKYMEeHmMAayuu,
obecneuusams AHMUBUPYCHYIO 3AUUMY.
Onucvlieamv KOHYyenyuu cemesot 0e30nacHOCmu.




Habniooams 3a  mpagukom, 6vinoaHams onepayuu  pe3epeHoco
KONUPOBAHUSL U 60CCIMAHOBIIEHUSL OAHHDBIX.

3HaTb

apXUTEKTYpYy M (YHKIIMM CHCTEM YIPABICHHUS CETSIMHU, CTaHIAPThI
CUCTEM YTIPABIICHUS;

CpelIcTBa MOHUTOPUHTA M aHAJIN3a JIOKAJILHBIX CEeTeH;

METO/Ibl YCTPAHECHUS HEUCTIPABHOCTEH B TEXHHUECKUX CPEICTBAX
OcHogHble mpebo8aHUsl K cpeoCmeam U UOAM MeCmupo8anusi Ois
onpeoeieHusi MmexHoI02u4ecKou 6e30nacHoCmu UHGOPMAYUOHHBIX
cucmenm.

Ipunyunwsi pabomul cemu anano2o06ou mene@onuu.

Hasznauenue 2onocosoeo winiosa, e2o KOMNOHeHmbvl U QYHKYULU.
OcHosHble npuHyunvl mexuono2uu obecnedenus QoS 015 2010c06020
mpaghuxa cemeii.

OcHo6Hble NOHAMUSA, CPEeOCmBA MOHUMOPUHEA U AHAIU3A JOKANbHLIX
cemeil.

Memoovl ycmpaneHusi HeucnpagHocmeu 8 MEXHUYeCcKUX Cpeocmeax,
cxembvl NOCIeasaputiHo20 80CCMAHOBIEHUsI pabomocnocoOHOCmMU cemiu,
MEXHUYECKVIO U NPOEKMHYI0 OOKYMEHMAYUuio, CHocodvl pe3epeHOco
KONUPOBAHUSL OGHHBIX, NPUHYUNBL pAOOMbl XPAHUIUWY OAHHDBIX.

1.2. Kotu4ecTBO 4acoB, 0TBOJUMOE HA OCBOeHHE MPO(ecCHOHATBHOT0 MOIYJIA

Bcero yacos — 552 yaca, B TOM 4YHUCIIE:

- 274 yaca BapuaTUBHOM YacTH, HANPABJICHHBIX HAa YCHJICHHE 0053aTeIbHON YacTH

MPOTrpPaMMbI MPOPECCUOHATIEHOTO MOTYJISL.




2. CTPYKTYPA U COAEP KAHUE TPO®PECCHUOHAJBHOI'O MOAYJIsA

2.1. CtpykTypa npoheccioHAJILHOT0 MOAYJIsl

O0beM npodeccHoHATBLHOT0 MOIYJIsI, Yac

c O0y4yenue mo MJIK IpakTuka
MMa
Konanl Z“)Iﬁ P Hpousso | ¥
H}E);J:l:;clc,g(o HauMeHoBaHus pa3ieioB 00beM o B T.4. B T.4., ACTBEHHA E E
npodeccHonaiLHOro Moayast HarpyskK 1abopaTopubie kypcoBasi | CamocTosiT | YueOHa (o S =
KOMIIETeHN . yac | Beero, padoTsI aGora ebHASI ﬂ npopuiamw | i 2
HH ’ qacoB NMPaKTUHYEeCKHE p i crnenyajab q;’ =
SAHSTHS (mpoekr), padora 4acoB nocrm)a | 5
’ 94acoB ’ é‘
9acoB COB
1 2 3 4 5 6 7 8 9 10
IIK 3.1- MJIK.03.01. 3Kcri.11yaTamm 248 290 100 20 8
IK 3.6. 00bEKTOB ceTeBON MHPPACTPYKTYPHI
IIK 3.1- MJIK.03.02. Be3onacHOCTh 136 116 40 2
IIK 3.4. KOMIIBIOTEPHBIX ceTel 18
IIK 3.1- YuyeOHas npakTHKa 108 108
IK 3.6.
MK 3.1- IIpousBoacTBeHHAs1 MpPaKTHKA (1O 108 108
I1K 3.6. npoQuII0 CIennaaIbHOCTH), YaCOB
IIpomMe:kyTouHasi aTTECTALUSA 8 8
(3Kk3aMeH (KBaJINPUKATMOHHBIIN))
Bcero: 552 266 140 10 108 144 18

“Paznen npodecCHOHATLHOIO MOALYJIS — YacTh IPOrpaMMbI HPO(eCCHOHATEHOr0 MOMYIIS, KOTOpas XapaKTepU3yeTcs JOTMYECKOM 3aBepIIeHHOCTHIO M HAlpaBieHa Ha OCBOGHHE OJHOM
WA HECKONBKHUX MPO(EeCCHOHANBHBIX KOMIETEHINHA. Pa3nen mpodeccHoHaIbHOTO MOIYIS MOXET COCTOSATh M3 MEXIWCIMIDIMHAPHOTO Kypca WM €r0 YacTH M COOTBETCTBYIOIIUX
yacTeil y4eOHON W MPOW3BOJICTBCHHON MNpakTWK. HamMeHoBaHue pasjena mpo(ecCHOHATBHOTO MOIYJS JOJDKHO HAYHMHATBHCS C OTIJIArOJBHOTO CYINECTBUTEIBHOTO W OTPaXKaTh

COBOKYITHOCTb OCBaMBACMbIX KOMHCTGHHHﬁ, yMeHI/Iﬁ U 3HaHMI.




2.2. TemaTu4yeckuii JIaH U coep:kaHue npodeccuoHaabHoro moayJs (IIM)

HanmenoBanue pa3iesioB U TeM ConeprkaHue y4e0HOT0 MaTepHaja, JadopaTopHbie padoThl H MPAKTHYECKHE 3aHATHS, CAMOCTOsITEJIbHAas padoTa Oobem
npodgeccHnoHATBEHOTO MOAYJIS o0y4arommuxcsi , KypcoBasi padoT (IpoeKT) JacoB
(IIM), MeRTUCIUTNITHHAPHBIX

kypcoB (MJK)
MJIK 03.01 OxcrutyaTanysi 00beKTOB ceTeBOi HHPPACTPYKTYPhI 248
BBenenue O0beKThI ceTeBOil HHPPACTPYKTYPHI M MX IKCIIyaTAIHS 2

Tema 1. Dxcnuryaranus Coaep:xanue 16

TeXHHYECKHX CpPelCTB ceTeBoii | 1. Du3nyecKue acreKThl KCILUTyaTallUuH.

HHQPACTPYKTYPbI JlomManiHee 3alaHUe: YTCHUE M aHAJIU3 JuTepatypsl [1] cTp. 7-12

2. duznueckoe BMEIIATEIbCTBO B MHPPACTPYKTYPY CETH; aKTUBHOE U NTACCHBHOE CETEBOE 000pyI0BaHKE: KaOesIbHbIe KaHaIbl,
Ka0enp, MaTy-NaHeIH, PO3ETKH.
JlomaiHee 3aJaHHe: YTCHUE M aHAIN3 JIATepaTypsl [1] cTp. 7-12
3. Jlormueckue (MHGOPMAITMOHHBIE) aCHEKTHI SKCIDTyaTalluH.
JlomanHee 3aJaHHe: YTCHUE U aHAIU3 JuTepaTypsl [1] ctp. 13-27
4. HecanknnonnposanHoe [10 (B ToM unciie ceTeBoe); napa3uTHas Harpys3Ka.
JlomamHee 3aJaHHe: YTCHUE U aHAIU3 JuTepaTypsl [1] cTp. 13-27
5. Pacmmpsiemocts cetn. MacirabupyeMocTb CeTu.
JlomanHee 3aJaHue: YTCHUE U aHAIU3 JuTepaTypsl [1] cTp. 28-35
6. Jlo6aBiieHNe OTAENBHBIX 3JIEMEHTOB CETH (II0JIb30BaTENeH, KOMITBIOTEPOB, IPHIIOKEHUH, CITyk0); HapalnuBaHue JITHHBI
CETMEHTOB CETH; 3aMEHa CyIIEeCTBYIOIIEH anmapaTypsl (Ha 6osiee MOIIHYI0). YBeIHMYSHHE KOJIMUECTBA Y3JI0B CETH; YBEIMUCHNE
MPOTSHKEHHOCTH CBsI3eH MEXKAY 00BEKTaMH CETH.
JlomanHee 3aJaHHe: YTCHUE U aHAIU3 JuTepaTypsl [1] ctp. 28-35
7. TexHuueckast U MPOEKTHAs JOKyMEHTAIHS.
JlomaiHee 3agaHue: YyTeHNUE ¥ aHaiu3 guteparypsl [1] crp. 36-37
8. [TacriopT TEXHUYECKUX YCTPOHCTB; pPyKOBOACTBO MO dKCILTyaTanuy; dusndeckas kapra Bceil ceTu; Joruueckas cxema
KOMITBIOTEPHOMH CEeTH
JlomaiHee 3agaHMe: YyTeHHUE ¥ aHaiu3 guteparypsl [1] crp. 36-37
IIpakTHyeckHe 3aHATHSA 8
1. IToaneprkka monp3oBaresiell CeTH.
2. Hactpoiika npaB gocryna.
3. OdopmiieHre TEXHUUECKOH JOKYMEHTAINH, TPaBuia 0(OpMIIEHHUs TOKYMEHTOB.
4. Hacrpoiika anmapaTHOro ¥ nporpaMMHOT0 00eCeYeHUsI CETH.
CamocrosiTe1bHasi padora 4

1. | ABromarmyeckoe Ha3HaueHue yacTHbIX [P-anpecos
2. | Mapupyruzaus u uadpactpykrypa cetu WindowsServer 2016; YcranoBka cereBblx KoMnoHeHTOB Windows
3. | Ycranoska ActiveDirectory B cetr Windows




4, | Pasz0uenne Ha moacetn; Mexann3M pa3OueHus Ha mojaceTw; OnpeneneHne eMKOCTH MOICETH

Tema 2. IlpoBenenue
NpoPUIAKTHIECKHX PadoT HA
00bEKTAaX ceTeBOM
HHPPACTPYKTYPHI U padoynx
CTAHIMAX.

Copep:xanue

1.

Knaccugukanys periaMeHTOB TEXHHIECKHX OCMOTPOB, TEXHUIECKHE OCMOTPBI 00BEKTOB CETEBOH HHPPACTPYKTYPHI

JlomanHee 3ajlaHue: 9TeHUE U aHAIU3 JIuTepaTypsl [1] cTp. 40-42

Kommieke opraHu3anOHHO-TEXHUYECKHX MEPONIPHUATHH; BBISIBICHHE U CBOCBPEMEHHAS 3aMEHA HJIEMEHTOB HH(PPACTPYKTYPHI.

JlomaniHee 3ajaHue: 9TeHUE U aHAIU3 TuTepaTypsl [1] cTp. 40-42

IIpoBepka 00BEKTOB CeTeBO HHPPACTPYKTYPHI H MIPOPIIIAKTHIECKHE paboThI

JlomanHee 3aJaHue: YTCHUE U aHAIN3 JIuTepaTypsl [1] cTp. 43-54

IIpoBepka (uU3MUECKUX KOMIIOHEHTOB, IIPOBEpKa JOKYMEHTAlMM W TpeOOBaHWil, MNpOBEpPKAa CIHCKA COBMECTUMOTO
000pyOBaHUS.

JlomainHee 3aiaHHe: YTCHUE U aHAIU3 uTepaTtypsl [1] cTp. 43-54

IIpoBeneHne peryasipHOro pe3epBUPOBaHUS

Jomaninee 3ajaHue: 4TeHue U aHajau3 aureparypsl [1] crp. 55-57

OGCJ’Iy)KI/IBaHI/Ie (I)I/ISI/I‘ICCKI/IX KOMIIOHCHTOB; KOHTPOJIb COCTOSIHUA aIlnapaTHOro O6CCH€‘ICHI/I)I; Oopranuzanusa yaajJeHHOr o
OITIOBCIHICHMUA.

12

Jomannnee 3ajaHue: 4TeHue U aHaau3 gureparypsl [1] crp. 55-57

HpaKTuquKne 3AHATHSHA

1.

Brinonnenue MOHUTOPUHI'A U aHAJIN3a pa60TI)I JIOKaJIbHOM CETH C TIOMOIIBIO MPOTPAMMHBIX CPEACTB.

2.

OKcIuTyaTalusi TEXHUYECKUX CPEJICTB CEeTeBOW MHPPACTPYKTYPhI (IIPHUHTEPHI, KOMITBIOTEPHI, CEPBEPhl, KOMMYTAI[HOHHOE
obopymoBaHue)

CamocTosiTe/ibHasi padoTa

1.

TexHHuecKue peryiaMeHThl, BHIbI JOKYMEHTOB IJISI TEXHHYECKHX OCMOTPOB, METOJBI M HPUHIUIBI MPOBEPKHU Pa3THIHOTO
000pyI0BaHHs, METOIBI PE3EPBUPOBAHUSI, TPOTPAMMBI TSl pe3epBUpoBanust nHbopmarmu, BackUp.

Mapmipytusaius B WindowsServer 2016; Ypasnenue oouumu cBoiictBamu [P -mapriiupyTusaum.

Ocuosusle cBegennst o NAT.

Pazmnuue mexxay NAT u ICS.

Y paneHHsbIi J0CTYI 10 Tesie)OHHOM JIMHUY.

SHISIESINMN

ABTOpHU3aIH MMOIKIIOYEHIH YIaJIeHHOTO JOCTYIA.

Tema 3. DkcniyaTanus CUCTEM
IP-Tenedonnmn.

Copne

JKaHHue

Hacrpoiika H.323. Onmncanne H.323 u o0mue pekomennanmu. @yHKunuoHaibHble KoMrnoHeHTsl H.323.

JlomaiHee 3agaHMe: YyTeHHUE ¥ aHaiu3 jguteparypsl [1] crp. 60-67

YcranoBka u nognepxkka coeaunenus H.323.

JlomaiHee 3agaHMe: YyTeHHUE ¥ aHaiu3 jguteparypsl [1] crp. 60-67

Coenunenns 6e3 v ¢ ucnoip3oanueMm GateKeeper. CoequHeHus ¢ ucnonb3oBaHreM Heckonbknx GateKeeper.

JlomamHee 3agaHue: YTeHHUE U aHAIM3 JIuTeparypsl [1] ctp. 68-74

MHoromnoap30BaTenbCKUe KOH(i)epGHIII/II/I. O6ecneueHne OTKa30y0TOﬁqHBOCTH.

JlomaniHee 3a1aHAe: YTCHUE U aHAIU3 JuTepaTypsl [1] cTp. 68-74

Hacrpoiika SIP. Onicanue u o0mue pekomenaanuu. TexHonorust SIP u cBs3aHHbIE ¢ HEHl CTaHAAPTHI.

JlomaimHee 3aganme: yTeHUe ¥ aHaiam3 jgurteparypst [1] crp. 75-80

Oynkunonansaeie komroneHTs! SIP. Coobmenns SIP. Anpecatms SIP. Monens ycranoBnenus coequnenus. [InanupoBanue
OTKa30yCTOMYMBOCTH.
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JlomanHee 3aJaHHe: YTCHUE U aHAIN3 JuTepaTypsl [1] cTp. 75-80

7. YcraHOBKA M MHCTAJULILKUS IPOIPaMMHOI0 KOMMYTaTopa. MoHTaxHBIe nponeaypsl. [Iponenypsl HHCTaJUISILUH.
JlomanHee 3alaHue: YTeHUE U aHAIU3 JuTepaTypsl [1] ctp. 81-85

8. YmupasieHne anmapaTHRIMHU cpencTBaMu U moptamu. IIporokomns! yrpasneans MGCP, H.248. Co3naHre aHaIOTOBBIX
a0oHeHTOB. BHyTpHCTaHIIMOHHAs] MapUIPyTH3aLHUsL.
JlomainHee 3aganue: yTeHue 1 anaiaus gurteparypsl [1] crp. 81-85

9. VipaBlieHHe IPOrpaMMHBIM KOMMyTaTopoM. Mapipytusaiusi. [pynnsl COeTUHUTENbHbIX JTHHUI.
JlomaniHee 3a1aHAe: YTCHUE U aHAU3 uTepaTypsl [1] cTp. 86-88

10. | Hoxknrouenune crannuii ¢ TDM (abonenrtckuii noctyn TDM). Curnanuzauums SIP, SIP-T, H.323 u SIGTRAN. IP-aboHeHTHI.
I'pynmel aboHeHTOB. JlonOTHUTENbHBIE A00HEHTCKHUE YCITYTH.
JlomanHee 3a1aHue: yTCHUE U aHAIU3 utepatypsl [1] cTp. 86-88

11. | Opranumzaius dKciutyaraiuu cucteM [P-tenedonun.
JlomanHee 3a1aHue: yTeHUE U aHaU3 utepatypsl [1] ctp. 89-90

12. | Texnuueckoe o0CIyKMBaHHE, IUIAHOBBINH TEKYLHH PEMOHT, IUIAHOBbIA KalWTaJIbHbIH PEMOHT, BHEIJIAHOBBIH PEMOHT.
JlomanHee 3a1aHue: yTeHUE U aHau3 gutepatypsl [1] ctp. 89-90

13. | BoccraHnoBieHne pabOThl CETH OCIIC aBaAPHH.
JlomanHee 3a1aHue: yTeHUE U aHAIU3 utepatypsl [1] ctp. 91-98

14. | Cxemsl IociieaBapHifHOrO BOCCTAHOBJICHHSI pa00OTOCIOCOOHOCTH CETH, TEXHMYECKAasi M MPOCKTHAs JOKYMEHTAIUs, CIIOCOObI
PE3CPBHOI0 KONMMPOBAHUA JAHHBIX, ITPUHIUIILI pa6OTI)I XPpaHWJINIL JaHHBIX]
JlomanHee 3aiaHue: yTeHUE U aHAU3 gutepatypsl [1] ctp. 91-98

15. | YnpaBieHue nponu3BOAUTENBHOCTEIO, 0€30ITaCHOCTBIO CETH.
JlomanHee 3aiaHue: yTeHUE U aHanu3 Jutepatypsl [1] ctp. 99-105

16. | CratucTtrka paboThl CETH B peajbHOM BPEMEHH, MUHUMHU3AIMU 3aTOPOB M Y3KUX MECT, BBISIBIICHUS CKIIA/[IBAOIIIUXCSI

TEHCHIINIA 1 TUTAHUPOBAHUS PECYPCOB I Oy mymux HyX11; KOHTponb qoctyna, coxpaHeHHe EeJI0CTHOCTH JAHHBIX U
JKypHAJIMPOBAHUE.

JlomanHee 3aiaHue: yTeHUE U aHamu3 Jutepatypsl [1] ctp. 99-105

HpaRTuquKne 3AHATHSHA

1. Hactpoiika anmapatssix [P-TenedonoB

2. Hacrpotiika mporpamMmMubix IP-TenedoHoB, (hakcoB

3. PaszBepTriBanue cetu ¢ ucnoiabzoBanueM VLAN mis IP-tenedonun

4. HacTtpoiika numo3a

5. YcraHoBKa, HOAKJIIOUCHNE W IEpBOHAYAIbHBIE HACTPOHKH IOJI0COBOT0 MapLIpyTH3aTOpa
6. Hacrpoiika TaOunbl nosib30Bareseii B T0OJI0COBOM MapIIpyTH3aTope

7. Hacrpoiika rpynm B rorocoBoM MapupyTH3aTope

8. Hacrpoiika Tabuuubsl MapIIpyTH3aIMK BBI30BOB B TOJIOCOBOM MapHIpyTH3aTOpe
9. Hacrpoiika rosocoBbIX co0o0IIeHHH B MapHIPYTH3aTOPE

10. | Hactpotika nporpammuo-anmnapartaoii IP-ATC

11. | YcranoBka u Hactpoiika nporpamMHoii IP-ATC (nanpumep, Asterisk)

12. | TectupoBanue KoziekoB. McciienoBanue napaMeTpoB KauecTBa 00CIyKUBaHUS
13. | MOHUTOPHHT ¥ aHAJIU3 COEMHEHHH 110 Pa3IMYHBIM ITPOTOKOJIAM

14. | MOHUTOPUHT BBI30BOB B IPOIPaMMHOM KOMMYTaTOpe

15. | Coznanue pe3epBHBIX KOnuii 6a3 JaHHBIX
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16.

JlmarHocTrKa 1 ycTpaHeHHe HencnpaBHoOcTel B cucreMax IP-tenedonmm

17. | OunanpHasg KOMIUICKCHAs MPAaKTHYecKas padoTa 1o dKcIuryatanuu cucteM IP-tenedonnn
18. | Amammus cereBoro Tpaduka cpencramu CeTeBOro MOHHTOpA
19. | OcHOBHBIC CBEICHUS O CETEBOM MOHUTOPE
20. | 3anmce maHHBIX cpencTBamMu CeTeBOro MOHHTOPA
21. | YnaneHHOE aIMHHHACTPHUPOBAHHE;
22. | BoccranoBieHne paboTOCIIOCOOHOCTH CETEBOM HHPPACTPYKTYPHL.
23. | ABtopu3zamus MOAKIIOYEHHH YAAJICHHOTO JOCTyIa
Tema 4. Cpencrpa Conep:xanue 16
MOHHTOPHMHIA M aHAJIN3A 1. AHaM3aTopHl MPOTOKOJIOB
JIOKAJTBHBIX CeTei JlomanHee 3aiaHue: yTeHUE U aHATU3 JutepaTypsl [1] cTp. 106-117
2. [TporpamMMHBIE WM annapaTHO-NpOrpaMMHBIE CUCTeMBbI, QYHKIIMM MOHHTOPHHTA, aHaK3 TpadUKa B CETsX.
JlomaiHee 3aganue: yTeHue ¥ aHaiam3 jguteparypsl [1] crp. 106-117
3. O0opyznoBaHue JIsl TMarHOCTUKY U CEPTUPHKAINH KaOeIbHBIX CHCTEM
JlomanHee 3a1aHue: yTeHUE U aHATU3 utepatypsl [1] cTp. 120-133
4. CeTeBble MOHHTOPBI, TPUOOPHI JUIsl cCEpTUPHKAIIIH KaOEIbHBIX CHCTEM, KaOeJIbHbIE CKaHEPhI U TECTEPHI.
JlomanHee 3a1aHue: yTeHUE U aHAU3 utepatypsl [1] cTp. 120-133
5. OKCcIIepTHBIE CUCTEMBI
JlomanHee 3aiaHue: yTeHUE U aHAU3 utepatypsl [1] ctp. 134-135
6. BelsiBIIeHHE NPUYMH aHOMaJIbHOM pabOoThI ceTeil; BO3MOXKHBIE CIOCOOBI ITPUBE/ICHHS CETH B pa00TOCIIOCOOHOE COCTOSIHHUE.
JlomanHee 3aiaHue: yTeHUE M aHAU3 utepatypsl [1] ctp. 134-135
7. BerpoenHble cucTeMbl JUArHOCTHKY U yrpapieHusa. CeTeBble MOHUTOPHI
JlomanHee 3alaHue: yTCHUE U aHATU3 utepatypsl [1] cTp. 136-139
8. CpeI[HHH HUHTCHCUBHOCTbH O6I.[ICFO Tpa(i)I/IKa CCTU, CPECAHASL UHTCHCUBHOCTD IOTOKA MAKETOB C ONPCACICHHBIM THIIOM OIINOKH.
ITporpamMMHO-anmapaTHbIA MOJTyJIb, YCTAHOBJICHHBIH B KOMMYHHKAIIHOHHOE 000pyJ0BaHUE, IPOrPaMMHBIH MOAYJIb,
BCTpOCHHBIﬁ B ONCPAMOHHBIC CUCTCMBI.
JlomanHee 3aiaHue: yTCHUE U aHATU3 utepatypsl [1] cTp. 136-139
IIpakTHYecKkue 3aHATHS 10
1 | Bruagxka. Jlucnietdep 3agad
2 | CeTb yTHIIUTHI.
3 | MonuTOpuHHT cereBoro tpaduka ¢ moMoupio yrunuthel Netstat
4 | TecrtupoBanue kabenen
5 | TectupoBaHne KOMMYTAIIHOHHOTO 000PYIOBaHHS
CamocTosiTe/ibHasi padoTa 4
1. | Ucnonk3oBanne 6€CKIACCOBOM MEXIOMEHHONW MapiipyTru3anun; Macky oJICETH epeMeHHoH AmuHbL, [IpoBepka
cymiectBytouiero IP-angpeca .
2. | Pyunas nactpotiika aapeca; DNS; NetBIOS.
3. | DNS B cersix WindowsServer 2016.
4. | MexanusMm pabotel DNS-3anpocos; Hactpoiika mapametpoB DNS-cepBepa; CpenctBa ycrpaneHus Hemonanok DNS.
Tema 5. XpaHeHue Conep:xanue 12
uHpopManuu B 1. | Pe3epBHOE KOTMpOBaHME JAHHBIX

HHPOPMALIMOHHOI cHCTeMe

JlomMaliHee 3aiaHUe: YTCHUE M aHaIU3 utepatypsl [1] cTp. 140-144
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XpaHUIMILL JaHHBIX

JlomalHee 3aJaHHe: YTCHUE U aHAIN3 JuTepaTypsl [1] cTp. 140-144

3. | Hpunuune! paboTsl XpaHuauil JaHHbIX. [TpuHimns noctpoeHusi. OCHOBHBIE KOMIIOHEHTBI XPaHMIIMINA JaHHBIX
JlomaiHee 3aJaHue: YTCHUE U aHAIN3 JIuTepaTypsl [1] cTp. 145-147
4. | Texnomormu ynpasieHus nHGopmanueir. OLAP-TexHomorus
JlomaiHee 3aJaHue: YTCHUE U aHAIN3 JIuTepaTypsl [1] cTp. 145-147
5. | Iousarne 6a3 TaHHBIX.
JlomaiHee 3aJaHue: YTCHUE U aHAJN3 JIuTepaTypsl [1] cTp. 148-152
6. | OcHoBHbIe MOHATHSL, pHHIWI paboTel. CYB/]
JlomaiHee 3ajaHHe: YTCHUE U aHAIN3 JuTepaTypsl [1] cTp. 153-157
IIpakTHYyecKkne 3aHATHS 8
1. | Onepanuu 1Mo pe3epBHOMY KONMHPOBAHUIO JAHHBIX;
2. | Onepanuu Mo BOCCTAHOBJICHHIO TAHHBIX.
3. | Opranuszauuu o 6ecnepe0oiiHoi paboTe CUCTEMBI 0 Pe3epBHOMY KOIIMPOBAHHUIO
4. | Boccranosnenue nHpOpMaIu
Tema 6. Cxema noc.e Copaep:xanue 14
aBapHUiiHOI0 BOCCTAHOBJICHUS 1. | IIpuHUOMNBI IUIAHKPOBAHKSI BOCCTAHOBJICHHsI pa00TOCIOCOOHOCTH CETH IPH aBAPUHHON CUTYaIMU
JlomainHee 3aaHMe: YyTeHHUE ¥ aHaiam3 guteparypsl [1] crp. 161-164
2. | Jonyuenus npu pa3pabOTKe CXEMbl I10CIeaBapUITHOTO BOCCTAHOBJICHHS.
JlomanHee 3ailaHue: yTCHUE U aHAIU3 JutepaTypsl [1] cTp. 165
3. OcHOBHEBIE Tpe6OBaHI/I$I K ITOJINTHUKE OpraHnu3aiu CXEMbI HOCHeaBapHﬁHOFO BOCCTAHOBJICHHUA
JlomanHee 3aiaHue: yTCHUE M aHAIU3 utepatypsl [1] cTp. 166-180
4. | Opranu3zanus paboT 0 BOCCTAHOBJICHUIO ()YHKIIMOHUPOBAHUSI CHCTEMBI
JlomaiHee 3aanue: yTeHue ¥ aHaiam3 jguteparypsl [1] crp. 181-216
5. | Il;aH BOCCTaHOBIICHHS CHCTEMBI.
JlomainHee 3a1aHue: YyTeHHUe ¥ aHajim3 jguteparypsl [1] crp. 217-221
6. | ITopsioK yBEAOMIICHUSI O YPE3BBIYANHBIX COOBITHSIX
JloMaliHee 3alaHUe: YTCHUE M aHAIU3 JTuTepaTypsl [1] cTp. 222-246
7. | AxtuBamusa. Bo3Bpar k HOpMaabHOMY QYHKIIMOHUPOBAHUIO CHCTEMBI.
JloMaliHee 3alaHUe: YTCHUE M aHAIU3 uTepaTypsl [1] cTp. 247-265
IpakTHYecKue 3aHATHS 8
1. | BoccranoBnenue paboTOCIIOCOOHOCTH CETH TOCHE COOS
2. | Pa3paboTka riaHa BOCCTaHOBJICHHS
3. | Mcmons30BaTh CXeMy IOC/IC aBAPUHHOTO BOCCTAHOBJICHHUS CETH.
4. | Bo3BpaT K HOpMaIbHOMY (OYHKITHOHHUPOBAHHIO CHCTEMBI.
CamocTosiTe/ibHasi padoTa 4
1. | Vsydenne ytunuTsl Acronis, n3ydeHue 0e30macHON 30HBI Acronis,
2. | Co3manne KOHTPOJBHON TOYKHM BOCCTAHOBJICHHUS C MOMOIIBIO0 Acronis;
3. | Co3pnanue 0a3bl JaHHBIX HA MPUMEpPE YUeOHOW TPYIIIBI;
4. | Pa3zpaboTka IuiaHa BOCCTAHOBJICHHS PabOTOCITOCOOHOCTH CETH Ha IPUMEpE OJHON B3SITON opraHn3anuu (KoJuiemka, opuca)
Tema 7. 3aMeHa pacXoIHBIX | Coaep:xanue 16
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MAaTepPHAJIOB U MeJIKHI PEMOHT
nepudgepuiiHOro 060pyAoBaHNs,
omnpejejieHHe yCTapeBIIero
000pyI0BaHMSA M MIPOrPAMMHBIX
CpPeACTB ceTeBOil

HH(ppacTpyKTYpHI

1. | IIpuHUOMTIBI JIOKANTH3aIIUH HEUCTIPABHOCTEH

JlomalHee 3aJaHHe: YTCHUE M aHAIN3 JIATepaTypsl [1] cTp. 266-280

2. | KoHTposmbHO-H3MEpHUTENbHAS anmapaTypa

JlomaiHee 3aJaHue: YTCHUE U aHAN3 JIuTepaTypsl [1] cTp. 284-287

3. | CepBucHBIE IIATHl K KOMIUICKCHI

JlomalHee 3aJaHHe: YTCHUE U aHAIN3 JuTepaTypsl [1] cTp. 288-300

4. | IIporpaMMHbIE CPEACTBA AUATHOCTHKH

JlomamHee 3ajaHue: 9TeHne U aHAU3 JgutepaTtypsl [1] ctp. 301-303

5. | HomenkmaTypa v 0COOEHHOCTH PadOTHI TECT-TIPOTPAMM

JlomaiHee 3ajaHue: YTeHUE U aHAIN3 JuTepaTypsl [1] ctp. 304-321

6. | [lmarHocTrKa HEUCIIPABHOCTEH CPEJICTB CETEBBIX KOMMYHUKAIUHI

JlomanHee 3aiaHUe: YTCHUE U aHATU3 JuTepaTypsl [1] cTp. 322-328

7. | KoHtposb QyHKIMOHMPOBaHHMS alllapaTHO-NPOrPaMMHBIX KOMILIEKCOB.

JlomaiHee 3aganue: yTeHue ¥ aHaiam3 guteparypsl [1] crp. 329-341

8. | [eiicTBus npu He paboTaloliei ceTu, Mpyu MeJUIeHHOM ceTH, JleficTBusI pu He cTaOMIIbHO padoTaroniei CeTH.

JlomanHee 3a1aHue: yTeHUE U aHAU3 utepatypsl [1] cTp. 342-355

HpaRanecmle 3AHATHSHA

PaboTa KOHTPOJIBHO-U3MEPHUTEIHHON annapaTyphl

3aMeHa pacXoJHBIX MaTePHAJIOB

Menkuii peMOHT nepudepuitHoro 00opy10BaHusl

IIporpaMMHas [MarHOCTUKAa HEUCIIPABHOCTEH

AnmnapaTHas AMarHOCTHKA HEUCTIPaBHOCTEH

ITouck HeMcnpaBHOCTEH TEXHUYECKUX CPENCTB

BrinosiHeHre neicTBUM 10 YCTPAHEHUIO HEUCTIPABHOCTEN

O INo O~ WINE

YcTaHoBKa MPOrpaMMHOro odecredeHus

16

CamocTosiTeJibHasi padoTa

1. | Ilonck HeMcIpaBHOCTEH MO NPUHIMITY JIOKAJIH3AIMK HEUCIIPABHOCTEH KOHKPETHOIO 000PYI0BaHUS

2. | V3yunTh ¥ NOHSTH MPUHIKI paOOThl HOBBIX KOHTPOJIbHO-M3MEPUTEIIbHBIX alNapaToB

ITpomexyTouHas arrecTanus (3K3aMeH)

MJK.03.02. be30nacHOCTh KOMIIbIOTEPHbIX ceTeil

136

BBenenne I/IHq)OpMa].[l/lOHHaﬂ 0€30MacHOCTh KOMIIBIOTCPHLIX CUCTEM U cereil

Tema 1. IIpo6aembl Coaep:xkanue

HH(pOpPMaLMOHHOI 1.
Oe3omacHoCTH

OCHOBHBIE TIOHATHS Y aHAJIN3 YTPO3 HHPOPMAITMOHHOHN 0€301TacCHOCTH

JlomalHee 3aiaHMe: YTCHHUE M aHAIN3 JTUTepaTypsl [2] cTp. 9-25

l'ocynapcTBeHHas HHQOpPMAIIOHHAS OJIUTHKA

I[omamﬂee 3aJJaHUE: YTCHUC U aHAJIN3 KOHCIICKTa

[Tpo6aembl nHGOpMAITMOHHOM BOMHBL. [Tpo6ieMbl HHPOPMAITMOHHONW 0€30MaCHOCTH CeTeH

JlomanrHee 3ajanue: yTeHHEe U aHanu3 Juteparypsi [5] crp. 48-61

TTonmtrka 0€3011aCHOCTH

JlomanrHee 3ajanue: yTeHHe U aHanu3 Juteparypsi [2] crp. 61-73

CrargapTel HHOOPMAIIMOHHON O€30IMaCHOCTH

14
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| JomaniHee 3aJaHue: I0ITOTOBKA K TECTUPOBAHUIO 10 TeMeE 1.

IIpakTHyeckune 3aHATHS 8
1. Amnamn3 JloktpuHsl nHpopMarmonHo# Oe3omacHocTH Poccniickoit @eneparun
2. OcHoBbI Oe3omacHocTH Windows
3. Vcnonp3oBanue 3amutarka Windows
4. BoccraHnoBieHne crcTeMBI Iocite c0ost
CamocTosiTeJbHasi padoTa 4
1. Ananus JJoktpunsl b P® u noctpoeHne cxeMbl OPraHoB rOCyAapCTBEHHON BIACTH M MECTHOIO CaMOYIIPaBJICHHUS, OTBEYAIOIINX 32
nHpopmannoHHyto 6ezonacHocTb. OnpeneneHne ux GYHKIMOHAIBHBIX 00s13aHHOCTEH
2. dopmynupoBKa MOJIOKEHHUs FOCYAAPCTBEHHOW IOJIMTHKK B 00JIacTH oOecriedeHuss HHPopMaMoHHOH Oe3onacHocTd. OmnpeneneHue
IIepBOOUEPEIHBIX MEPONPUSITHIL 110 o0ecnieyeHn0 HHPOPMaIMOHHON 0€3011aCHOCTH
Tema 2. TexHonoruu Coaep:xkanue 12
3alMThI JAHHBIX 1. IpuHIUIB KpUITOrPahUUCCKON 3aNIUThI HHPOPMALIUU
JomainHee 3aiaHue: yTeHUE U aHau3 gutepatypsl [2] ctp. 98-100
2. Kpunrorpaduueckue airopur™sl
JomanHee 3axanue: uTeHue U aHanu3 aurepatypsl [2] ctp. 100-110
3. TexHosiornu ayreHTHUKALNT
JomanHee 3ajaHue:IOITOTOBKA K TECTUPOBAHUIO IO TEME 2.
IlpakTHyecKue 3aHATHUS 4
1 udposanue USB nucka
2 3amura JaHHBIX HA JUCKE
CamocrosiTesabHast padoTa 4
1. TexHosorny ayTeHTH(UKAIMYT Ha TPEIIPHITHH
2. CoBpeMeHHbIE KPUITOAJITOPUTMBI
Tema 3. TexHosoruu Coaep:xkanue 26
3al[MThI MeKCETEBOr0 1. ObecrieueHue 6e30MACHOCTH ONIEPAIIMOHHBIX CHCTEM
o0MeHa JaHHBLIMH. JlomalHee 3aiaHue: YTeHHUE U aHAIU3 auTepatypsl [2] ctp. 172-190
2. TexHOJIOrMN MEKCETEBBIX SKPAHOB
JlomanHee 3aiaHue: YTCHUE U aHAIU3 uTepatypsl [2] ctp. 193-215
3. OCHOBBI TEXHOJIOTHH BUPTYaJbHBIX 3aniunieHHbIX cereil VPN
JlomaniHee 3ajanue: yTeHHE U aHaIM3 JuTeparypsl [2] ctp. 217-227
4, Peanmzanus texnosoruit VPN
JlomanHee 3aiaHue: YTCHUE U aHAIU3 uTepatypsl [2] ctp. 231-239
5. BesomacHocTh ceTeBbIX ycTpoiicTB OSI
JlomaniHee 3ajanue: yTeHHEe U aHauu3 Juteparypsl [5] cp. 217-220
6. 3amuTa Ha KAHAJTHHOM U CEaHCOBOM YPOBHSIX
JlomaliHee 3aiaHMe: YTCHUE M aHAIU3 JuTepatypsl [2] ctp. 241-258
7. Cisco ASA
JlomaliHee 3alaHHe: YTCHHE M aHAIN3 KOHCIIEKTa
8. 3amuTa Ha ceTeBOM ypoBHE - ipotokoi IPSEC

JlomalHee 3aiaHMe: YTCHUE M aHAIU3 JuTepatypsl [2] ctp. 287-290
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9. Wudpactpykrypa 3ainThl Ha IPUKJIaJHOM YPOBHE

ﬂOMaHIHee 3aJaHue: MOATOTOBKA K TCCTUPOBAHUIO IO TEME 2.

HpaKanecmle 3aHATHUSA

Ckanuposanue noptos (TCP M UDP coenunenust)

MexceTeBoe SKpaHHpOBaHUe. Y CTaHOBKa M HacTpolika Opannmayspa Comodo Firewall.

Bpannmaysp B Windows 7. CereBoii 3kpan B Kaspersky Internet Security.

Hacrpoiika 6e3onacHocty nmoyrosoro kiareHTa Outlook Express

S E RN

BesonacHslif gocTyn k ycTpoiictBam. HazHaueHue aqMUHUCTPATUBHBIX poJieit
MOHHTOPHHT U ynpasieHue ycrpoiictBamu. Mcnonbp3oBaHue QpyHKIMSI aBTOMaTU3UPOBAHHON HACTPOMKH 0€3011acHOCTH

12

CamocrosiTesbHast padoTa

1. I ITocTpoenue BUpTyanbHbIX 3alMIeHHbIX ceTell VPN B ycnoBusix ropoja.

Tema 4. Texnoaoruun
00HApY>KeHHUsI BTOPKEHU It

Coaep:xkanue

1. AHayn3 3alMIICHHOCTH ¥ 00HAPY)KEHUE aTaK

JlomanHee 3aiaHue: yTeHUE U aHAIU3 auTepatypsl [2] ctp. 334-351

2. 3amuTa OT BUPYCOB

JlomanHee 3aiaHue: yTeHUE U aHAIU3 auTepatypsl [2] ctp. 353-367

3. Peanu3zanus TeXHOJIOTUI IPENOTBPALICHHS] BTOPKEHUS

12

JomalnHee 3ajaHue: OATOTOBKA K TECTUPOBAHMIO 110 TeMe 4.

HpaKTn!{ecmle 3AHATHSA

BoccranoBnenue 3apakeHHBIX (ailioB

[MpodmnakTika NPOHUKHOBEHHUS TPOSIHCKUX POrpaMM

Cpena aHTUBUPYCHOM MPOTpaMMBbl

HacTtpolika napameTpoB aHTHBHPYCHOTO MPOrPaMMHOI0 MPOAYKTA

MOHUTOPHUHI AKTUBHOCTH AaHTUBUPYCHOM ITPOrpaMMBbl

3amuTa 0T NporpaMm-uudpoBaIbIIMKOB

Nio|a~ Wi e

MHCTpyMEHTBI aHTUBUPYCHOT'O IIPOIrPAMMHOI0 IPOAYKTA

14

CamocrosiTesibHast paboTa

1. | Cucremarudeckas mpopabOTKa KOHCIIEKTOB 3aHITHH, YUSOHOH U CleNHaIbHOW TEXHHUSCKOU JINTepaTyphl (110 BOPOCaM K
maparpadgam, riaBaM ya9eOHBIX IIOCOOHH, COCTaBICHHBIM MIPEI0IaBaTelIeM).

2. | BbpIOOp aHTHBHPYCHOTO NPOrPAMMHOTO MPOAYKTA

Tema 5. Ynpasiaenue
ceTeBoii 0€30IMaCHOCTBIO

Coaep:xkanue

1. MeTo1bl yIpaBiIeHHUS! CPEJCTBAMH CETEBOI 0€30MacHOCTH

JlomalnHee 3aiaHue: YTCHHUE M aHATN3 uTepaTypsl [2] ctp. 378-394

2. ABTopm3anysi, ayTeHTHdUKaIys 1 yaet goctymna (AAA)

JlomalHee 3aiaHMe: YTCHUE U aHAIW3 uTepatypsl [5] cTp. 61-78

3. Be30macHOCTh TIOKAIBHOM CETH

JlomalHee 3aiaHue: YTCHUE U aHanu3 gurepatypsl [5] ctp. 309-333

4, YmpasiieHne 6€301MacHO# CeThIO

I[0Mamﬂee 3aJaHMe: IIOATOTOBKA K TCCTUPOBAHUIO 110 TEME 5.

10

HpaKTn!{ecmle S3AHATHSA

1 | AHanu3 nporpamMm-HapyuuTenei

14




CamocrosiTesbHast padoTa

1 | Amnanus 06e30MacHOCTH JIOKAJILHOM CETH npeanpusaTus

IIpomeskyTouHas arTecTranus (A gepeHIUPOBAHHBIN 3a4eT)

YueOHasi IpaKTHKA
IIpumepHBbIii epedeHb padoT:

P OoO~NOUTh WN P

. Hactpoiika npaB noctyna.
. OdopmiieHre TEXHUUECKOI JOKyMEHTAIUH, IIPpaBuiia 0(OpMIICHHS JOKYMEHTOB.
. Hacrpoiika armapatHoro u nporpaMMHOT0 0O€CIIeYeHH s CETH.
. Hacrpoiika ceTeBoii kKapThl, UMsI KOMIIBIOTEpa, pabouast rpyIa, BBEJCHHE KOMIIbIoTepa B domain.
. [IporpammHast TuarHOCTHKA HEUCTIPABHOCTEH.

. AnmaparHasi IMarHOCTUKA HEUCIIPABHOCTEH.

. Ilonck HencCIpaBHOCTEN TEXHUYECKHUX CPEJICTB.

. BrinosiHeHue 1efcTBUM O yCTPAaHEHUIO HEUCTIPABHOCTEH.

. Mcrionp30BaHNe aKTUBHOTO, TTACCHBHOT'O 00OPYJOBAaHHUS CETH.
0.
11.
12.
13.
14.
15.
16.
17.
18.

YcTpaHeHue napasuTUpyomeil Harpy3Kky B CETH.

IMocTpoeHue GHU3NUECKOM KapThI IOKAJIHHOMN CETH.

VccrnenoBanue ceTeBBIX aTak M MHCTPYMEHTOB IIPOBEPKHU 3AIIUTHI CETH
Hactpotika 6e30macHOro J0CTyIa K MapuipyTU3aTopy

Ob6ecrieueHne aIMUHUCTpATUBHOTO AocTyna AAA u cepepa Radius
Hacrpoiika monutruku 6e30macHOCTH OpaHAMay pOB

Hactpotika cucremsl mpenoTBpamieHus sropxennit (IPS)

Hactpotika 6e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax
HccrenoBanue METOIOB MU(BPOBAHHS

108

HpOPBBOlICTBeHHaH NMpPaKTHUKa
IIpuMmepHbIii nepedeHb padoT:

o BN B e R R N S

9.

. YcraHoBKa Ha cepBepbl M pabovre CTAHIUH: ONEPAIIMOHHBIE CHCTEMbI U HE0OX0IUMOE JIJIsl pabOoThI MPOrpaMMHOE 0becreueHue.

. Ocy1iecTBiieHIe KOHGUTYPUPOBAHHUS IPOrPAMMHOTO 00eCIIeUeH s Ha CEPBEPax U pabOUYMX CTAHIHSIX.

. ITognepxka B pabOTOCIOCOOHOM COCTOSIHUM IIPOTPaMMHOE 00€CIIeYeHHEe CEPBEPOB U pabOUYMX CTaHITHH.

. Perucrpartust mosib30Baresei J0KaabHOM CETH U IIOYTOBOTO CepBEpa, Ha3HAYAET MACHTU()UKATOPHI U [TapOJIH.

. YcraHoBKa NpaB IOCTYIA U KOHTPOJIb UCIOIB30BAHMUS CETEBBIX PECYPCOB.

. ObecrieueHne CBOCBPEMEHHOTO KOIIMPOBAHUS, apXUBUPOBAHNS U PE3EPBUPOBAHUS JAHHBIX.

. [IpunsATHE MEp IO BOCCTAHOBJICHHUIO pabOTOCTIOCOOHOCTH JIOKAILHOM CeTH IpH COOSX MIIM BBIXOJIE U3 CTPOS CETEBOTO 00OPYAOBAHHMS.
. BeisiBiienue omuOO0K MOIb30BaTeNeit H IPOrpaMMHOTO 00ECIICYCHHUS M IPHHSATHE MEP 0 UX UCTIPABJICHUIO.

[IpoBeneHNE MOHUTOPUHTA CETH, Pa3padaThIBATh MPEIIOKECHUS 110 PA3BUTHIO HHYPACTPYKTYPHI CETH.

10. ObecnieueHne ceTeBoit 6€30MaCHOCTH (3aIIUTY OT HECAHKIIMOHNPOBAHHOTO JIOCTYIA K MH(POPMAIMH, TPOCMOTPA MM N3MEHEHHSI CHCTEMHBIX (pailyioB M TaHHBIX),
0€3011aCHOCTh MEXXCETEBOTO B3aUMOJICHCTBHA.
11. OcymiecTBieHHE aHTUBUPYCHOM 3aIUTHI JIOKAJILHOM BEIYMCIUTEILHOM CETH, CEpBEPOB U pabOUMX CTAHIHH.

12

13. Ananu3 BXomsmero u ucxozsmero Tpaduka. KoHTposs yTeukn KoHpHASHIHAIbHON HH(pOpMAaIHH.
14. Pa3zpaboTka MoMMTUK 0€30MaCHOCTH M BHEIPEHHE UX B ONEPAIIMOHHBIC CUCTEMBI.

15

16. ITposepka mail u web Tpaduka Ha Hanuure BpeaoHocHOro ITO ¢ MOMOIIBI0 AHTHBUPYCHBIX CPEICTB.
17. Hactpoiika 3amuThl 0€CTIPOBOIHBIX CETEH C TOMOIIBIO CHCTEM MH(POBAHUSI.

. ,Z[OKyMeHTI/IpOBaHI/IG BCEX NPOU3BCACHHBIX HeﬁCTBHﬁ.

. Hacrpotiika IPSec mu VPN. Hactpoiika MexceTeBbIX SKpaHOB.

108

15




18. ApxuBarus u Boccranosienne kimodeit B WindowsServer (PKI).

IIpomexyTouHas arrecTaums (3K3aMeH (KBaJaTu(UKANMOHHBI))

Bcero:

552
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3. YCJIOBMS PEAJIU3ALIUUA TIPOTPAMMBI IPO®ECCUOHAJILHOIO
MOJIYJISt

3.1. TpeGoBaHusI K MUHUMAJBLHOMY MATEPHATbHO-TEXHUYECKOMY 00ecnedeHHI0
Peanuzanmst mporpaMmbl  MOJyJNS MPEIONaraeT Hajaudue JiabopaTtopuid
«Opranuzanys ¥ TPUHIMIBI TOCTPOCHUSI KOMIBIOTEPHBIX cuctem», «lIporpammuo-
amnmapaTHBIX CPEJCTB 3allUThl OOBEKTOB CETEBOW HMHEMPACTPYKTYPHI» M OCHAIICHHBIX
0a3 MpaKTUKH.

O6opynoBanue nabopatopun «OpraHuzanus W OPUHIUIBI  [TOCTPOEHUS
KOMITBIOTEPHBIX CUCTEM:

— 13 pabounx wmect (IIK, moHMTOp, MBINB, KIaBHATypa) (ammapaTHOE
o0ecrmiedyeHne: He MEHee 2 CEeTeBBIX IUIaT, mpoueccop He Hmke Core 15, onepaTuBHas
mamMsaTh 00bemMoM He MeHee 16 1'6; HD 10000 Gb

— TumnoBo# cocTaB Ajis1 MOHTa)Ka U HaJIaJ KU KOMITbFOTEPHOW CETH:

Ka0enu pasauvyHOro THIMA, WHCTPYMEHT OO0XHUMHOW mpodeccuoHanbHbIH, 3
rHEe3/1a, TOPIIEBOM, C XpaloOBHKOM, COBMECTHM ¢ KoHHekTopamu: RJ45/8P8C,
RJ12/6P6C, RJ11/6P4C, 4P4C, 4P2C, DEC/6P6C, Tectep aMeKTpUUeCKU KaOeIbHBIM.

O6opynoBanue sabopatopun «lIporpaMMHO-anmapaTHbIX CPEACTB  3allUThHI

00BEKTOB CeTeBOM MHPPACTPYKTYPbI»:

— Cron yunurenbckuid -1 mr.

— Cryn yuynTenbCkuii -1 mir.

— TIlapter yueOHsie -10 mrT.

— Cron xomnbroTepHbIi -10 mT

— Cryn yuennuecku -18 mir.

— Jlocka — 1.

— Ceiid — 1.
— Creng — 2mmr.
— Cepsep -1 it

— KommbrorepHbiii TepMuHanbHbBIN Ki1ace -1 kommmi(10 pab.mecT)

— E-token -10 mr

— Pyroken-Be6 -1 mr

— Pyroken—IIunnan -1 mr.

— Pytoxen OUII -1 mt

— Pytoken—bmtory3 -1 mr.

— Kowmmext [P-Buaeona0mr01eHUS 2 KOMII.

— Crenpg AprycCnekrp Crpenen -1 koMrui.

— CKVY/ IronLogic -4 koM

— VY4eOHBIN CTEH/I- 2 IIT.

— bb AnnapaTHo-iporpaMMHBIA KOMIUIEKC JJISI U3yYEHUS! CTAaHAAPTHBIX MPOLIEAYP
¥ MOHUTOpHWHTA ceTeit Wi-Fi

— bb JlaGopaTopHblii KOMIUIeKC «M3yueHue, OHKCIUTyaTalsi ©U  PEMOHT
OECIIPOBOJIHBIX CUCTEM MEpe/ladyu  JTaHHBIX»
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3.2. Uudopmannonnoe odecneyenue 00yueHust

OCHOBHBIE HICTOYHUKHU:
1. Hazapos A.B., MenpuukoB B.IL., KynpusnoB A.M. Oxcrutyatanus
00BekToB cereBo uHbpacTpykrypsl OULL «Akanemusi». 2015,

2. [Tansrun B.®. NadopmarmonHas 6€301MaCHOCTh KOMITBIOTEPHBIX CHCTEM
u cereit : yue6. mocodue / B.®. llanprun. — M. : U]l «®OPYM» : UHOPA-M, 2018.
— 416 c¢. — (IIpodeccuonanbHoe oOpazoBanue). Pexum noctyma URL:

http://znanium.com/bookread2.php?book=1009605.
3. Ky3un A.B. Komneiorepusie cetu : yue0. mocooue / A.B. Ky3un, [I.A.
Ky3un. — 4-e u3a., nepepad. u jon. — M. : @OPYM : UHOPA-M, 2017. — 190 c. —

(ITpodeccuonanpHOE 00pa3oBaHue). Pexum JOCTyTa URL:
http://znanium.com/bookread2.php?book=854772.

4, MaxkcumoB H. B. Komnbrotepusie cetu : yue0. nocobue / H.B. Makcumos,
N.N. TlonoB. — 6-¢ u3a., nepepad. u gon. — M. : DOPYM : UTHOPA-M, 2017. — 464
c. — (Cpemnee mnpodeccuonanpHoe o6Opa3zoBanme). Pexum gocryma URL:
http://znanium.com/bookread2.php?book=792685.

5. BacuwibkoB  A.B. be3omacHocTh M ymnpaBi€HHE  JOCTYIOM B

nH(pOpMAIIMOHHBIX cHcTeMax: YueOHoe mocooue / A.B. Bacuibkos, M.A. Bacunbkos. -
M.:. ®opym: HUI[ HNHDPPA-M, 2018. - 368 c. Pexum pocryma URL:
http://znanium.com/bookread2.php?book=987224.

JIOTIOJTHUTETbHBIE HCTOYHUKH:

1. Xopes II. b. IlporpamMmmMmHo-amnmapaTHas 3amuTta UHGoOpManuu: YueOHOoe
noco6wue / [1.Lb. Xopes. - 2-e u3x., ucnp. u goim. - M.: ®opym: HUL[ UHOPA-M, 2021. -
352 c. Pexxum noctyna URL: https://znanium.com/catalog/document?id=365036.

2. [Tapteika T. JI. Undopmarnmonnas 6e3onacHocTs: Yuebnoe nocodbue / T.JI.
[TapTteika, U.W. [lomnos. - 5-e uzm., nepepad. u gon. - M.: ®opym: HUL[ UHDPA-M,
2021. - 432 c.: un.; 60x90 1/16. - (ITpodeccuonanpHoe 06pazoBanue). Pexum moctymna
URL.: https://znanium.com/catalog/document?id=364624

3. Hcayenko O. B. Ilporpammuoe oOecrieueHuE KOMIBIOTEPHBIX CceTed :
yue6. nocobue / O.B. Ucauenko. — M. : UHOPA-M, 2021. — 117 c. — (Cpennee
npodeccuoHabHOE 00pa3oBaHue). Pexxum J0CTyma URL:
https://znanium.com/catalog/document?id=365079.

4, bapanoa E. K. MoaenupoBanue cuCTEMBbI 3allMThl WH(OpPMAIUK:
[Tpaktukym: YuebHoe nocodue / E.K.bapanosa, A.B.ba6am - M.: UL PUOP: HUILL
NH®PA-M, 2021 - 120 C. Pexum JOCTyTa URL:
https://znanium.com/catalog/document?id=371348.

5. I'ypukos C. P. Uatepuer-texHomoruu: Ydyeobnoe nocodue / C.P. ['ypukos.

- M.. @opym: HHUI[ HWNHOPA-M, 2019. Pexum gocryma  URL:
https://znanium.com/catalog/document?id=330956.

6. Brnosenko JI. A. HudbopmarnmoHHas cucTteMa Tpeanpustus: YdeOHoe
nocobue/Bnosenko JI. A. - 2 uzn., nepepab. u gom. - M.: By3osckuit yueonuk, HUI]
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NHOPA-M, 2018. - 304 C. Pexum JOCTyTIa URL:
https://znanium.com/catalog/document?id=372526.

1. [leitnakoB H.E. ®dusnueckue oCHOBBI 3amuthl uHQoOpManuu: YueoO.
nocobwue. / H.E. Illleitnakos, O.B. Cepnieaunos, E.H. Tumenko — M.: PUOP: UTH®PA -
M, 2022. — 204 C. Pexxum JIOCTyIIa URL:
https://znanium.com/catalog/document?id=389741.

8. bapanosa E. K. Undopmarmonnas 6€301acHOCTh U 3amuTa HHGOPMAaIUU:
Yyebnoe nocobue. / bapanosa E.K., babamr A.B. — 3-e u3x., mepepad. u mon. — M.:
PUOP: HUH®PA-M, 2021. — 322 c¢. Pexum  moctyma  URL:

https://znanium.com/catalog/document?id=364911.

9. Kyx A. Il. 3amurta uapopmarun: Yuedbnoe nocooue / A.Il. Kyk, E.IL
Kyx, O.M. Jlenemkun, A.U. Tumomkux. - 3-¢ u3a. - M.: U1 PUOP: HUIL UTHDPA -
M, 2021. - 400 C.. Pexxum JOCTyTIa URL.:
https://znanium.com/catalog/document?id=367588.

10. HmeiinoB B. fI. OcHOBHBIEC MOJIOKEHUS WHPOPMAITMOHHON 0€30TaCHOCTH:
VYuebnoe nocodue/B.S. NmeitnoB, M.B.Menatynsia - M.: ®opym, HUIL[ THDOPA-M,
2021. - 208 c.: 60x90 1/16. - (IlpodeccuonanpHoe oOpa3zoBanue). Pexxum moctymna
URL.: https://znanium.com/catalog/document?id=365084.

11. [laserun B. ®. KommiekcHas 3ammra MHGOpPMAIMK B KOPIOPATHUBHBIX
cucremax : yue0. mocobue / B.®. Illanbrun. — M. : UJI «DOPYM» : UHOPA-M,
2022. — 592 c. Pexum JOCTyTa URL:
https://znanium.com/catalog/document?id=389857.
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4. KOHTPOJIb U ONEHKA PE3YJIbTATOB OCBOEHUA
MPO®ECCHUOHAJIBHOI'O MOAYJIS (ITO PA3JIEJIAM)

Kon 1 HanmeHnoBanue
npodeccroHaNBHBIX U 00IIUX
KOMIIETEHIINH, (POPMUPYEMBIX B
pamMKax MOyt

Kpurepuu ouenku

MeTobl O11eHK!

IIK 3.1. YcraHaBnuBaTh,
HACTPaMBaTh, SKCIUTYaTHPOBAThH U
00CITy’)KMBaTh TEXHUICCKHE U
MIPOrpaMMHO-aIapaTHLIC CPEICTBA
KOMITBIOTEPHBIX CETEH.

OreHKa «OTJIMYHOY -
TEXHUYECKOE 3a/1aHHe
MPOAHATU3UPOBAHO, aITOPUTM
pa3paboTaH, COOTBETCTBYET
TEeXHUYECKOMY 3aJIaHUIO0 U
0OpMIICH B COOTBETCTBHH CO
CTaHJapTaMu, HOSICHEHBI €ro
OCHOBHBIC CTPYKTYPHI.
OLeHKa «XO0POLI0» -aJITOPUTM
pa3paboras, opopMIICH B
COOTBETCTBHH CO
CTaH/apTaMU U COOTBETCTBYET
3aJJaHUI0, IOSICHEHBI €T
OCHOBHbIE CTPYKTYPBHI.
Orenka
«YHAOBJIETBOPUTEIBHO -
AIITOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJIaHHIO.

Ok3ameH/3a4eT B hopme
cobeceJoBaHMs: IPAKTUIECKOE
3a/laHue 110 IOCTPOCHUIO
aJIroputMa B COOTBETCTBHUU C
TEXHUYIECKUM 33TaHUEM

3ammra OT4ETOB IO
MPaKTHYECKUM U JIA0OpATOPHBIM
pabotam

1IK 3.2. IIpoBOIUTH
poUIaKTHIEeCKUe paboTHl Ha
00BEKTaX CETEBOM
nH}pacTpyKTypHl ¥ pabounx
CTaHIIUAX.

O1leHKa «OTJIMYHOY -
TEXHUYECKOC 3a/IaHHe
MPOAHAIM3UPOBAHO, ATOPHTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JJaHUIO U

0 OpMJIEH B COOTBETCTBUH CO
CTaHgapTaMu, MMOACHECHEBI €T0
OCHOBHBIE€ CTPYKTYPEI.
O1eHKa «XOPOLI0Y -aJTOPUTM
paspaboTaH, oopMIIeH B
COOTBETCTBHH CO
CTaH/IapPTaAMU U COOTBETCTBYET
3a1aHUIO, TIOSICHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.
Ouenka
«yIOBJIETBOPUTEJIbHO) -
aJTOPUTM pa3paboTaH U
COOTBETCTBYET 3aJIaHUI0.

Ok3ameH/3a4eT B popme
cobecetoBaHMs: IPAKTHIECKOE
3alaHUe [0 IOCTPOCHUIO
QJITOPUTMA B COOTBETCTBHUH C
TEXHHUYECKUM 33JaHUEM

3amura OT4ETOB 110
MIPAKTUIECKUM U Ta0OpaTOPHBIM
pabotam

11K 3.3. YcraHaBIMBaTh,
HACTPauBaTh, SKCILTYaTHPOBATh
00CITy)KHBaTh CETEBBIC
KoH(pUrypauuu

O1eHKa «OTJIMYHO) -
TEXHUYECKOE 3a/IaHKe
MPOAaHATU3UPOBAHO, AITOPUTM
paszpaboTaH, COOTBETCTBYET
TEXHUYECKOMY 33J[aHUIO U
odopmIIeH B COOTBETCTBHH CO
CTaH/IapTaMH, MOSCHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.
O1eHKa «XOPOII0Y -aJITOPUTM
paspaboras, oopMIICH B
COOTBETCTBHH CO
CTaH/IapTaMU U COOTBETCTBYET
3aJJaHUI0, TIOSICHEHBI €r0
OCHOBHBIE CTPYKTYPBHI.
Orenka
«yIOBJIETBOPUTEJIbHO) -
ITOPUTM pa3paboTaH n
COOTBETCTBYET 33JIaHUIO.

Ok3ameH/3a4eT B opme
cobeceoBaHMs: IPAKTUIECKOE
3a/IaHue 10 TOCTPOCHHUIO
aJiroputMa B COOTBETCTBHUU C
TEXHUYECKUM 3aJIlaHHEM

3aiura OTIETOB 110
MPaKTHYECKUM U JT1ab0opaTOPHBIM
paboram
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1IK 3.4. YuyacTBOBaTh B pa3pabOTKe
CXEMBI I10CICaBapUMHOTO
BOCCTAHOBIICHHS
paboTococoOHOCTH
KOMIOBIOTEPHOMN CETH, BBITIOTHATD
BOCCTAaHOBJICHUE U pe3epPBHOE
KOMUpOBaHUe HHPOpMALIUH.

OrieHKa «OTJIHYHO -
TEXHUYECKOE 3a/1aHHe
MPOAHATH3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEeXHUYECKOMY 3aIaHUIO0 U
0o(OpMIICH B COOTBETCTBHH CO
CTaH/IapTaMH, MOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.
O1leHKa «XOPOIII0Y -aJITOPUTM
pas3paboran, opopMIIcH B
COOTBETCTBHH CO
CTaH/IapPTaAMU U COOTBETCTBYET
3aIaHHIO, TIOSICHCHBI €0
OCHOBHBIE CTPYKTYPBL.
Ornenka
«yAOBJIETBOPUTEIbHO) -
NTOPUTM pa3paboTaH u
COOTBETCTBYET 3aIaHUI0.

Ok3ameH/3a4eT B popme
cobecenoBaHus: IPAKTHYECKOE
3a/laHue 10 MOCTPOCHHUIO
aJIroputMa B COOTBETCTBUU C
TEXHUYECKUM 3aJIaHHEM

3ammra OT4ETOB IO
MPAKTHYECKUM U JTA0OpATOPHBIM
pabotam

IIK 3.5. YuyacTBOBaTh B pa3pabOTKe
CXEMBI MOCJIeaBapUIHOTO
BOCCTAHOBJICHUSI
paboTociocoGHOCTH
KOMITBIOTEPHOM CETH, BBIIOIHATD
BOCCTAHOBJICHHE U PE3EPBHOC
KOIMPOBaHHE MH(OPMAIIHH.

O1leHKa «OTJIMYHOY -
TEXHUYECKOE 3a/IaHKe
MPOAHATU3UPOBAHO, ATOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHYECKOMY 33/[aHUIO U
odopmIIeH B COOTBETCTBHH CO
cCTaHgapTaMu, MOACHECHEBI €T0
OCHOBHBIE CTPYKTYPBL.
O1leHKa «XOPOI0Y -aJITOPUTM
paspaboraH, 0popMIICH B
COOTBETCTBHH CO
cTaHgapTaMu U COOTBCTCTBYCT
3aIaHUIO, TIOSICHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.
OrneHka
«y1OBJIETBOPUTEIbHO) -
ANTOPUTM pa3paboTaH u
COOTBETCTBYET 33/[aHUI0.

Ok3ameH/3aueT B popme
cobeceoBaHuUs: IPAKTUIECKOE
3a/IaHuE 10 TOCTPOEHUIO
QITOPUTMa B COOTBETCTBUH C
TEXHUYECKUM 3aTaHUEeM

3aluTa OT4ETOB 110
NPaKTUYECKUM H Ja00paTOPHEIM
pabotam

1IK 3.6. BpIONHATH 3aMEHy
PpacxXoJHBIX MAaTEpUAIOB U MEJIKUH
PEMOHT nepudepuiHOro
000pyIOBaHMUS, OTIPEAEIIATH
ycTapesiiee 000py10BaHHE U
IIPOrPAMMHBIE CPEACTBA CETEBOI

nH(pacTpyKTypHI.

O1cHKA «OTJINYHOY -
TEXHUYECKOE 3a/IaHHe
MPOAHAIM3UPOBAHO, AITOPUTM
paszpaboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJaHUI0 U

0 OpMJICH B COOTBETCTBUH CO
CTaHJApTaMH, TIOSICHCHBI €ro
OCHOBHEBIE CTPYKTYPBHI.
OueHka «xopouo» -
NTOpUTM paszpadoraH,
0(OpMIICH B COOTBETCTBHH CO
CTaHJApTaAMH U COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €r0
OCHOBHBIE CTPYKTYPBL.
Ornenka
«yOBJIETBOPUTEIBHO) -
aJTOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Ok3ameH/3a4eT B hopme
cobeceIoBaHUs: IPAKTHIECKOe
3alaHKe [0 IOCTPOCHUIO
QJITOPUTMA B COOTBETCTBUH C
TEXHHUYECKUM 33aJaHUEM

3ammmra 0T4ETOB M0
MPaKTHYECKUM U J1a00paTOPHBIM
paboTam
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