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1. OBIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI IIPO®ECCHOHAJILHOTO
MOJYJISA

[1IM.02. 3amuTa naGopMaIi B aBTOMAaTH3UPOBAHHBIX CHCTEMAX MPOTPAMMHBIMU H

IIporpaMMHO-alIapaTHbIMA CPEACTBAMUA
HAUMeHOo8aHue npogpecCcUoHaIbLHO20 MOOYIA

1.1. leab u njIaHupyeMble pe3y/IbTaThl 0CBOEHHS NPO(eCCHOHAIBHOI0 MOy
B pe3ynbrare u3ydenus npohecCHOHaIbHOTO MOAYJISA CTYI€HT AOJKEH OCBOUTD BUJL IS TEITLHOCTH
3ammra HHGOPMALIMU B aBTOMAaTU3MPOBAHHBIX CHCTEMaxX MPOTPAMMHBIMU M IMPOTrPaMMHO-aNIapaTHbIMU

Cp€acTBaMu U COOTBETCTBYIOIIINE EMY HpO(bCCCI/IOHaJ'IBHBIe KOMIICTCHII U

[Tepedenn OOITUX KOMIIETCHITUI

Kox HaumenoBanue o0Iux KoOMIeTeHIINI

OK 1. Br16upats ciocoObl penienus 3aad NpoecCUOHaIbHON AESITEIbHOCTH, IPUMEHUTENBHO K
Pa3JIMYHBIM KOHTEKCTAM.

OK 2. OcymiecTBIATh TOUCK, aHAIW3 W MHTEPIpETaluio WHPOpMAMK, HEOOXOAMMOHN i
BBINOJIHEHUS 3a/1a4 TPOpECCHOHATBLHON IS TEIIbHOCTH.

OK 3. [TmaHupoBaTh M PeATH30BHIBATH COOCTBEHHOE MPO(hECCHOHATLHOE U INYHOCTHOE Pa3BUTHE.

OK 4. PaGoTtath B KOJJIEKTMBE M KOMaHzae, 3((EeKTUBHO B3aUMOJEHCTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KIIMEHTaMH.

OK 5. OcymiecTBIATh YCTHYIO M NHUCBMEHHYK0 KOMMYHMKAIMIO Ha TOCYIAPCTBEHHOM SI3BIKE C
y4eTOM 0COOEHHOCTEH COLIMAIIBHOTO U KYJIbTYPHOIO KOHTEKCTA.

OK 6. [TposiBNATE Tpa’kJaHCKO-MATPUOTUYECKYIO TIO3ULHMIO, JEMOHCTPUPOBATH OCO3HAHHOE
NIOBEJICHHE HAa OCHOBE TPAIUIIMOHHBIX 00LIEUEIOBEUECKUX IEHHOCTEH.

OK 7. ConeiicTBOBaTh COXPAaHEHHMIO OKPYIKAIOIIECH cpenpl, pecypcocOepekeHuto, 3h(HeKTuBHO
JIeCTBOBATh B YPE3BbIUANHBIX CUTYAIHIX.

OK 8. Hcnonp30Bath cpencTBa PU3NYECKON KYJIbTYPHI ISl COXPAHEHUS U YKPEIUIEHUS 30POBbS
B Iporecce NpodecCHOHATBbHON AEATENbHOCTH U HOJIep)KaHue HeOOXOAMMOTO YPOBHS
(bu3HYECKON MOATOTOBICHHOCTH.

OK 0. Vcnonb30BaTh HH(POPMAITMOHHBIE TEXHOJIOTHU B MPO(ECCHOHANBHOM JIesITeTbHOCTH.

OK 10. [Tonb30BaThes MpodeccuoHaNbHON JOKYMEHTAIME Ha TOCYJapCTBEHHOM U HHOCTPAHHOM
A3BIKAX.

HepequL HpO(I)CCCI/IOHaJIBHBIX KOMIIETEHITUMN

Kon HanMeHOBaHHe BUIOB JeATEJIbHOCTH H NNPO(EeCCHOHANBHBIX KOMITETEHIIUI

BJ 2. 3awuma ungopmayuu 6 a6MOMAMU3UPOBAHHBIX CUCEMAX NPOSPAMMHBIMU U
NPOCPAMMHO-ANNAPAMHBIMU CPEOCMEaMU

IK 2.1. Ocy1iecTBIATh YCTAaHOBKY M HACTPOMKY OTAENbHBIX IPOrPAMMHBIX, IPOTPaMMHO-
anImapaTHbIX CPEICTB 3alIUThl HH(GOPMAIIHH.

K 2.2. ObecneunBaTh 3aIUTY MHPOPMALIMU B ABTOMATU3UPOBAHHBIX CUCTEMAX OT/IEJIbHBIMU
IPOTPAMMHBIMH, TIPOTPAMMHO-AMIIAPATHBIMHA CPEJICTBAMH.

[K 2.3. Ocy1miecTBIATh TeCTUPOBaHUE (DYHKIMI OTEIBHBIX IPOIPAMMHBIX U IIPOTrPaMMHO-
anImapaTHbIX CPEICTB 3alIUThI HH(GOPMAIIHH.

K 2.4. OcymiecTBiATh 00pabOTKY, XpaHEHHE U Mepeady HHPOPMaIlUi OTpaHUYEHHOTO
JIOCTYyIA.

[K 2.5. YHUUTOXKATh HHPOPMALIHIO U HOCUTEIH HH(POPMALIUU C UCIIOIB30BAHUEM MPOTPAMMHBIX
U IPOrpPaMMHO-aNINapPaTHBIX CPEJICTB.

[IK 2.6. OcCymIecTBIATh PErUCTPAIMIO OCHOBHBIX COOBITUI B aBTOMAaTU3UPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEMAaX, B TOM YHCJIE C MCIOJb30BAaHUEM ITPOTPAMMHBIX U




IPOTPaMMHO-aNNapaTHBIX CPEACTB OOHAPYKEHUS, TPEIYTIPESKACHUS U TMKBUIALNT
IIOCJIEACTBUM KOMIIBIOTEPHBIX aTaK.

B xome ocBoeHHs NPOGECCHOHATBLHOIO MOMIYJS YYHTHIBACTCS JBUKCHHUE K JIOCTHIKCHHIO
JUYHOCTHBIX pe3ynbTaToB oOyuaronumucs JIP 15,16,17

B pesyinbTare ocBoeHMs IPO(HECCHOHATBHOTO MOAYJIS CTYICHT JOJIKEH:

Nmets
MPAKTUYECKUI
OTIBIT B

- YCTaHOBKHM, HACTPOWKHM MPOTPAMMHBIX CPEICTB 3allUTHl HH(QOpPMAaluU B
aBTOMAaTH3MPOBAHHOH CHUCTEME;
- o0ecrieyeHHUs  3alIUTHl  aBTOHOMHBIX  aBTOMATH3MPOBAHHBIX  CHCTEM
IPOrpaMMHBIMU M IPOTPaMMHO-aNIapaTHBIMK CPEACTBAMH;
- TECTUPOBaHUS  (QYHKUWH, JIHArHOCTHKA, YCTPAaHEHUS OTKA30B "
BOCCTAHOBIICHHSI PabOTOCIIOCOOHOCTH TMPOTPAMMHBIX M IPOrPaMMHO-aIMapaTHBIX
CpeZACTB 3alIUThl HH(POPMALIUN ;
- pewenus 3aaa4 3amutel oT HCJl k mHpOpManuu orpaHu4eHHOro JOCTYIa ¢
MOMOIIBI0  TPOTPAMMHBIX W TPOTPaMMHO-ANMapaTHBIX  CPEACTB  3aIIUTHI
nH(popManuu;
- NPUMEHEHHS SJIEKTPOHHOW MOJIMUCH, CUMMETPHYHBIX M aCHMMETPHYHBIX
KPUNTOrpaUYECKUX aIrOPUTMOB M CPEACTB IU(PPOBAHUS JaHHBIX;
- yuéra, 00pabOTKH, XpaHEHUS W Mepeaadyd WHPOpPMaluHu, IS KOTOPOH
YCTAQHOBJICH PEKUM KOH(UICHIUAIBHOCTH;
- paboThI ¢ TOJCHCTEMAMH PETUCTPAIIMU COOBITHIA,
—  BBISBICHHS COOBITHH M MHIUACHTOB 0€30IIaCHOCTH B aBTOMAaTH3MPOBAHHOM
CHCTEME.

YMETh

- yCTaHABIIMBATh, HACTPAUBATh, IPUMEHSAThH MPOTPAMMHbBIE U IIPOTPAMMHO-
anmnapaTHbIe CpPe/ICTBA 3alUIUThl HH(POpPMAIUY;
- yCTaHaBJIMBATh U HACTPAaUBaTh CPEACTBA aHTUBUPYCHOM 3aIIUTHI B
COOTBETCTBHUH C MPEIBSABIIEMBIMUA TPEOOBAHUSIMU;
- JTUArHOCTHPOBATh, YCTPAHATh OTKa3bl, 00ecreynBaTh paboTOCIIOCOOHOCTD U
TECTUPOBAThH (DYHKIIMH MPOTPaMMHO-AIIapaTHRIX CPEICTB 3aIIUTHI HHPOPMAIIUH;
- MIPUMEHATH MPOTPAMMHBIE U TIPOrPAMMHO-AIAPATHBIE CPECTBA JIsI
3amuThl HHGOpPMAIUU B 0a3ax JaHHBIX;
- MIPOBEPSATH BBINOIHEHNE TPeOOBaHMIA 10 3amuTe HHGOPMAIUU OT
HECaHKIIMOHUPOBAHHOTO JTOCTYTIA MPHU aTTECTAIlMU 00BEKTOB MH(POPMATU3AIUH TIO
TpeboBaHUsM 0€30MaCHOCTH UH(DOPMALINH;
- MPUMEHSITh MaTeMaTHUECKHI armapar /i BHITOTHEHUS
KpunTorpadguueckux nmpeoOpa3zoBaHuii;
- HCIIOJIH30BaTh TUIIOBBIE MPOTPAMMHBIC KPUMITOTpaPUIECKHe CPEICTBA, B
TOM YHCJIE 3JIEKTPOHHYIO MOJIIHUCH;
- MPUMEHSTh CPE/ICTBA FAPAHTUPOBAHHOTO YHUUTOXKEHUS HH(DOPMALINUH;
- yCTaHABIIMBATb, HACTPAUBATh, IPUMEHSATH POTPAMMHBIE U TIPOrPAMMHO-
anmnapaTHbIe CpPe/ICTBA 3alUIUThl HHPOpPMAIUY;
- OCYIIECTBIISITh MOHUTOPUHT M PETUCTPAIMIO CBEICHUH, HEOOXOIMMBIX
VIS 3aIIUTHl 00BEKTOB HH(POPMATH3aIlMH, B TOM YHCJIE C UCIIOIB30BaHUEM
MPOrPaMMHBIX U TPOTPaMMHO-ANNapaTHRIX CPEJCTB OOHAPYKECHHUS,
MpeyNpexaCHUs] U TUKBUIAILMH [TOCJIEICTBUI KOMIIbIOTEPHBIX aTaK

3HaTb

- OCOOCHHOCTH ¥ CIIOCOOBI TPUMEHEHHUS ITPOTPAMMHBIX U TIPOTPaMMHO-
anmapaTHBIX CPECTB 3aIUTHl HH(POPMAIIMH, B TOM YHCIIC, B ONEPAIIHOHHBIX
CUCTEMaX, KOMITBIOTEPHBIX CETsIX, 0a3aX JaHHBIX;

- METO/TbI TECTUPOBAHUS (DYHKITUH OTACIBHBIX IPOrPAMMHBIX M IPOTPAMMHO-
anmapaTHBIX CPEACTB 3aUTH HH)OPMAIIHH;

- TUTIOBBIC MOJICIIHM YIIPABJICHUS JOCTYIIOM, CPEACTB, METOJIOB M IIPOTOKOJIOB
UICHTH(UKAIINY U ayTCHTU(DUKAIINH;




- OCHOBHBIE TTOHATHS KPUNTOTPa(QUU ¥ TUTIOBBIX KPUITOTPaPHUECKUX
METOJIOB U CPEJCTB 3AIIUTHI HH(POPMAIHIH;
- 0COOEHHOCTH M CIOCOOBI MPUMEHEHHS TPOTPAMMHBIX M ITPOrPaMMHO-
anmapaTHBIX CPEJCTB FAPAHTHPOBAHHOTO YHUUTOKEHUS HH(OpMALIUY;
- THUIIOBBIE CPEJICTBA U METOJIbI BEJICHUS ayJUTa, CPE/ICTB U CIIOCOOOB
3aMUTHl HH)OPMALUH B JIOKAJIbHBIX BBIYUCIUTEIBHBIX CETSAX, CPEJCTB 3aIIUTHI OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

1.2. Konu4ecTBO 4acoB, 0TBOIMMOE HA OCBOEHNE NMPO(PecCHOHAIBLHOT0 MOTYJIsI

Bcero yacoB — 802 yaca, B TOM 4ucJIE:
- 250 JacoB BapHaTUBHOMN YaCTH, HAMPABJICHHBIX HA YCHIICHUE 0053aTeILHON YacTH MPOTPAMMBI
podhecCHOHATEHOTO MOIYJIS.



2. CTPYKTYPA U COAEPKAHUE ITPOPECCUOHAJIBHOI'O MOAYJSA

2.1. CtpykTypa npoheccuoHAIBLHOT0 MOAYJIsl

O0bem npogeccHoHATBHOT0 MOAYJIS, Yac

Oo6y4venune no M/IK Ipakruka
Konsbt Cymmapx =
npogeccuon blii 00beM . g
pa.;l::l-lblx HanMeHOBaHMs Pa3/ieIoB ALDVICH B T.q - TMpoussonc | E &
KoMTeTenIH npoecCHOHATLHOT0 MOTYJIs ™ ll:;’c | Beero J1a0opaToOpHbIE e . E =
" padoThI U ygﬁora Camocrositea | Yueonas, (o % 3
! NpaKkTHYECKHE p bHas padora 4acoB npoduiio = £
4acoB (mpoex), S =
cnenuagbH | S
3aHATHUSA, 4acoB =
0CTH),9aCOB
qacoB
K 2.1 - Pasnea 1. IlpumeHeHue nporpaMMHbIX U
MK 2.6 [POrpaMMHO-AINAPATHBIX CPEICTB 3ALIUTHI 274 244 112 20 17 6
OK 1-OK 10 | nadopmanuun
K 2.3 Pa3nea 2. [IpumeHeHne Kpunrorpaguaeckux 162 162 76 10 14 6
CPEJICTB 3alUThl HHHOPMaLUH
K 2.1-TIK YuyeOHasi NpaKTHKA 108
2.3
K 2.1-1IK IIpou3BoACTBeHHAS] MPAKTHKA (110 252
2.3 NPoUII0 CIENNAIBLHOCTH), 9aCOB
IIpomexyTouHast aTTecTanusi (3K3aMeH 7
(kBamuUKALUOHHBIH)) —
JeMOHCTPAIIMOHHBIH YK3aMeH
Bcero: 802

2.2. TemaTu4eCcKHUii IV1aH U cofepkaHue npogeccuoHaabHOro moay.s (IIM)

*Pa3zlen HpO(l)eCCI/IOHaJ'H)HOFO MOAyJid — 4aCcTb MPOrpaMMbl HpO(i)CCCI/IOHaHI)HOFO MOAYyJid, KOTOpass XapaKTCPU3yeTCa JIOTHYCCKOM 3aBCPIICHHOCTHIO U HAIIpaBJICHA HA OCBOCHHC OHHOﬁ
MM HECKOJIBKUX HpO(i)eCCI/IOHaIIBHBIX KkoMmeTeHumi. Pazmen l'IpOd)eCCI/IOHaJ'lBHOFO MOAYJISI MOXKET COCTOATH M3 MEKIUCIHTUIITIMHAPHOT'O KypcCa NI €TI0 YaCTU U COOTBETCTBYIOIUX JacTen
y‘l€6HOI71 u HpOHSBOZ[CTBGHHOﬁ MpPaKTHUK. HaumenoBanue pazaeina HpO(l)GCCI/IOHaHLHOFO MOAYyJid JOJDKHO HAYUMHATHLCA C OTIJIArOJIbHOT'O CYHICCTBUTCIIBHOTO U OTPAXKATh COBOKYITHOCTH
OCBauBaCMbIX KOMHCTGHHHﬁ, yMeHI/Iﬁ U 3HaHUI.




HaumeHnoBaHnue pa3aeiioB U TEM Couepmaﬂne yqeﬁﬂoro MartepuaJa, naﬁopaTopHHe paﬁOTbI U NMPAKTHIECCKUE 3AHATHS, CAMOCTOATEJIbHAA paﬁoTa OobeM
npo¢ecCHOHAIBHOI0 MOAYJIA ol0yyarmmxcs , Kypcopasi padoT (IIpoeKT) 4acoB
(IIM), MesRIMCUUNTHHAPHBIX

kypcoB (MIK)
1 2 3
Paznen 1. TIpumeHeHue MporpaMMHBIX U IPOIrPaMMHO-ANNAPATHBIX CPEJICTB 3aIUThHI HHPOPMALIUU 128
MJIK.2.1 IIporpaMmMHBI€ ¥ TPOrpaMMHO-AIIAPATHBIE CPEJICTBA 3AIMUTHI HHPOPMAILIUT 273
Copep:xanue 46
Tema 1.1. 1 | ABromaruzanus npouecca 00paboTku HHpOpMAUU 2
3amuieHHast JlomanHee 3alaHHe: YTCHUE U aHAIM3 JuTeparypsl [1] ctp. 165-172
aBTOMAaTU3NPOBAHHAA 2 | [lonsiTe aBTOMaTHU3UPOBAHHOM CHCTEMBI. 2
cucreMa JomaniHee 3aiaHue: yTeHUE U aHAIH3 TUTeparypsl [3] cTp. 123-125
3 | OcobGeHHOCTH aBTOMATH3MPOBAHHBIX CHCTEM B 3aLUILEHHOM HCIIOJIHEHHH. 2
JlomanHee 3a/laHHe: YTCHUE U aHAIM3 JuTeparypsl [4] ctp. 123-125
4 | OcHoBHble Bubl AC B 3alIMIIIEHHOM HCIIOJHEHUH. 2
JlomalmiHee 3a/laHHe: YTCHUE U aHaIM3 auteparypsl [1] ctp. 165-172
5 | Meroubl co3nanusi 0€30MaCHBIX CUCTEM 2
JomaniHee 3a1aHue: yTeHUE U aHanK3 JTuTeparypsl [3] cTp. 123-125
6 | Meromosorusi MpOEKTUPOBAHMSI rapaHTHPOBaHHO 3anumeHHbIX KC 2
JlomManiHee 3alaHHe: YTCHUE U aHAIM3 JuTeparypsl [4] ctp. 123-125
7 | AuckpeuroHHbIE MOJIENH 2
JlomanHee 3alaHHe: YTCHUE U aHAIM3 JuTeparypsl [1] ctp. 165-172
8 MannaTHbeIle MOIETNA 2
JlomaniHee 3alaHue: YTCHUE U aHAIM3 JuTeparypsl [3] crp. 123-125
IIpakTHYecKue 3aHATHS 20

1

VYuer, 00paboTka, XpaHeHue u nepegada uapopmaiuu B AUC

OI‘paHI/I‘-IeHI/IC AOCTYIIda HAa BXOJ[ B CUCTCMY.

Wnentudukanus 1 ayTeHTUQHUKALMS T0JIb30BaTesIel

Pasrpannuenue nocryma.

Peructparus coObiTuii (ayauT).

KOHTPOJIb 11€IOCTHOCTH TAHHBIX

YHUUTOKESHHE OCTATOYHON MH(POpPMAITHH.

Ynpasnenue noauTtukoit 6ezonacHoctu. [lladaonpl Oe3onacHoCTH

OOoINO| OB WIN

Kpunrorpaduueckas 3ammuta. O630p nporpamm mugpoBaHus JaHHBIX

[EY
o

VYnpasieHue nonutukoit 6ezonacHocty. [11abmoHbl 6€30mMacHOCTH




Tema 1.2. Conep:xanue 8
Jecrabunuzupyroniee 1 | McrouHuKH 1ecTaOMIM3UPYIOLIEro BO3AECHCTBUS HA O0BEKTHI 3aILUThI 2
BO3JICHCTBHE HAa OOBEKTHI JlomalHee 3a/laHue: YTCHUE U aHaM3 auteparypsl [1] cp. 123-125
3allUThI 2 | Croco6bl BO3IeHCTBHSI HA MHH(POPMAIIHIO 2
JomaniHee 3alaHue: YTeHUE U aHAIH3 TUTepatypsl [1] cTp. 126-129
3 | [IpuumHbI ¥ yCIOBUS ASCTAOMIM3UPYIOIIET0 BO3ICHCTBHS HAa MH(OPMAITHIO 2
JlomanHee 3ajaHue: yTeHUE W aHAIU3 JIUTepatypsl [1] cTp. 165-172
IIpakTHYecKue 3aHATHS 2
1 | Pacnpenenenue kaHanoB B COOTBETCTBHH C HCTOYHHKAMHU BO3ICHCTBHS HA HH(OPMAIIHIO
Tema 1.3. Coaep:kanue 14
[TpuHIMIIBI TPOTPAMMHO- 1 | [loHATHE HECAHKIMOHUPOBAHHOTO JIOCTYMNA K MHPOPMALIUU 2
anmnapaTHOM 3aIlUThI JomaniHee 3aiaHue: YTCHUE U aHAIH3 TUTepatypsl [1] cTp. 123-125
uH(popMaLnu OT 2 OcHoBHbIE N0J1X01bI K 3amuTe nHdopmaruu ot HCJJ 2
HECAHKIIMOHMPOBAHHOI'O JomannHee 3a1aHue: yTEHUE U aHANIK3 JTUTEpatypsl [1] cTp. 126-129
AOCTyIa 3 | Opranm3anus goctyna K aimaM, KOHTPOIb JOCTYIA U pa3rpaHUYCHUE TOCTYTIA, HePapXUIESCKHMA 2
J0CTyn K ¢aitnam. Pukcauus goctyna K ¢aiinam
JlomManHee 3alaHHe: YTCHUE U aHAM3 auteparypsl [1] ctp. 165-172
4 | JlocTyn K JaHHBIM CO CTOPOHBI ITpolecca 2
JlomaniHee 3alaHue: YTCHUE U aHAM3 Juteparypsl [1] ctp. 123-125
5 | OcoOeHHOCTH 3alUTHI JaHHBIX OT u3MeHenusl. [ludposanue. 2
JlomamHee 3alaHHe: YTCHUE U aHaIM3 auteparypsl [1] ctp. 126-129
IIpakTHyecKue 3aHATHSA 4
1 | Opranusanus goctyna K Qaiinam
2 | O3HaKOMJIEHHE C COBPEMEHHBIMH MTPOTPAMMHBIMH U TIPOTPaMMHO-ANIIAPATHBIMUA CPEACTBAMH 3AIIUTHI
ot HCJ]
Paznen 2. 3anmTa aBTOHOMHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM 128
Tema 2.1. Copnepixanne 10
OCHOBBI 3aITUTHI 1 | Pabora aBToHOMHOI AC B 3aIUIIICHHOM PEKUME 2
ABTOHOMHBIX JlomanHee 3a1aHMe: YTCHHUE U aHAIH3 JIUTEeparypsl [ 1] ctp. 66-72
dBTOMAaTU3UPOBAHHBIX CHCTEM 2 AnroputM 3arpy3ku OC. IllTaTHble cpeacTBa 3aMBIKAHUSL CPENIbI 2
JlomanHee 3ajaHue: yTeHUE W aHaIM3 JuTeparypsl [1] cTp. 73-76
3 | Pacimpenue BIOS kak cpe/ICTBO 3aMbIKaHUsI IPOTPAMMHOM Cpe/Ibl 2
JlomaniHee 3a1aHue: YTeHUE U aHaIM3 JaTeparypsl [1] ctp. 77-80
4 | Cuctemsl THIa DIIEKTPOHHBIN 3aMOK. D3 ¢ IPOBEPKO LIETOCTHOCTU ITporpaMMHoOi cpenbl. [lonsTue 2

AM/I3 (noBepeHHas 3arpy3Ka)




JlomMalHee 3a/1aHHe: YTCHHE U aHAIM3 JUTEeparypsl [1] ctp. 66-72

5 | IlpuMeHeHuUe 3aKia/l0K, HAIPABJIEHHbIX HAa CHI)KEHHE () (EKTUBHOCTH CPEJCTB, 3aMBIKAIOIUX CPEY. 2
JomaniHee 3alaHue: YTCHUE U aHAIH3 IUTEpatypsl [1] cTp. 73-76
Tema 2.2. Copep:xanue 12
3amuTa nporpamMmm ot 1 | syuenue u obparHoe npoektuposanue 110 2
U3Yy4YeHUs JlomalHee 3a/laHHe: YTCHUE U aHAIM3 JIUTEeparypsl [1] ctp. 66-72
2 | CnocoObl n3yuenus I10: ctatnyeckoe M JUHAMUYECKOE U3YUYEeHUE 2
JlomannHee 3alaHue: YTCHUE U aHAIH3 JIUTEpatypsl [1] cTp. 73-76
3 | 3aauu 3aMUTHI OT U3YUYEHUS U CITOCOOBI MX PEIICHHS 2
Jlomannnee 3a1aHue: YTeHUE U aHaIM3 Jreparypsl [1] ctp. 77-80
4 3amumra oT OTJIaJKH. 2
JlomanHee 3a/laHMe: YTCHHUE U aHAIH3 JIUTEparypsl [ 1] ctp. 66-72
5 | 3ammTa OT 1U3acceMOIMPOBAHUS 2
JlomanHee 3aaHue: YTeHNUE U aHAIU3 IUTepatypsl [1] cTp. 73-76
6 | 3ammra OT TPACCHPOBKH IO MPEPHIBAHUSIM. 2
JlomamHee 3alaHue: YTeHUE U aHaM3 auteparypsl [1] ctp. 77-80
Tema 2.3. Coaep:xkanue 14
BpenonocHoe nporpamMmmHoe 1 | BpenoHocHoe mporpaMMHoOe obecrieueHre Kak 0coObIi BUJI pa3pylIaOIIUX BO3eCTBUIM 2
obecrieuenue JlomaiHee 3a/laHHe: YTCHUE U aHAIM3 JIUTeparypsl [1] ctp. 66-72
2 | Kiaccudukanus BpeZIOHOCHOTO IIporpaMMHOro ooecrieueHus. Cxema 3apaxkenus. CpeacTa 2
Heitpanuzanun BpegoHocHoro T10. Ipodunaktuka 3apaxeHus
JomaniHee 3alaHue: YTCHUE U aHAIH3 JIMTepatypsl [1] cTp. 73-76
3 | ITouck cnenos aktuBHOCTH BpepoHocHOTO [10. Peectp Windows. OcHOBHBIE BETKH, COJepKaIie 2
nHpopmanuio o BpegonocHoM I[10. JIpyrue o0bexThl, coaepkamme nahopmainio o BperoHocHoMm 10,
¢aitnel prefetch.
Jomaninee 3aaHue: YTeHUE U aHaIM3 Jureparypsl [1] ctp. 77-80
4 | bor-netsl. [IpuHuun ¢gyHKunoHUpOBaHUs. MeTobl 0OHAPYKEHHUS 2
JlomaiHee 3a1aHMe: YTCHHUE U aHAIH3 JTUTEeparypsl [ 1] ctp. 66-72
5 | Knaccudukauusi aHTUBUPYCHBIX cpeacTB. CUTHATYPHBIN M 3BPUCTHYECKUN aHAIIN3 2
JlomanHee 3a1aHHe: YTCHUE U aHAIM3 JuTeparypsl [1] ctp. 73-76
6 | 3ammra OT BUPYCOB B "py4HOM peknume" 2
JlomamHee 3alaHue: YTeHUE U aHaM3 auteparypsl [1] ctp. 77-80
7 | OCHOBHBIE KOHIICHIIMH MOCTPOCHHS CUCTEM aHTHBUPYCHOM 3aIIUTHI HA MPEIPUSTHH 2
JlomMalHee 3a/laHHe: YTCHUE U aHAIM3 JIUTeparypsl [1] ctp. 66-72
ITpomexyrounas arrectanus no MJIK.02.01 2




Tema 2.4. Coaepxanue 12
3anuTa nporpaMm M JaHHBIX 1 | HecankimonupoBaHHoe KonupoBaHue nporpamm kak tTaun HCJJ 2
OT HECAHKIIMOHUPOBAHHOTO JomaniHee 3alaHue: YTCHUE U aHAIHU3 IUTEPATypHlI [1] cTp. 66-72
KOIIMPOBAaHHUA 2 IOpunnueckue acekThl HECAHKIIMOHUPOBAHHOTO KONTUPOBaHus porpamm. OOI1ee NOHATHE 3aIIUTHI OT 2
KOIIUPOBAHUS.
JlomanHee 3ajaHue: YTEHUE W aHAIM3 JIUTepatypsl [1] cTp. 73-76
3 | Ilpussska I10 k anmapaTHOMY OKPY>KEHHIO U HOCHTEIISIM. 2
Jlomaninee 3a1anue: yTeHUE U aHanw3 Jureparypsl [1] ctp. 77-80
4 | 3amuTHBIE MEXaHU3MbI B COBPEMEHHOM MPOTpaMMHOM obecrieueHnn Ha npumepe MS Office 2
JlomaiHee 3a/1aHMe: YTCHHUE U aHAIH3 JIUTEeparypsl [ 1] ctp. 66-72
IIpakTHyeckune 3aHATHSA 4
1 | 3amwmra nHGOpMaLIMK OT HECAHKLIMOHUPOBAHHOTO KOMMPOBAHUS C UCIIOJIb30BaHUEM
CHEIHAM3UPOBAHHBIX MPOTPAMMHBIX CPEJICTB
2 | BamuTHBIE MEXaHU3MBI B IpriiokeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)
Tema 2.5. Copep:xanue 18
3amura HHPOpPMALIUU HA 1 | [Ipobaema 3auuThl OTUYKIaeMbIX KoMITOHEHTOB [I9BM. 2
MAaIIMHHBIX HOCHTCIIAX JomainiHee 3alaHue: YTCHUE U aHAIH3 JIATEPATyphI [1] cTp. 66-72
2 | Metogsl 3ammuThl HHGOPMAIIMU Ha OTYYk1aeMbIX HocuTensix. [ludpoBanue. 2
JomaniHee 3alaHue: YTCHUE U aHAIH3 JIMTepatypsl [1] cTp. 73-76
3 | CpeactBa BoccTaHOBJIEHUs ocTaTOYHOM MHGopMaru. Co3aanue nocekTopHbix oopazo HXKM/L. 2
JlomamHee 3alaHue: YTeHUE U aHanu3 auteparypsl [1] ctp. 77-80
4 | [IpumeHeHue cpesICTB BOCCTAHOBJIEHHS OCTATOYHON MH(POPMAIIMU B CyJ€OHBIX KPUMUHAIMCTUYECKUX 2
JKCIIEPTH3aX U IPH pacclieIOBaHUU UHIMACHTOB. HopmaTuBHas 6a3a, JOKYMEHTHPOBAHUE PE3YIHTATOB
JlomanHee 3a/laHMe: YTCHHUE U aHAIH3 JIUTEparypsl [ 1] ctp. 66-72
5 | be3Bo3BparHoOe yaaneHue AaHHbIX. [[pUHIUIIBI U aNTOPUTMBI. 2
JlomaiHee 3a/laHMe: YTCHUE U aHAIH3 JIUTEparypsl [ 1] ctp. 66-72
IIpakTHyeckue 3aHATHSA 8
1 | [IpuMeHeHne cpeacTBAa BOCCTAHOBJICHHS] OCTATOYHOM MH(pOopMannu Ha nmpuMepe Foremost nimu ananora
2 | IlpumeHeHue CreraaIn3npOBAHHOTO MMPOTPAMMHO CPEJICTBA JUIsl BOCCTAHOBJICHUS YAAJICHHBIX (hailsioB
3 | I[lpumeneHue nporpamm jjisi 6€3B03BPATHOTO yAATICHHSI TAHHBIX
4 | [IpumeHeHue mporpaMM i IUGPPOBaHUS JaHHBIX HA CbE€MHBIX HOCUTEISX
Tema 2.6. Coaep:xanue 4
AnmnaparHble cpeacTBa 1 | TpeOGoBanus K ammapaTHBIM CPEJCTBAM HACHTU(UKAIIMY U ayTeHTU(DUKALINN TTOJB30BaTENECH, 2

UIEeHTU(DUKAITIN U

npuMeHseMsIM B O3 u ATIM/I3
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ayTeHTU(UKAUU

JlomMalHee 3a/1aHHe: YTCHHE U aHAIM3 JUTEeparypsl [1] ctp. 66-72

M0JIb30BaTeNeH 2 | Ycrpoiicta Touch Memory 2
JomaniHee 3alaHue: YTCHUE U aHAIH3 IUTEpatypsl [1] cTp. 73-76
Tema 2.7. Copep:xanmne 12
CucreMbl 00HapyKEHUS aTaK 1 | COB u COA, ommuus B pyHkuusx. OcHoBHble apxutektypsl COB 2
¥ BTOPIKEHUI JlomalHee 3a/laHHe: YTCHUE U aHAIM3 JIUTEeparypsl [1] ctp. 66-72
2 | Ucnonws3oBanue ceteBbix cHU(DdepoB B kauectBe COB 2
JlomannHee 3alaHne: YTCHUE U aHAIH3 IUTepatypsl [1] cTp. 73-76
3 | Annapartsbiii komnoHeHT COB 2
Jlomannnee 3a1aHue: YTeHUE U aHaIM3 Jreparypsl [1] ctp. 77-80
4 | IIporpammusblil komnoHeHT COB 2
JlomanHee 3a/laHMe: YTCHHUE U aHAIH3 JIUTEparypsl [ 1] ctp. 66-72
5 | Moaenu cuctemsl oOHapyx eHHUs BTop>keHui, Knaccudukanus cucreM oOHapyKeHUsI BTOPKEHUH. 2
Oo6Hapy:xeHue curaryp. OGHapyskeHre aHoManui. J[pyrue Metoibl 0OHapyKEeHUsI BTOP)KEHU.
JlomaiHee 3alaHMe: YTCHHUE U aHAIH3 JIUTEparypsl [ 1] ctp. 66-72
IIpakTHyeckue 3aHATHSA 2
1 MopenupoBaHue MpoBeACHUs aTaku. M3yueHne nHCTpPYMEHTAIbHBIX CPEJCTB OOHAPYKEHHUST BTOPIKEHUI
Pazgen 3. 3anura nndopmaluu B JOKaIBHBIX CETIX
Tema 3.1. OcHOBBI Coaepxanue 8
MOCTPOEHMS 3N IIEHHBIX 1 | Ceru, paboTaronye 1o TeXHOJOTHM KOMMYTAIMH TAKETOB 2
cereit JlomaiHee 3a/laHMe: YTCHUE U aHAIH3 JIUTEparypsl [ 1] ctp. 66-72
2 | Crek nporokosioB TCP/IP. OcoGeHHOCTH MapUIpyTH3AIMH. 2
JomaniHee 3alaHue: YTCHUE U aHAIH3 JIMTepatypsl [1] cTp. 73-76
3 | llItaTHble cpencTBa 3amuThl HHPOpMaluu creka nporokosos TCP/IP. 2
Jomaninee 3aaHue: YTeHUE U aHaIM3 Jureparypsl [1] ctp. 77-80
4 | CpencrBa uaeHTUDHUKAIMY U ayTeHTU(UKAIMH Ha pa3HbIX ypoBHIX npoTokona TCP/IP, nocronHcTBa, 2
HEJIOCTATKH, OTPaHHYCHHSI.
JlomanHee 3alaHMe: YTCHHUE U aHAIHU3 TUTEparypsl [ 1] ctp. 66-72
Tema 3.2. Cpeacrsa Conepxanue 12
opranuzanuu VPN 1 | BupryanbHas yacTHas ceTb. DyHKIIMH, HA3HAUEHHUE, TPUHIIUI OCTPOCHHUS 2
JlomanHee 3alaHMe: YTCHHUE U aHAIH3 JIUTEparypsl [ 1] ctp. 66-72
2 | Kpuntorpaduueckue u Hekpunrorpaduyeckue cpeacrna opranuzanun VPN 2

JlomanHee 3ajaHue: YTeHNUE W aHAIU3 JUTEpatypsl [1] cTp. 73-76
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3 | YcerpoiictBa, obpasyromue VPN. KpunromapmpyTHzaTop U KpUITOQUIbTp. 2
JlomamHee 3a1anue: yTeHre W aHaiau3 auteparypsl [1] ctp. 77-80
4 | Kpuniropoytep. [IpuHIUIBL, apXUTEKTYpa, MOJIENIb HAPYIIUTENs], TOCTOMHCTBA U HEJIOCTATKH 2
JlomanHee 3ajaHue: YTEHUE U aHAIM3 JUTEpaTypsl [1] cTp. 66-72
5 | Kpuntopunetp. [IpuHIUIBI, apXUTEKTYpa, MOJENb HAPYLIUTENIS], JOCTOMHCTBA U HEJJOCTATKH 2
JlomanHee 3a/laHHe: YTCHUE U aHAIM3 JIUTEpaTypsl [ 1] ctp. 66-72
IlpakTHYeckune 3aHATHS 2
1 | PaszeepthiBanne VPN
Paznen 4. 3ammra nHGopManuu B CETSIX 00IIETO IOCTYIIA
Tema 4.1. Odecnneuenne Coaepxkanmne 22
OesonacHocT MexkcereBoro | 1 | [IpoGsiema 3amuThl OTUYkKAaeMbIX KoMIoHeHTOB [I9BM. 2
B3aMMOIECTBHS JlomanHee 3aaHue: YTEHHUE U aHAIU3 JIUTepatypsl [1] cTp. 66-72
2 | Metozp! 3ammThel ”HOPMALIMU HA OTUYXAaeMbIX HocuTensx. [lludposanue. 2
JomaniHee 3alaHue: YTCHUE U aHAIH3 JIUTEpaTypslI [1] cTp. 73-76
3 | CpeactBa BoccTaHOBJIEHUs ocTaTOYHOM MHpopMaru. Co3aanue nocekTopHbix oopazo HXKM/L. 2
Jomaninee 3a1aHue: YTeHUE U aHaw3 Jureparypsl [1] cp. 77-80
4 | IlpumeHeHue cpesICTB BOCCTAHOBJIEHUS! OCTATOUYHOM HH(POPMALIUU B CYACOHBIX KpUMHUHATHUCTUYECKUX 2
HKCIEPTH3aX U MPH pacciieloBaHNK WHIMIeHTOB. HopMaTnBHAs 6a3a, JOKYMEHTHPOBAaHHUE PE3YJIbTATOB
JlomaiHee 3alaHHe: YTCHUE U aHAIM3 JUTeparypsl [1] ctp. 66-72
5 | be3Bo3BparHoe yjajieHue JaHHbIX. [IpMHIMIIBI U aITOPUTMBI. 2
JlomaiHee 3alaHHe: YTCHUE U aHAIM3 JuTeparypsl [1] ctp. 66-72
6 | IIpoGsiema 3amuThl OTUYXK1aeMbIX KOMIIOHEHTOB [I19BM. 2
JlomanHee 3a/laHHe: YTCHHUE U aHAIH3 JIUTEparypsl [ 1] ctp. 66-72
7 | Metozp! 3amuThl HHPOPMALIMU HA OTUYXAaeMbIX HocuTensax. [lludposanue. 2
JlomanHee 3ajaHue: YTeHNUE W aHAIU3 JUTepatypsl [1] cTp. 73-76
8 | CpexactBa BoccTaHOBJIEHUs ocTaTOYHOM MHpopMaru. Co3aaHue nocekTopHbix oopazo HXKM/L. 2
JlomannHee 3a1aHue: YTeHUE U aHaIM3 Jiuteparypsl [1] ctp. 77-80
9 | IlpumeHeHue cpeCTB BOCCTAHOBIIEHUS! OCTATOUHOW MH(POPMALIUU B CYACOHBIX KPUMHUHATUCTUYECKUX 2
HKCHEPTH3aX U MPH pacciieloBaHUU HHIMASHTOB. HopmaTuBHas 6a3a, JOKYMEHTUPOBAHHE PE3YJIbTATOB
JlomalHee 3a1aHMe: YTCHHUE U aHAIH3 JTUTEeparypsl [ 1] ctp. 66-72
IIpakTHyeckue 3aHATHSA 4

1

W3yuenue u cpaBuenue apxutekryp Dual Homed Host, Bastion Host, Perimetr.

2

M3ydenue pa3nuyHbIX COCO0O0B 3aKphITHs "oNacHbIX" MOPTOB

Pazgen 5. 3amura nadopmaruu B 6a3zax JaHHBIX
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Tema 5.1. Conep:xanue 14
3amuTa nHpopManuu B 6asax | 1 | OcHOBHbIC THIIBI yrpo3. Moiesb HapyIIUTes 2
JaHHBIX JlomaiHee 3a/laHHe: YTCHUE U aHAIH3 JIUTEeparypsl [1] ctp. 66-72
2 | CpenctBa naeHTH(UKAIMK B ayTEHTU(DUKAIIMN. YTIPABICHHUE TOCTYTIOM 2
JomaniHee 3alaHue: YTCHUE U aHAIH3 IUTEpatypsl [1] cTp. 73-76
3 | CpenctBa KOHTPOJIS EIOCTHOCTH MH(OpManmu B 0a3ax TaHHBIX 2
JlomanHee 3aaHue: yTeHNUEe W aHaIU3 auTeparypsl [1] ctp. 77-80
4 | CpenctBa ayauTta U KOHTPOJIs Oe3omacHOCTH. KpuTepun 3amuiieHHocT 0a3 JaHHbBIX 2
JlomanHee 3ajaHue: YTEHNUE W aHAIM3 JUTEpaTypsl [1] cTp. 66-72
5 | IIpumeHeHue KpunTorpauyecKux CpeCcTB 3allluThl HHQOpMaluy B 0a3ax JaHHBIX 2
JlomanHee 3ajaHue: YTEHHUE U aHAIM3 JIUTEpatypsl [1] cTp. 66-72
IIpakTHyecKue 3aHATHSA 4
1 | M3yuenue mexanu3moB 3aumThl CYBJ] MS Access
2 Nzyuenne mratHbix cpencts 3aumtel CYBJ] MSSQL Server
Paznen 6. MOHUTOPUHT CUCTEM 3aIUTHI
Tema 6.1. Conep:xanue 4
W3yuenune Mep 3aluThl 1 | Usyuenue TpeGoBaHuii 0 3ammTe HHGOPMAIUH, HE COCTABJIAIONIEH rOCy1apCTBEHHYIO TaiiHy. M3yueHue 2
uH(popMaluu B MeToudyeckux JokyMeHToB @CTOK o npuMeHeHHI0 Mep 3alUThI.
MH(OPMAIIMOHHBIX CUCTEMAX JlomMalHee 3a/laHHe: YTCHHUE U aHAIM3 JUTEeparypsl [1] ctp. 66-72
IIpakTHyecKue 3aHATHSA 2
1 | BeiOop Mep 3ammuThl HHGOPMALIUU IS UX peanu3aluu B uHGopManoHHOU cucteme. Boioop
COOTBETCTBYIOIIUX MPOTPAMMHBIX M ITPOrPaMMHO-AINAPATHBIX CPEJICTB U PEKOMEHIAIHH 110 UX
HAaCTPOMKE.
Tema 6.2. Coaepxanue 10
N3yuenne coBpeMEHHbIX 1 | YcraHoBKka u HacTpoiika KOMILIEKCHOTO cpecTBa Ha nmpumepe SecretNetStudio (yueOHast TuLeH3us) 2
IpOTrpaMMHO-aInapaTHbIX WIN APYTUX aHAJIOTOB
KOMIIJICKCOB. JlomanHee 3ajaHue: YTEHNUE U aHAIM3 JIUTEpaTypsl [1] cTp. 66-72
2 | YcTaHOBKa ¥ HaCTpOiKa MPOrpaMMHBIX CPEACTB OLIEHKH 3alMIIEHHOCTH U ayiuTa UH()OPMAIIMOHHON 2
0e30MacHOCTH, n3y4eHne QPyHKIUN 1 HacTpoliKa pexkUMOB padoThl Ha mpuMepe MaxPatrol 8 nnn npyrux
aHaJIOTOB
JlomanHee 3ajaHue: YTeHNUE W aHAIU3 JIUTEpatypsl [1] cTp. 73-76
3 | 3ydenue TunoBsIX pemieHnid s nocrpoenus VPN Ha npumepe VipNet wim Apyrux aHaJoro 2
JlomanHee 3alaHue: YTCHUE U aHaM3 auteparypsl [1] ctp. 77-80
4 | V3yyeHne COBPEMEHHBIX CUCTEM aHTUBUPYCHOMU 3aIIUThI Ha IPUMEpPE KOPIIOPATUBHBIX peLICHUI 2
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KasperskyLab wiu apyrux aHajaoros |

JlomanHee 3ajaHue: YTeHNUE W aHAIM3 JIUTEpatypsl [1] cTp. 66-72

5 | UByuyenue pynkunonana u oonacreid npumenenuss DLP cucrem nHa npumepe InfoWatchTrafficMonitor 2
WJIN IPYTUX aHAIOTOB

JlomalHee 3a/laHHe: YTCHHUE U aHAIH3 JIUTEeparypsl [1] ctp. 66-72

KypcoBas pa6ora 30

IIpumepHasi TeMaTHKa KypPCOBBIX padoT

1. Ouenka 3(p(peKTHBHOCTH CYIIECTBYIOMIUX MPOTPAMMHBIX U MIPOTPAMMHO-AMITAPATHBIX CPEACTB 3AIUTHI UH(OOPMALIUY C TIPUMEHEHUEM
CHEIMATU3UPOBAHHBIX UHCTPYMEHTOB M METOJIOB (MHAMBUIYAILHOE 33/I1aHUE)

2. O030p 1 aHATM3 COBPEMEHHBIX MPOTPAMMHO-ANIAPATHBIX CPECTB 3aIIUTH HHPOpMAIiK (MHANBUIYAILHOE 33/1aHHE)

3. BBIOOp ONTHMATBEHOTO CPeICTBA 3aNTUTHI HH(GOPMAITUH UCXOIs U3 MeToandeckux pekomeHaannii @®CTIK u nMeronmxcest HCXOTHBIX
JTAHHBIX (MHIUBUYJIBHOE 33/IaHUE)

4. TlpumeHeHue MPOrpaMMHO-ANMAPATHBIX CPEICTB 3alIUTHl HHPOPMAIUH OT Pa3IUYHBIX TUIIOB YIPO3 HA MPEANPUITUN (MHANBUTYaTHEHOE
3aJIaHHC)

5. TIpoGaema 3anuThl HHGOPMALMK B 00JaYHBIX XpaHWIHIIax AaHHBIX U [[O/lax
6. 3ammra cpel BUpPTyalu3aluu

IIpumepHas TeMaTnka camocTosiTeIbHON padoTsl npu n3yvyennu MJ/IK.02.01
1. M3y4yeHue HOBBIX TEXHOJIOTUN XpaHEeHUs! MH(OpMaIH

2. CraTUCTHKA U aHaJIM3 KPYMHBIX yTe4eK HH(POpMAIUHU 32 TOJ1

3. Tlowuck nH(popMamu 0 HOBBIX BUAAX aTaKk HAa HH()OPMAIIMOHHYIO CUCTEMY

4. O030p COBpEMEHHBIX MPOTPaMMHBIX U IPOrPaMMHO-ANIAPATHBIX CPEACTB 3alIUTHI

5. CpaBHUTENBHBIN aHAIN3 COBPEMEHHBIX MPOTPAMMHBIX U IPOrPaMMHO-AIIAPATHBIX CPEJICTB 3aALIUTHI

IIpomesxkyrounas arrecranus no MK.02.01 10
Pasnea 2 moayJst. IlpuMeHenne KpunTorpaguuecKUX CPeCcTB 3alIUThI HHGOpMALHH 162
MJIK.02.02. Kpunrorpaguyeckue cpeacTBa 3allluThl HHpopManuu 148
Pasznen 1. MatemaTHyecKHue OCHOBBI 321U ThHI MHGOPMALUK
Tema 1.1. Matematudeckue | Coaep:xkaHue 24
OCHOBBI Kpunrorpaguu 1 DneMeHTbl TEOpUU MHOXKECTB. [ pynibl, KoJiblia, moJsl. 2
JlomanHee 3aJaHHe: YTCHUE U aHAIM3 JuTeparypsl [6] ctp. 10-13
2 Hemumocts uncen. [Ipusnaku neaumMoctu. IIpocTeie U cOCTaBHBIE YHCIA. . | 2
JloManiHee 3a/JaHHe: COCTaBUTh TaOJIMILy ¢ IpUMEpaMH NIPOrPAMMHOI0 00ecredeHus
3 OcHoBHas Teopema apudmeruku. Hanbonpmmit odumii nenurens. Bzanmuo 2
npoctele yncaa. AnroputM EBkinaa nns Haxoxaenuss HOJL
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JloManHee 3aJaHHe: YTCHUE U aHAIM3 JUTEparypsl [6] ctp. 13-16

4 OtHomeHus: cpaBHUMOCTH. CBOMCTBA cpaBHEeHM. MoaymsipHas apudMeTHKa. . |

I[OMaIIIHee 3aflaHUE: COCTABUTH CIIMCOK COBPEMCHHOI'O MHCTPYMCHTAJIbHOI'O ITPOTPpaMMHOTO obecreueHust

5 Kunaccel. I[Tonnast u npuBenenHas cucrema BoiueToB. OyHkuua Dinepa. Teopema @epma-Oitnepa.
AnTopuT™M OBICTPOTO BO3BEJICHUS B CTEIICHD 110 MOIYJIIO.

JlomanHee 3ajaHue: YTEHUE U aHAIKM3 JTUTEepatypsl [6] cTp. 16-20

6 CpaBuenus riepBoii cternenu. JIuneitnpie nuodanToBs! ypaBHeHH. PacmmpenHnslil anroput™ EBximza. . |
JlomanHee 3aJaHHe: YTCHUE U aHAIM3 JUTEparypsl [6] ctp. 20-25
7 Kuraiickas Teopema 00 ocTaTkax. |

JlomaniHee 3ajiaHue: KOHCIEKT [6] cTp. 25-27

8 [TpoBepka uncen Ha MPOCTOTY. AJITOPUTMBI T€HEPAIUH MPOCTHIX YKcel. MeToa MPOOHBIX JAeTCHUIA.
Pemero Dparocdena

Z[OMaIHHee 3aJaHue: COCTABJIICHUC IJIaHA KOHCIICKTA JICKIIUHU

9 Pasnoxenue yuciia Ha MHOKUTENU. AJIropuTMbl (haktopusaiuu. @akropusaius @epma. Meron [omnapaa |

JlomaniHee 3aJaHHe: IPOBECTH aHAJIM3 CHCTEMBI KOHTPOJISI BEPCHUt

10 | Anroputmsl auckpetHoro gorapudmupoBanusi. Meron [lonnapaa. Meron [loppa. |

I[OMaHIHee 3aJaHue: COCTAaBUTH ITJIaH KOHCIICKTA JICKITMH

11 | Apudpmernueckue onepanyy Hajl O0IbIIMMH YUCITAMHU.

I[OMaIlIHee 3aJaHue: COCTAaBJICHUC IJIaHA KOHCIICKTA JICKITUH

12 DIUITMNTUYECCKHIE KPHUBBIC U UX IMPUJIIOKCHUA B KpI/IHTOFpa(I)I/II/I.

I[0Mamnee SaJAHMUEIIOATOTOBKA K TCCTUPOBAHUIO ITO TEME 1.1.

IIpakTHyeckue 3aHATHSA
1 [Tpumenenue anroputma Epknmna ans Haxoxaenus HOJI. Pemenne nuHEHHBIX THOPaHTOBBIX
YpaBHEHUU
2 IIpoBepka uncen Ha IPOCTOTY
3 Pemienue 3a1a4 ¢ 3€eMEHTaMU TEOPUHU YHCEIT

CamocrosiTeibHas padora
HO)IFOTOBI/ITB BBICTYIIVICHUC HA TEMY <<HpOBep1<a YHUCCIT HA ITPOCTOTY € UCIIOJB30BAHUEM CKPHUIITOBBIX SI3BIKOB

IPOrpaMMHUPOBAHUS
[TonroToBUTH BHICTYIUIEHUE HA TeMy «Perienue kpuntorpaduueckux 3agau ¢ UCIOJIb30BaHHEM S3bIKOB
[IPOrpaMMUPOBAHUY
Pa3nen 2. Kimaccuueckast kpunrorpadus
Tema 2.1. Metoast Coaep:xanue
KpUNTOrpaduuecKoro 1 Knaccugukaiius OCHOBHBIX METOJIOB KpUNTOrpaduuecKoi 3auTbl. MeTOabl CHMMETPHUYHOTO

3a1uThl HHGOPMauu muQpoBaHus




I[OMaI]IHee 3aJJaHMe: COCTABJICHUC IIJIaHA KOHCIICKTA JICKIIMHN

2 [udpst 3amensl. [Ipoctas 3ameHa, MHOTOaN(paBUTHAS TTOJICTAHOBKA, IPOTIOPIIMOHATBHBIN (P 2
JlomaniHee 3a/iaHle: COCTaBUTh IJIAaH KOHCIEKTA JIEKLUU
3 MeTobl nepectaHoBKU. TabauuHas nepecTaHOBKa, MaplIpyTHas IepecTaHOBKA 2
JlomaniHee 3a/1aHMe: COCTABJICHUE IUIaHA KOHCIIEKTA JIEKIIMH
4 ["amMupoBanme. ['aMMupoBaH#e ¢ KOHEYHON M OECKOHEUHON raMMaMu 2
JlomanHee 3a1aHMe:I0rOTOBKA K TECTUPOBAHUIO 110 Teme 2.1.
IIpakTHYeckne 3aHATHS 6
4 [TpuMeHeHne KIacCHUYECKUX IH(PPOB 3aMEHBI
5 [TprMeHeHne KJIacCHUeCKHX MHU(POB NepecTaHOBKU
6 ITpuMeHeHne METOJa TAMMUPOBAHHUS
CamocrosiTesibHas padoTa 2
ITonroToBUTH BHICTYIUIEHUE HAa TeMy «Peann3anus MeTo10B KpUNTOrpauyeckoro 3amuTsl HHPOpPMaIuu ¢
IIOMOUIBIO SI3bIKOB IPOIPaMMHUPOBAHUS»
Tema 2.2. Kpunroananus Copep:xanmne 6
1 OcHoBHbIE MeTO/bI KpunToaHanu3a. Kpunrorpadudeckue araku 2
JomaniHee 3alaHie: YTCHUE U aHAIH3 JINTEPATYPHI [6] cTp. 64-66
2 Kpunrorapuueckas cToHkocTb. AOCOJIOTHO CTOMKHE KPUIITOCUCTEMBI. 2
JomaniHee 3a1aHle: COCTaBUTh IJIaH KOHCIIEKTA JIEKIIUU
3 [lepcneKkTHBHBIE HANPABJICHUs] KPUITOAHAIN3a, KBAHTOBBIN KPUNITOAHAIIN3. 2
JlomanHee 3alaHHe: YTCHUE U aHAJIH3 JIUTEpPATyphlI [6] cTp. 66-72
IIpakTnyeckne 3aHATHSA 10
7 | Kpunroananus mudpa npocToi 3aMeHbl METOJIOM aHAJIM3a YACTOTHOCTH CUMBOJIOB
8 | Kpunroananms K1accH4ecKux mudpoB METOJIOM TOJTHOTO Tiepedopa KITroUe
9 | Kpunroananus mudpa Bukunepa
IIpomexyrounas arrectauus no MJIK.02.02 2
Tema 2.3. ITotounsie mmdpsl | Conep:kaHue 4
Y TEHEPATOPBI 1 | OcHoBHbIe TpUHLMIIBI TOTOYHOTO Kb poBanud. Ilpumenenue reneparopos [1CY B kpunrorpaduu 2
[ICEBIOCITY YAl HBIX YHCET JlomMalHee 3a/laHHe: YTCHHE U aHAIM3 JIUTEpaTypsl [6] cTp. 75-79
2 MeTo/b1 IONTy4YeHUS TIceBaoCcTyYaliHbIX nocaenoBatenbHocTel. JIKD, meton @ubonauun, meroa BBS. 2
JomainiHee 3alaHue: YTCHUE M aHAIM3 JINTEPATYPHI [6] cTp. 75-79
IIpakTHyeckune 3aHATHSA 2
10 ‘ [Tpumenenne metonoB reaeparuu [1CHY
CamocrositeibHas padora 2

16




ITonroroButs BeIcTyIUIEHNE Ha TeMy «IIpumenenne MetonoB renepannu [1CY ¢ ucnonb3oBaHUMEM CKPUIITOBBIX
S3BIKOB IIPOTrPAMMUPOBAHMSI

Pasnea 3. CoBpemenHasi kpunrorpagusi

Tema 3.1. KogupoBanue Coaep:xkanue 6
nH(pOpMaLINH. 1 | Konuposanue napopmanuu. CuUMBOIBHOE KoaupoBaHue. CMBICIOBOE KOJAMpOBaHUE. MexaHu3aus 2
Kommbrorepuszanus mndposanus. [lpencrasnenue nHbopmaiuu B isonyHoM koze. Tabmuia ASCII.
K (POBAHUS. JlomanHee 3a/laHMe: YTCHHUE U aHAIH3 JIUTEparypsl [6] cTp. 86-91
2 | Komnbrotepuszanus mmdpoBanusi. AnmnapaTHoe U mporpamMmmuoe mudpoanue CtannapTusanus 4
IIPOrpaMMHO-aINNapaTHBIX KPUITOTPaQUUECKUX CHCTEM M CpeACTB. V3yueHnue coBpeMeHHbBIX
IPOrpaMMHBIX M allapaTHbIX KPUOTOTpapUUECKUX CPEICTB
JlomaniHee 3alaHHe: YTCHUE U aHAIM3 JUTEparypsl [6] ctp. 91-106
IIpakTHyecKkue 3aHATHA
11 | KogupoBanue undopmanuu
12 | IlporpammMHas peajau3anus KIacCCHYeCKUX ndpoB Ha s3bike Python
13 | M3yueHue pear3aliy KIACCHUSCKHX MU(POB 3aMEHbI U IEPECTAaHOBKH Ha si3bike Python
2
Tema 3.2. CummeTpuyHbie Coaep:xanue 4
CHCTeMbI MU(POBAHUSL 1 Oo6ume ceenenust. CTpyKTypHas cXeMa CUMMETPUYHBIX KpunTorpapuieckux cucreM. CUMMETpUYHbIE 2
anroputmel DES, AES, TOCT 28147-89, RC4
JloManHee 3alaHHe: YTCHUE U aHAIN3 JIUTEPaTypsl [5] cTp. 6-21
2 OteuectBenHble anroputMel Marma u Kysneuuk u crangaptel [OCT P 34.12-2015 u TOCT P 34.13- 2
2015.
JlomanHee 3a/1aHHe: YTCHHUE U aHAIH3 JTUTEpaTypsl [5] ctp. 21-26
IIpakTHyeckune 3aHATHSA 4
14 | porpammuas peausarys COBpEMEHHBIX CHMMETPHYHBIX HbPOB Ha si3bike Python
Tema 3.3. AcummeTpuuHbIe Coaep:xkanue 4
CHCTEMBI IU(POBAHUSL 1 Kpunrocucremsl ¢ OTKpeITHIM KitouoM. HeoOpaTumocTs cucreM. CTpyKTypHas cxema HIM(poBaHus C 2
OTKPBITHIM KIIFOUOM.
JomamHee 3a1anue: UteHue u anaius aureparypst [5] crp. 111-117
2 DJeMEeHTBl TEOPUH YUCENl B KPUNITOTPa(uu C OTKPHITHIM KIIFOYOM 4
JomamHee 3a1anue: UteHue u aHayiu3 aureparypsl [5] crp. 117-122
IIpakTuyeckue 3aHATHSA 8
15-16 | [IpumeHeHUE pa3IMIHBIX ACHMMETPUYHBIX AJITOPUTMOB
17-18 | M3y4yeHue nporpaMMHON peal3alii aCMHMMETPUYHOro anroputmMa RSA
2
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Tema 3.4. Ayrentudukanus | Conep:kaHue 4
JAHHBIX. DJICKTPOHHAs 1 Aytentudukanus nanabix. O6mme noustus. 11 MAC 4
IIOAIINCH Jomamnee 3axanune: Urenue u anaius autepatypsl [2] cp. 3-11
2 OnHoHanpaBJICHHBIC XelI-(QDYHKITUU. AJITOPUTMBI ITU(DPOBO MOITHCH. 4
JomamHee 3ananue: Urenue u aHanus aurepartypsl [2] crp. 11-27
IIpakTHyecKHe 3aHATHSA. 6
19 [IpumeHnenne QyHKIUH XeMMPOBAHUs, aHATN3 OCOOCHHOCTEH Xemen
20 [Tpumenenne kpunrorpaguyeckux arak Ha Xel-(OyHKIHN
21 W3ydenue nporpaMMHO-aNapaTHbIX CPEJCTB, PEATU3YIOIUX OCHOBHbIE (pyHKIMH D11
Tema 3.5. Anroputmsl Conep:xkanue 4
oOMeHa KJIro4el ¥ MpoToKoisl | 1 ANropuTMbI pacnpefeseHus KIIoYe C NPUMEHEHHEM CHMMETPUYHBIX M ACUMMETPUYHBIX CXEM 4
ayTeHTH(pUKanuu [TpoTOKOIIBI ayTEeHTUDHUKAIHH.
JlomalHee 3alaHue: YTeHUE U aHaM3 autepartypsl [1] ctp. 344-347
2 B3aumnas ayrentudukanusi. OTHOCTOPOHHSS ayTeHTU(UKALMSL. 2
JomainnHee 3aiaHne: 9TeHUE U aHAIH3 JTUTepatypsl [1] cTp. 348-351
IIpakTnyeckue 3aHATHSA 6
22 [Tpumenenne npotokona Jnddu-Xemmana s oOMeHa KIto4aMu mu@poBaHus
23 W3ydyeHne npuHIMIIOB pabOThl IPOTOKOJIOB ayTEHTH(PHKAIIUI
24 W3yuenue pabotsl iporokosa Kerberos
Tema 3.6. Kpunrozamura Conep:xanue 4
MH(pOpMALIUHU B CETAX 1 AbGonentckoe mmdpoBanue. IlakerHoe mmdpoBanue. 3ammTa HEHTpa TeHEpalMU —KIHOYEeH. 2
reperayu JaHHbIX Kpunromapmpyrusarop. [laketHblil puibTp
JomannHee 3alaHne: YTeHUE U aHAIH3 TUTepatypsl [1] cTp. 352-362
2 Kpunrorpaduueckas 3amura 6ecripoBOAHbIX coeIuHEHMH B ceTax cranaapta 802.11 ¢ ucnonb3oBanueM 4
nporokosioB WPA, WEP.
JlomaniHee 3alaHue: YTCHUE U aHAIH3 JTUTepatypsl [1] cTp. 362-367
Tema 3.7. 3amura Conepxanue 4
uHGOpMaLUU B JIEKTPOHHBIX | 1 [TpuHIMIB! QYHKITMOHUPOBAHUS SJIEKTPOHHBIX TUIATEXKHBIX CUCTEM. DIIEKTPOHHBIE TUTACTHKOBBIE KapTHI. 2
IIJIATEKHBIX CUCTEMAX [lepcoHanbHbIH UAEHTU(GUKALIMOHHBINA HOMEp
JloManiHee 3ajJaHue: YTeHUE U aHAIU3 JUTEpaTypsl [7] ctp. 362-367
2 [Ipumenenune kpunrorpa@uueckux MPOTOKOJIOB [JIsi oOecredeHuss Oe30MacHOCTH dSJIECKTPOHHOU 2
KOMMEPIIHH
JlomaniHee 3a/laHle: YTCHUE W aHAIH3 JTUTeparypsl [8] ctp. 362-367
IIpakTHyeckue 3aHATHSA 4
25 ‘ [IpumeHeHne ayTeHTU(QUKALMH 10 OJHOPA30BBIM MAPOJISIM.
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26 | Peasn3aiiist aIropuTMOB CO3JaHHs OHOPA30BBIX Iaporieii Ha si3bike Python

CamocrosiTejibHas padoTa 2
M3ydeHnue METOJI0B pean3aliy U pacpOCTPaHEHHs OHOPA30BBIX MaposIeh
Tema 3.8. KomnbrorepHas Conep:kanue 4
creranorpadus 1 CkpeiTass mnepefaya HMHPOPMALUMU B KOMIBIOTEPHBIX cuctemax. llpobrema ayTeHTHHUKAIUN 2
MYJIbTUMEANHHON HHpopMaIiK. 3aluTa aBTOPCKUX MpaB
JlomanHee 3ajaHue: YTEHUE U aHAIKM3 JTUTEepatypsl [6] cTp. 32-37
2 Metoap! KoMITbIOTEpHOM cTeranorpadun. Lludpossie BoasHbIE 3HAKU. AJITOpUTMBI BcTpanBanus [1B3 4
JlomanHee 3ajaHue: YTEHUE U aHAIM3 JTUTEpaTypsl [6] cTp. 62-67
ITpakTHyeckue 3aHATHSA 8
27-28 | Pabora ¢ Kali Linux
29-30 | Peanmm3zarusi mpoCTEHIINX CTEraHOTPAPHUECKUX AITOPUTMOB
Y4yeOHas npakTHKA(MI0 NPOPHUIIO CIEHATBHOCTH)
Buabl pador
1 [IpoBeneHMEe HHCTPYKTaXKa MO TEXHUKE Oe3omacHoCcTH. O3HAKOMIIEHHE C TUTAHOM MPOBEACHUS yueOHOo# npakTuku. [lomydenue 3amanmit 108

10 TCMAaTHUKeE.

2 O3znakomienue c runepsuzopom VMWare ESXI. Co3ganue rpynn nopToB, Mojab30BaTeieid, CHANIIOTOB.
3 O3HakomiieHHe, ycTaHOBKa, 0azoBas HacTpoiika Cisco FirePower u Pfsense

4 O3znakomienue ¢ mapupytuzatopom Mikrotik RouterOS. UmnoptupoBanue, 6a3oBast HaCTpoika.

5 Co3nanue 6a30Boi HHPPACTPYKTYPHI C€TH, ocTpoeHne MapuipyToB B Mikrotik RouterOS.

6 Hactpoiika DNS

7 Hactpoiika DHCP

8 HacTtpoiika npaBuin pasrpanuuenus tpaduka gaiieppoua.

9 PasBeprtriBanue Active Directory.Co3nanue noiab3oBarenei

10 [Tonusatue nenrpa ceprudukaunu. Beimyck ceprudukara

11 Hactpoiika akTuBHON ayTeHTHU(UKALUN

12 [IpoBepka paboThl paBui (aekipBoia

13 [TpoBepka pabOTHI aKTUBHOW ayTEHTH(UKAITIHI

14 Odopmiienne oTueTa. Yuactue B 3a4eT-KOH(pepeHInu Mo y4eOHO! MpaKkTUKe

15 [IpoBeneHNEe HHCTPYKTaXKa MO TEXHHUKE Oe30omacHoCcTH. O3HAKOMJICHUE C TUTAHOM TIPOBEACHUS yueOHOM npakTuku. [lomyuenue 3amanuii
10 TEMATHUKE.

16 O3snakomnenue c runepsuzopoM VMWare ESXI. Co3ganue rpynn nopTos, OJIb30BaTENEH, CHAIIIIOTOB.
17 O3nakomiieHHe, ycTaHOBKa, 0azoBas HacTpoiika NGFW u Pfsense

18 Oznakomienue ¢ MapurpytuzaropoM Mikrotik RouterOS. MmnopTtupoBanue, 6a3oBasi HacTpouka.

ITpou3BoacTBEeHHAs NPAKTUKA(MIO MPOGUII0 CTIeMATBLHOCTH)
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Buabl pador

1.
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15.

VYuacTue B yCTaHOBKE M HACTPOIKE KOMIOHEHTOB aBTOMAaTH3UPOBAHHBIX (MH(OPMAIIOHHBIX) CUCTEM B 3aLUIICHHOM UCIIOJHEHUH B COOTBETCTBUU C TPEOOBAHHUAMHU
9KCIUTYaTAllHOHHOH JOKyMEHTalUuH

O0cyXHBaHHE CPEICTB 3aIMUTH HHOOPMAIIH MPUKIIATHOTO U CHCTEMHOTO MIPOTPAMMHOTO 00eCTICUeHUS

Hacrpoiika nporpaMMHOro obecredeHus ¢ co0oieHneM TpedoBaHuil Mo 3amuTe HHGopMauu

Hacrpoiika cpeicTB aHTUBHPYCHOM 3aIIMTHI U1l KOPPEKTHON pabOTHI IPOrpaMMHOT0 00ecTieueH s 110 3aJaHHBIM [1a0JIOHaM

WHCTpyKTaX MoJIb30BaTelNield 0 COOMOICHUH TpeOOBaHUH MO 3aluTe HHPOPMALUH IPH paboTe ¢ IPOrpaMMHBIM 00eCIIeYeHUEM

Hacrpoiika BCTpOSHHBIX CPEICTB 3alUTHl HH(POPMAIMU IPOrPaMMHOT0 o0ecrieueH s

ITpoBepka (hyHKIIMOHMPOBAHMUS BCTPOCHHBIX CPEJICTB 3aIUTHI HHPOPMALUH ITPOrPaMMHOI0 00ECIICYEHUS

CBoeBpeMeHHOE 0OHapyKeHUE ITPU3HAKOB HATMYHNS BPEIOHOCHOTO MIPOTPAMMHOTO 00ecTiedeHNUS

OO0cny)XuBaHUE CPEACTB 3AIIUTHl HHPOPMAIK B KOMIIBIOTEPHBIX CHCTEMaX M CETIX

OO0cy>)KUBaHUE CHCTEM 3aIUTHI HHpOpMALUU B aBTOMaTH3HPOBAaHHBIX CHCTEMaX

VYyacTre B IPOBEJCHUHU PETJIAMEHTHBIX Pa0oT 110 AKCIUTYaTAIlMH CHCTEM 3aIlUThl HHPOPMALi aBTOMaTH3UPOBAHHBIX CHCTEM

[TpoBepka paboTOCIIOCOGHOCTH CHCTEMBI 3aIUTHl HHPOPMAIIMH aBTOMAaTH3UPOBAHHOM CHCTEMBI

KOHTpOHL COOTBCTCTBHUA KOH(bI/IpraHI/II/I CHUCTCMBbI 3alIUTHI I/IH(I)OpMaHI/II/I aBTOMaTH?;HpOBaHHOﬁ CHCTCMBI €€ 3KCHHyaTaHI/IOHHOﬁ JOKyMEHTalun
KoHTponb cTabMIbHOCTH XapaKTEPUCTUK CUCTEMBI 3aIUThl HH(OOpMALMK aBTOMATH3UPOBAHHON CHCTEMBI

Benenue TeXHUUYECKON JOKYMEHTALIMH, CBSI3aHHOM C OKCIUTyaTallMel CUCTEM 3alUThl HHQOpPMALIMK aBTOMATH3HPOBAHHBIX CUCTEM

Yuactue B paboTax 10 00eCneYeHHIO 3aIUThl HFHPOPMAIIMU IIPH BBIBOJE U3 SKCILTyaTallui aBTOMATU3UPOBAHHBIX CUCTEM

180

IIpome:xxyTouHasi arTecTanus (3k3amMeH (KBaIH(PUKANUOHHBIN))

Bcero:
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3. YCJIOBHUS PEAJIM3AIIMM ITPOTPAMMBI IPO®ECCHOHAJIBHOTO
MOJIYJS

3.1. TpeGoBaHusI K MUHMMAJBLHOMY MATEPHATbHO-TEXHUYECKOMY 00ecrnedeHHI0
Peanuzanus mporpamMmbl MOIYJsl TpEATNONaraeT HaJIW4ue JabopaTOpHH KOPIOPATUBHOU
3alIUThl OT BHYTPEHHUX YTP0O3 HH(POPMALIMOHHOHN 0€301MacHOCTH WM KHOepOe30macHOCTH.

OO6opyaoBaHue J1a0OPaTOPHH:

- CtoJ1 yuutenbckuit -1 mr.

- CTyn yautenbckuil - 1 mir.

- Kpecno 16 mr.

- Ctyn -16 mr.

- CToJs1 KOMIIBIOTEPHBIH -16 1T,
- Jocka mapkepHast -1 mT.

- [Imakar 5 mr.

- Crenp 1 wr.

TexHuyeckue cpeacTBa 0OyUYCHHUS:

- IEPCOHATIbHBIE KOMIIBIOTEPHI (anmapaTrHoe oOecrieyeHne: He MeHee 2 CeTeBBIX IIaT,
nporueccop He Hxke Core 15, onepatuBHas namsaTe DDR4 o6bemom He Menee 32 1'6; HD 1000 Gb
SDD 500I'b, Buneokaprta, BIT 650 BarT), 00bemuHEHHBIE B Y4eOHYIO JTOKATHHO- BEIYHCIHTEIHHYIO
CeTb C BBIXOJIOM B ceTh MIHTEpHET, 110 KOJIMUYECTBY O0YHAIOIUXCS C TUIIEH3UOHHBIM NIPOrPaMMHBIM
ooecneuenuem: OC Windows 10, OC Astra Linux/RedQOS;

- DLP cucrema InfoWatch;

- MOHUTOP C BO3MOKHOCTBIO TTOBOPOTa dKkpaHa He MeHee 90 rpaaycoB, He MeHee 23,8 mroiima,
HDMI, USB;

- kpunronnto3 [TAK ViPNet Coordinator HW 100 u yue6nbrit komrutekt VipNet ;

- kommyTatop L2 ypoBens, 16 noptoB Ethernet crannapra 1000BASE-T;

- mapuipytusatop 4 nopta Ethernet cranmapra 1000BASE-T;

- ATIM/I3 Co6omb PCI-E.

- [Ipoextop BenQ — 1 .

3.2. Undpopmannonnoe odecneyenne o0ydeHust

OCHOBHBIE UICTOYHUKH:

1. bapuues C.I'., 'onuapos B.B., Cepos P.E. OcHoBBI coBpeMeHHOM KpunTorpaduu: yueo.
[Tocobue. — M.: T'opsiuast muuus — Tenexom, 2023.- 175 c.

2. Hymxun A.B., bapcykos O.M., Kpasuos E.B., CnasnoB K.B. [IporpamMmmHo-annapaTHbie
cpencTBa obecrnieueHuss uHpopMalmoHHON Oe3omacHocTu: yued. [locobme. — M.: opsiuas nuHHS —
TenexomMm, 2021.- 248 c.

3. HosukoB B.K. OpranuzaiyioHHoe U TMpaBoBoe oOecreueHrne HHPOPMAIMOHHOM
6e3onacHocTH: B 2-x yactax. Yacts 1. [IpaBoBoe obecnieuenrne nHGOpMAITMOHHON 0€30IMacHOCTH: yueo.
IMocobue. — M.: MUDT, 2023. — 184 c.

4, HoBuxkor B.K. Opranm3anmonHoe u TpaBoBOoe oOecredeHne WHPOPMAIMOHHON
O0esomacHocTr: B 2-x wactax. Yacte 2. OpranuzanudoHHoe obecriedyeHre WHGOPMAIMOHHON
6e3omacHocTH: yuel. mocooue. — M.: MUDT, 2023. - 172 c.

o. OpranuzanioHHO-TIPaBOBOE obOecrieueHrne WHGOOpPMAMOHHONW Oe30macHoCTh: yueo.
nocoOue JyIsl CTyl. yupexaenuit cpen. mpod. oopazosanus/ E.b. benos, B.H. [Ipxxeropmunckuit. — M.:
W3narenbckuit neHTp «Akanemus», 2022. —336¢

6. NBanoB M.A., UyrynkoB U.B. Kpunrorpadguieckne mMeToasl 3amuThl HHGOpMAIUU B
KOMITBIOTEPHBIX CUCTEMaX U CeTsAX. YuebHoe nocobue - Mocksa: MUDU, 2022.- 400 c.
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7. Andépor A.IL, 3y6oB A.IO., Ky3emuna A.C., Uepémymkua A.B. OCHOBBI KpUIITOTrpa-
¢uu (yaebHOE Iocodme). - M.: 'emuoc APB, 2024. — rpud Munucrepcta obpazoanus PD no rpymrme
CHEIHAIbHOCTEH B 00J1aCTH HHPOPMAIIMOHHOM 0€3011aCHOCTH

8. MenbaukoB B.I1., KneiimenoB C.A., IlerpakoB A.M.: NudopmannonHasi 6€301MacHOCTb
u 3amuTa nadopmaruu M.: Axkanemus, - 336 c. — 2022

9. Hlansrus B.®. 3amuTa nHpopMaui B KOMIBIOTEPHBIX cUcTeMax 1 ceTsix M3a-so: JIMK
Ipecc, - 2022

10.  Katopun 10.®., PazymoBckuii A.B., CniuBak A.J. 3amura nadopmMaiuy TeXHUIECKUMHU
cpenctBamu: YuebHoe nocodue / [lox penakuueit F0.®. Karopuna — CI16: HUY UTMO, 2023. — 416
c.

JlononHUTEIbHBIE UCTOYHHUKU:

1. Baykos, A. A. OcHOBBI HH(POPMAITMOHHON 0€30MacCHOCTH: 3aIuTa HHPOPMALNHY : yueOHOe
nocoOue 1 CpeaHero npodeccuoHanbHOTo o0pa3oBanus / A. A. BHykoB. — 2-¢ uU3., UcIp. 1 J0I. —
Mockga : UznatenbctBo FOpaiit, 2019. — 240 ¢. — (IIpodeccuonanbroe oopazoBanue). — ISBN 978-
5-534-10711- 1. — Texkcr : anextponHsii // IBC FOpaiit [caiit].

2. Baykos, A. A. OcHOoBBI HH(POPMAITMOHHOW 0€30MacHOCTH: 3amuTa HHQOpMAINH : yaeOHOe
nocobwue i cpeaHero npodeccuoHanbHoro oopasosanus / A. A. BHykoB. — 2-¢ U3J., UCTIP. U I0M. —
Mocksa : I3marensctBo FOpaiit, 2019. — 240 ¢. — (IlpodeccuonansHoe oopazoBanue). — ISBN 978-
5-534-10711- 1. — Texkcr :anekrponHsbiit // DBC FOpaiiT [caiiT]

3 PykoBozcTBo ammuHHCcTpaTopa KpuntoH-3amMoK

4. PyxoBoactBo anmunuctparopa [TITKOII «Actpay

5. PykoBoncTBo agmunuctparopa KTM-256

6. YuebHoe mocobue CtpykTypupoBanHas kabenbHast cucrema NIKOMAX»

WNHTEepHET pecypcehl:

1.1. TloropenoB b.A., CaukoB B.H. (pen.). CnoBapp kpuntorpadudeckux TEpMUHOB. - M.:
MITHMO, 2006. CnoBaps kpuntorpadpudeckux repmuHoB. [log pexa. b.A. IToropenosa u B.H. Caukoga.
— M.: MIITHMO, 2006 r

1.

2. Oenepanpubii 3ak0oH or 27 wutona 2006 1. Ne 149-®d3 «O6 wundopmaruu,
UH(POPMALIMOHHBIX TEXHOJIOTUAX U O 3aLIUTE HHPOPMALIUN.

3. ®enepanbhblil 3ak0H OT 27 utonst 2006 r. Ne 152-03 «O nepcoHanbHBIX JAHHBIXY.

4. @enepanbHblii 3akoH oT 27 nexabps 2002 r. Ne 184-®3 «O TexHHUYECKOM
peryIupoBaHUN.

5. ®epnepanbhblil 3ak0H 0T 4 Mast 2011 r. Ne 99-03 «O nuiieH3upoBaHUU OTIAEIbHBIX BUIOB
JESITEIIbHOCTH.

6. @enepanbubiii 3akoH oT 30 nexabps 2001 r. Ne 195-d3 «Kogekc Poccuiickoit
®denepanun 00 aAMUHUCTPATUBHBIX IPABOHAPYIIEHUAX).

7. Vka3 [Ipesunenra Poccuiickoit ®denepanun ot 16 aBrycra 2004 r. Ne 1085 «Bomnpocsl
®denepanbHON CITYXKOBI 10 TEXHHYECKOMY U SKCTIOPTHOMY KOHTPOITIOY.

8. Va3 [Ipesunenta Poccuiickoit @enepannu ot 6 mapta 1997 r. Ne 188 «O0 yTBepxk1eHHH
NepeyHs CBeCHUN KOH(UICHIIMATBHOTO XapaKTepay.

9. Vka3 Ilpesunenta Poccuiickoit ®@enepaunn ot 17 mapra 2008 1. Ne 351 «O mepax no

obOecnieyeHno HMHQOpMaMOHHOW Oe3zomacHocTd Poccuiickoit @enepanv NMpH  UCTOIb30BAHUU
MH(POPMALIMOHHO-TEIEKOMMYHHUKAITMOHHBIX CETeH MEXIyHapOAHOTO MH(OPMAIIHIOHHOTO OOMEHAY.

10. [Tonoxenne o ceprudukanuu CpencTB 3amuThl  WHPOpMAIMU. Y TBEPKICHO
nocranoBieHueM IIpaBurensctBa Poccniickoii @enepanyu ot 26 uronst 1995 r. Ne 608.
11. CocraB u cojaepaHHW€ OPTaHM3AIMOHHBIX M TEXHHYECKHUX MEpP MO0 OOECIeYEHUIO

0€30IIaCHOCTH MEPCOHAIBHBIX JAaHHBIX TpU HUX 00paboTke B HHPOPMALMOHHBIX CHUCTEMax
MePCOHANILHBIX TaHHBIX. Y TBepKaeHbI nprukazoM @CTIK Poccuu ot 18 depans 2013 1. Ne 21.

12, Mepsl 3amuThl HHGOpPMAIMK B TOCYAAPCTBEHHBIX HH(POPMAIMOHHBIX CHCTEMaXx.
VYreepxkaeast ®CTOK Poccun 11 despans 2014 r.
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13. AnmunuctpatuBuabii  permameHT ~ OCTOK  Poccum  1mo  mpenocTaBiieHUIO
rOCyJapCTBEHHOW YCIYTM [0 JIMIEH3UPOBAHUIO JAESITEIBHOCTH IO TEXHUYECKOW 3aliuTe
koH(puaeHnranbHON nHopmaruu. YTBepxkaeH npukazom ®CTIOK Poccun ot 12 uromst 2012 1. Ne 83.

14. AnmvunuctparuBHbii  permamenT @®CTOK  Poccum 1o  mpenocTaBieHHIO
rOCy/apCTBEHHOW YCIYTH M0 JTUIEH3UPOBAHUIO IEATEIHLHOCTH 10 pa3paboTKe U MIPOU3BOJCTBY CPEICTB
3amuThl KOHPUAeHIMANbHON nHpopManuu. YTBepxkaeH npukazom ®CTOK Poccuu ot 12 uromns 2012
r. No 84.

15.  CpenmanbHble  TpeOOBaHMS WM PEKOMEHJAIMM IO  TEXHUYECKOW  3alIuTe
koH(puaennuanbaoi nHopmaruu (CTP-K). Y1Bepxkaens npuka3zom I'octexkomuccuu Poccun

ot 30 aBrycra 2002 r. Ne 282.

16.  TpeGoBanusi o 3amute WHGOpPMAIMU, HE COCTABISIONIEH TOCYNapCTBEHHYIO TaiiHy,
COJIepIKalIeiicsl B TOCYJapCTBEHHBIX HH(POPMAIIMOHHBIX CHCTeMax. YTBepxkaeHbl mpukazom OCTIOK
Poccuu ot 11 deBpamns 2013 . No 17.

17.  TpeGoBanus o 3amure MHGOPMALUHU, COAEpXKallelcs B MH(MOPMALIMOHHBIX CHCTEMax
oOriero nosib3oBaHus. YTBepxkaeHsl npukazamu @Cb Poccun 1 ®CTOK Poccun

ot 31 aBrycra 2010 1. Ne 416/489.

18. TpeboBanus K cucteMaMm OOHapy>KeHUs BTOp:keHUH. YTBepxaeHbl npukazom GCTIOK
Poccun ot 6 nexabpst 2011 r. Ne 638.
19.  PykoBomsmuii n1oxkymeHT. ['eonH(opManoHHBIE CHCTEMBI. 3amuTa UHPOPMAIUU OT

HECaHKIIMOHMPOBAHHOTO JlocTtyna. Tpebosanus no 3amure nHGopmanuu. YteepxaeH ®CTIK Poccun,
2008.

20.  PyxoBopsmuii TOKyMEHT. 3alIiTa OT HECAHKIIMOHUPOBAHHOTO JOCTyNa K HH()OPMAITIH.
Yactp 2. IIporpammuoe obecriedeHue 0a30BBIX CUCTEM BBOJA-BbIBOJA MEPCOHAIBHBIX 3JIEKTPOHHO-
BBIYUCIUTENBHBIX MalmuH. Kinaccupukamus mo ypoBHIO KOHTPOJSI OTCYTCTBUSI HEJEKIAPHPOBAHHBIX
Bo3MoxHocTel. YTBepxkaeH PCTIOK Poccun 10 oxTs16ps 2007 r.

21.  IIpuka3z ®AIICH npwu IIpesunente Poccuiickoit @enepannu ot 13 utons 2001 r.

Ne 152 «OO0 yTBep)KACHHM MHCTPYKIMH 00 OpraHu3alMu M obecreueHUH Oe30MacHOCTH
XpaHeHHs, 00paOOTKH U TIepeIadn 10 KaHAJIaM CBSI3H C HCITOJIb30BAaHUEM CPE/ICTB KPUTITOTrpadhuIecKoi
3alUThl MHQOPMAIMM C OrPAaHMYEHHBIM JIOCTYIIOM, HE COJep)Kalledl CBeACHUH, COCTaBISIOIINX
roCyJJapCTBEHHYIO TalHY».

22.  IIpuka3z ®Cb Poccuu ot 9 despansa 2005 r. Ne 66 «O6 yrBepxkaenuu [lonoxenus o
pa3paboTKke, MPOU3BOJACTBE, pealM3alMi U JKCIUTyaTallMd MHQPPOBAIbHBIX (KpUOTOrpaduyecKux)
CPEZCTB 3aLIUThI UHOPMALTI.

23.  T'OCT P UCO/MDBK 13335-1-2006 NUadopmanmonHas TeXHOJIOTHS. METO b M Cpe/ICTBA
obecrieuenus Oe3onmacHoctd. Yacte 1. KoHumenmuss um Momenu MeHEIKMEHTa 0e30MacHOCTH
WH(POPMAIMOHHBIX M TEJIEKOMMYHHUKAITMOHHBIX TEXHOJIOTHIA

24. I'OCT P UICO/MBK TO 13335-3-2007 NudopmannoHHas TexHoJorus. MeTonsl u
cpeactBa obecrmeuenust Oe3omacHocTH. Yacte 3. Meroasl MEHEIKMEHTa 0O€30MacHOCTH
UH(POPMALIMOHHBIX TEXHOJIOTUN

25. TOCT P UCO/MBK TO 13335-4-2007 MudopmammonHasi TexHoIorusi. MeToasl u
cpezacTBa obecniedeHus 6e3omnacHocTH. YacTb 4. BbiOop 3auTHBIX Mep

26. TOCT P UCO/MBK TO 13335-5-2006 MudopmarmonHas TexHosorusi. MeTtoasl u
cpencTBa obecriedeHus 6e3omacHOCTH. YacTh 5. PyKoBOICTBO M0 MEHEHKMEHTY O€30IMaCHOCTH CETH

27. I'OCT P UCO/MBK 17799-2005 Hnudopmamnumonnas texHojorus. [Ipakrudeckue
npaBuia yrpaBieHus: HHOOpMAIIMOHHON 6€30acHOCTbIO

28. T'OCT P UCO/MDBK 15408-1-2008 NupopmanmonHas TEXHOJIOTHS. METOIBI M CpPeICTBA
obecnieuenus 6e3onacHocTH. Kputepun oreHkH 0e30macHoCTH HHPOPMALMOHHBIX TEXHOJIOTHH. YacTb
1. BBenenue u o011ast MOIENb

29. I'OCT P UICO/MDK 15408-2-2008 MudopMmaimoHHas TEXHOJIOTH. MeTObI U CpeACcTBa
obecnieuenus 6e3omacHocTu. Kputepun oreHkn 6€30macHOCTH MHPOPMAIIMOHHBIX TeXHOJIOTHI. YacTh
2. @yHKUIMOHAIbHBIE TPeOOBaHUS 0€3011aCHOCTH

30. I'OCT P UCO/MDBK 15408-3-2008 MudbopmarimonHast TeXHOJIOTHs. MeTOIbI M CpeICTBa
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obecnieuenus OezonacHocTu. Kputepuu onenku 6e3onacHoCcTH HHGOPMAIIMOHHBIX TexHoJoruil. YacThb
3. TpeGoBanus noBepus K O€30MACHOCTH

31. TOCT P 34.10-2001. "Uudopmarmonnas texHosorus. Kpunrorpaduyeckas 3amura
uHpopmanuu. [Iporeccs opMHUpPOBaHUS U TPOBEPKH AIEKTPOHHON I PPOBOI moanucu"

32. TOCT P 34-11-94. "UndopmanuonHas TexHojorus. Kpunrorpaduueckas 3amura
uHpopmanuu. OyHKIUSA XIMIHUPOBAHUS"

33. I'OCT P 50922-2006 3amurta wHbopmarnuu. OCHOBHBIE TEPMHHBI M ONPEICICHUSI.
Pocrexperynuposanue, 2006.

34. TOCT P 52069.0-2013 3ammura undopmanuu. Cucrema crasgaptoB. OCHOBHBIC
nosnoxenus. Poccrangapr, 2013.

35. I'OCT P 51583-2014 3amura uadopmanuu. [Topsaok co3manus aBTOMaTU3HPOBAHHBIX
CHCTEM B 3alllMIIEHHOM UcTionHeHuH. O6mme nonoxenus. Poccrannapr, 2014.

36. I'OCT P 51624-2000 3ammura wuHpOpManuK. ABTOMAaTHU3UPOBAHHBIE CHUCTEMBI B
3amuieHHoM ucnonennn. Oomume TpedoBanus. ['occranmapt Poccuu, 2000.

37. TOCT P 51275-2006 3amwura uHpopmanuu. OO6bexkT nHpopmaruzauuu. DakTopsl,
BO3/eHcTBYOIME Ha HH(popMaruio. O6mue nonoxenusi. Pocrexperynuposanue, 2006.

38. I'OCT P 52447-2005 3amura nandopmaruu. TeXHUKA 3alIUTH HHPOPMAIIUH.

Homenkiatypa noka3zareneit kauectBa. Poctexperynuposanue, 2005.

39. TOCT P 50543-93 Koncrpykuuu 0a3oBble Hecymue. CpeacTBa BBIYHCIUTENBHOM
TEeXHUKU. TpeOoBaHUS MO 00ECIIEYeHUIO ATl HHPOPMAIIUU U IEKTPOMAarHUTHOH COBMECTUMOCTH
METOJIOM 3KpaHupoBanus. ['occtannapt Poccun, 1993.

40. TOCT P 56103-2014 3amura uHpOpManuu. ABTOMATH3UPOBAHHBIE CHCTEMBI B
3alUIIEHHOM ucnoiHeHnu. OpraHuzanus U cojaepikaHue paboT Mo  3aluTe OT MpeAHAMEPEHHBIX
CUJIOBBIX JIEKTPOMAarHUTHBIX Bo3aencTBuid. O0mue nonoxenus. Poccrannapt, 2014.

41. TOCT P 56115-2014 3ammurta uHpOpManuu. ABTOMATH3UPOBAHHBIE CHCTEMBI B
3alIMIEHHOM HUCTOoiMHeHUH. CpeacTBa 3aliUThl OT MPEIHAMEPEHHBIX CHIIOBBIX 3JEKTPOMArHHTHBIX
Bo3zaeHcTBHil. O6mue TpeboBanus. Poccrangapt, 2014.

42.  TOCT P UCO/M3K 15408-1-2012 NudopmannoHHast TEXHOIOTHS. METOIBI U CPeCTBa
obecnieuenus 6e3onacHocTH. Kputepuu oneHku 06e3onacHocTd HHPOPMALMOHHBIX TEXHOJIOrHHA. YacTh
1. Benenue u obmas moaens. Poccranmapr, 2012.

43. I'OCT P UCO/MDK 15408-2-2013 MudopmarimonHas TeXHOJIOTHs. MeTObI U CpeAcTBa
obecnieueHus OezonacHocTu. Kputepuu onenku 0e3onacHOCTH MH(GOPMAILMOHHBIX TexHoJoruil. YacTsb
2. dyHkuuoHaNbHbIe TpeOoBaHus Oe3omacHoctu (mpsimoe npumenenue ISO/IEC 15408-2:2008).
Poccrannapr, 2013.

44,  Metoauka onpeaesneHus aKTyallbHBIX YIpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPH
ux 00paboTke B MHOOPMAIMOHHBIX CHCTEMaX MEePCOHAIBHBIX NaHHbIX. YTBepxkaeHa DCTIOK Poccun
14 despans 2008 r.

45, COOpHMK BpPEMEHHBIX METOAMK OIEHKH 3allUIICHHOCTH KOHQUICHIIUATHLHON
UH(OPMAIIMU OT YTEUKH 110 TEXHUYECKUM KaHanaMm. YTBepxkeH ['octexkomuccueit Poccun, 2002.

46. I'OCT P 50922-2006 3amurta wHbOpManuu. OCHOBHBIE TEPMHHBI M OIPEIACICHHUS.
Pocrexperynuposanue, 2006.

47.  TOCT P 51275-2006 3ammra undopmanuu. O0bekT uHPopmaTH3auu. DakTophl,
BO3/eHcTBYOMME HAa HH(popmaruio. O6mue nonoxxenusi. Pocrexperynuposanue, 2006.

48. COOpHUK BpPEMEHHBIX METOJWK OIEHKH 3al[UIICHHOCTH KOHQPHUIACHIINATHLHOMN
UH(pOPMALIMU OT YTEUKH 10 TEXHUYECKUM KaHanaM. YTBepxkaeH ['octexkomuccueit Poccun, 2002.
49.  TpeOoBanusi 0 3amuTe WHPOPMAIMK, HE COCTABISIONICH TOCYAapCTBEHHYIO TaiiHY,

CoJIeprKalleiicsi B TOCyJapCTBEHHBIX MH(POPMAIIMOHHBIX cucTeMaX. YTBepxkaeHbl mpukazom OCTOK
Poccuu ot 11 deBpamns 2013 . Ne 17.

50.  Mepsl 3amuThl UHPOPMALUU B TOCYJAPCTBEHHBIX HH(POPMALMOHHBIX CHUCTEMAaX.
VYreepxkaeast ®CTOK Poccun 11 deBpans 2014 r.
ol. Metoanueckie peKOMEHIAIMK 110 TEXHUYECKOH 3aluTe HH(POPMAINK, COCTABIAIONIECH

KoMMepueckyto TaiiHy. YTBepxkaeHsl ®CTOK Poccun 25 nexadps 2006 r.
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IIPOBEPKU

B) IMporpaMMHOC o0OecIieuyeHue: CIICHUAIIN3UPOBAHHOC IIPOrpaMMHOC obecnieueHne JJIA

3alllUIICHHOCTH

NOMEIEHUI

OT yTEYKH HUHPOpPMALUU

1o

aKyCTHUYECKOMY

BUOPOAKYCTHUECKOMY KaHajaM, CIIELUAIbHBIX UCCIEIOBAHNMN CPE/ICTB BBIYMCIUTEIbHON TEXHUKH;
r) 0a3pl JaHHBIX, WH(OPMAIMOHHO-CIIPABOYHBIE M IMOMCKOBBIE CHCTEMBI: Www.fstec.ru;

www.gost.ru/wps/portal/tk362.

4.

KOHTPOJIb MW OILEHKA

MPO®PECCHUOHAJBHOTI'O MOAYJIS (ITO PA3JIEJIAM)

PE3YJBbTATOB

u

OCBOEHUA

Kon n HanmeHoBaHue
npodeccCHOHAIBHBIX U
00IIMX KOMIIeTEeHIIHH,
(popmupyembix B pamMKax
MOy

Kputepun onenkn

MeToabl OLIeHKH

Paznen moayaa 1. Opranusanus 3anmuthbl nHGOPMAIMU B HHPOPMALMOHHO-

TCJICKOMMYHUKAUOHHBIX CUCTEMAX H CETHAX C UCNOJb30BAHUEM NMIPOIrPAaMMHBIX U MIPOIrPaMMHO -

almnapaTHbIX CPeACTB 3allUTbI

IIK 2.1 [IpousBoauth
YCTaHOBKY, HACTPOUKY,
HCIBITAHUS U
KOH(UTYpHpPOBaHHE
MPOrPaMMHBIX U IPOTPAMMHO-
anmapaTHbIX, B TOM YHCIIe
KpUNTOTpaUIECKUX CPEICTB
3alIATHI THPOPMALIUH OT
HECaHKIMOHUPOBAHHOT'O
JlIoCTyna U CreUalIbHbIX
BO3ACUCTBHIA B 000PYIOBaHHUE
MHPOPMALMOHHO —
TEJIEKOMMYHHUKAIIMOHHBIX
CHUCTEM U CETEeHl.

O1eHKa «OTIIMYHOY - YCTAaHOBJICHBI, HACTPOCHBI,
WCTIBITAHBI U CKOH(UTYPUPOBAHBI TPOrPaMMHbIE
U TpOrpaMMHO-anmapaTHele (B TOM YHCIE
KPHIITOTpahUUECKHX) CpenCTB 3aIIUTHI
nHpopmarun B ooopynoBanuu UTKC;

OneHka «X0poLI0» - YCTAaHOBIICHBI, HACTPOCHBI,

WCTIBITAHbI TPOTPAMMHBIE U TIPOTPAMMHO-
anmaparHble (B TOM YHciie KpUITOrpaduiecKuXx)
CPEJCTRB 3aIlUThI HHPOPMAILMK B 000y I0BaHUH
UTKC;

O1eHKa «yT10BJETBOPUTETBHO -
YCTaHOBJICHBI, HACTPOCHBI TPOTPAaMMHBIC 1
[IpOrpaMMHO-anmnapaTHeie (B TOM YHCIIe
KpUNTOrpaduIecKuX) CPeICTB 3alIUThI
nHopmanun B obopynoBanuu UTKC;

Dk3amen/3a4eT B popme

CO6€C6,Z[OBaHI/I$II
IMPAKTUYCCKOC 3aJlaHuC
I10 MOCTPOCHHUIO CTCHAA
C TCXHHUYCCKUM
3aJaHUEM

3an11/1Ta OTYCTOB I10
IMPAKTUYICCKUM 1

nmabopaTopHBIM paboTaM

[IK 2.2 Tlognep>xuBathb
OecrniepeboitHyro padoTy
NpOrpaMMHBIX U
MPOTrPaMMHO-AIIAPATHBIX, B
TOM YHCIIC U
KpUNTOrpadUueCKUX
CpPEJICTB 3aIIUTHI
MHQOpMaINH B
MHQOPMAIIIOHHO —
TENIeKOMMYHHKAIIMOHHBIX
cUCTEMax M CeTsIX.

OneHka  «OTJAMYHO» -
OecriepeboitHyto  paboTy
MPOTPaMMHO-aNMapaTHBIX,
KpunrorpadpuuecKux CpeicTB 3aIlUTHI
nHpOpPMaLH B MHQOPMAITIOHHO -
TEJIeKOMMYHHKALIMOHHBIX CHCTEMAaxX M CETSX.
Onenka «xopomo» - [lonnepxusatsb

[TonnepxxuBath
MPOTpaMMHBIX U
B TOM 4YHCIE WU

OecniepeOoitHyI0 paboTy MPOrpaMMHBIX U
MIpOrpaMMHO-aNNapaTHBIX, B TOM YHCIIE U
KpUNTOrpa)MueCKUX CPeACTB 3alUThI
nH(pOopMaIy B NHHOPMAIIOHHO —
TEIEKOMMYHHKALMOHHBIX CHCTEMAaxX M CETSX.
O1eHKa «yI10BJETBOPUTETBHO -
[MognepxuBath GecriepeOoliHyI0 paboTy
MPOrPaMMHBIX M IPOrPAMMHO-aNapaTHBIX, B
TOM YHCIIE ¥ KpUNITOTpahUIECKIX CPECTB

Ok3amen/3aueT B popme

cobece0BaHUS:
MPAKTUICCKOE 3aaHne
10 TIOCTPOEHHUIO CTEH/IA
C TCXHUYCCKUM
3a/laHHEM

3aH_II/ITa OTYCTOB I10
IMPAKTUYCCKUM U

nabopaTtopHbIM paboTam

Huatepnperarnus pe3yib-

TaTOB HAOJIIOAEHU 3a
JIESTEILHOCTHIO
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3amUThl HTHPOpPMANKU B HHYOPMAITMOHHO —
TEIEKOMMYHHKAIIMOHHBIX CHCTEMAaX M CETSX.

oOydJaromerocs B
npoluecce MpakTHKU

Paszpnen moayus 2. Meroabl Kpunrorpaguieckoi 3amutbl HHGopManuu

[K 2.3 OcymiecTBisATh
3amuTy WHPOPMAIHH OT
HECaHKITUOHUPOBAHHBIX
NEUCTBUH U CIIELUATBHBIX
BO3JCUCTBUI B
WH(POPMAIIOHHO —
TEJIEeKOMMYHHUKAITHOHHBIX
CHCTEMaXx M CETSAX C
HCIIOJIB30BaHUEM
MIPOrPaMMHBIX U

IIPOrPaMMHO-AIIIAPATHBIX, B

TOM YHCIIe
KpHUNTOrpadUuecKuX
CPEZICTB B COOTBETCTBUH C
HpeIbSIBICHHBIMH
TpeOOBaAHUSIMH.

OreHKa «OTJAMYHOY - OCYIIECTBISTH 3aIIUTY
rH(GOPMAITUHN OT HECAHKITMOHUPOBAHHBIX
JEUCTBUH M CIIECIUAILHBIX BO3ACHCTBUI B
WH(OPMAITMOHHO — TETIEKOMMYHHUKAITHOHHBIX
CHUCTEMAX M CETAX C UCTI0JIH30BaHUEM
MPOrpaMMHBIX U IPOTPaMMHO-ANNAPATHBIX, B
TOM YHCIIE KPUNTOrPpaQUIeCKHX CPEICTB B
COOTBETCTBUU C MPEIbSIBIEHHBIMU
TpeOOBaHHSIMH.

OI11eHKa «XOPOI0» - OCYIIECTBIATE 3alTUTY
rH(GOPMAITUH OT HECAHKITMOHUPOBAHHBIX
JIEUCTBUH U CIICIUAILHBIX BO3ASHCTBUI B
WH(OPMAITUOHHO — TETIEKOMMYHHUKAITHOHHBIX
CHCTEMaX M CETSIX C MCITOJIb30BAaHUEM
MPOTPaMMHBIX U POTPaMMHO-aNNapaTHbIX, B
TOM YHCIIE KPUNTOTPaQHIECKUX CPENICTB B
COOTBETCTBUU C MPEIbSIBICHHBIMU
TpeOOBaHHSIMH.

OrneHKa «yI10BJI€TBOPUTEIbHOY -
OCYIIECTBIIATh 3alIUTy HHQOpMALUU OT
HECaHKIIMOHUPOBAHHBIX JEHCTBUM U
CIEeHANTLHBIX BO3/ICHCTBUH B MHPOPMAITHOHHO
— TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAX U CETAX C
HCIIOJIB30BAaHUEM NIPOIPAMMHBIX U ITPOrPAMMHO-
anmapaTHBIX, B TOM YHCIe KPUOTOTpadhUIecKux
CPENICTB B COOTBETCTBUM C IIPEAbSIBICHHBIMU
TpeOOBAHUSIMIL.

DK3aMeH/3a4eT B
(hopme cobecenoBaHus:
NPaKTHIECKOE 3a/IaHUC
10 TIOCTPOCHUIO CTEH/IA
C TEXHUYECKUM
3a1aHIEM

3amura 0T4ETOB IO
MPAKTUICCKUM H
nmabopaTopHBIM paboTaM

Hutepnperanus pe3yib-
TaTOB HAOMOACHUH 3a
JIEATETHLHOCTRIO
00y4aroIierocs B
MPOLIECCE MPAKTUKH

[1IK 2.4. OcyuiecTBasiTh
00paboTKy, XpaHEHHE U
nepenayy uHpopmanuu
OTpaHUYEHHOT0 JOCTYTIA.

[IposBNATH 3HAHUSA, HABBIKK M YMEHUS B
00paboTKe, XpaHEHUHU U TIepe1ayue
WH(OPMAIIMY OTPAHHYEHHOTO JIOCTYyTIa

TECTUPOBAHUE,
JK3aMeH
KBaJTU(DUKAITMOHHBIH,
IKCIIEPTHOE
Ha0JII0ICHUE
BBITTOJTHEHUS
1a00paToOpHBIX padoT,
IKCIIEPTHOE
HaO0JII0ICHUE
BBITTOJTHEHHS
MPAaKTHYECKUX padoT,
OIICHKA PEIICHUS
CUTYallMOHHBIX 33124,
OIICHKa IpoIiecca u

pe3yabTaToOB

26



BBITIOJTHCHHUA BUIOB
paboT Ha MpaKTUKE

I1K 2.5. YauuTtoxarb
UH(POPMALIUIO U HOCUTEIH
UHpOPMAIUH C
UCTIOJIb30BaHHEM
IPOTrPaMMHBIX U
IPOTrpaMMHO-aIIapaTHbIX
CPEACTB.

JleMOHCTpanys alrOpUuT™Ma MpOBEACHUS
paboT 1Mo YHHUYTOKESHUIO HHPOPMALIUU
HocuTeNel HH(OPMAINH C UCIIOJIb30BAaHHEM
IIPOTPaMMHBIX U IIPOTPaMMHO-aNIapaTHbIX
CPEICTB

TECTUPOBaHUE,
IK3aMEH
KBaJIM(DUKALIMOHHBIH,
IKCIIEPTHOE
HaOIrONEeHNE
BBITTOJTHEHHSI
1abopaTopHBIX PadoT,
IKCIIEPTHOE
HaOIoIeHNe
BBITIOTHCHHUS
NPaKTUYECKHUX padoT,
OIICHKA PEIICHUS
CUTYallMOHHBIX 33134,
OLICHKa TIpoliecca u
pe3yJIbTaToB
BBITIOJIHEHHSI BUJIOB
paboT Ha MpaKTUKe

I1K 2.6. OcyiiecTBasiTh
PErucTparmio OCHOBHBIX
coOBITHH B
aBTOMAaTH3UPOBaHHbIX
(uHQOPMAIIMOHHBIX)
CUCTEMaX, B TOM YHCJIE C
HCII0JIb30BaHUEM
POTPAMMHBIX H
IpOrpaMMHO-aInapaTHBIX
CpeAcTB OOHapyKEeHUs,
peynpexaeHus u
JIMKBUJIALIUU TTOCIIEICTBUN
KOMITBIOTEPHBIX aTakK.

[IposBNATH 3HAHUS U YMEHHUS B 3aIlIUTE
ABTOMAaTU3UPOBAHHBIX (MH(POPMAIIMOHHBIX )
CUCTEM C UCTIOJIb30BaHUEM TPOTPAMMHBIX H
MPOrpaMMHO-aINapaTHBIX CPECTB
OOHapyKEHUS, MPEAYTTPSIKICHIS U
JUKBHJIAIIAH TIOCIICICTBUN KOMITBIOTEPHBIX
aTak

TECTHUPOBAHUE,
9K3aMeH
KBUTM(UKAIUOHHBIH,
9KCIIEPTHOE
HaOIroneHne
BBITTOJTHEHHST
n1abopaTopHBIX padoT,
9KCTIEPTHOE
HaOmoaeHne
BBITTOJTHEHUS
IPAKTUYECKUX PadoT,
OLIEHKA peIIeHUs
CUTYallMOHHBIX 33134,
OLIEHKa Ipolecca u
pe3yIbTaToB
BBITTOJIHEHHSI BUJIOB
paboT Ha MpaKTHKE
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[Ipunoxenue 1
O6s3aTenpHOe
KOHKPETU3ALUA TOCTUXKXEHUSA TNYHOCTHBIX PE3YJIBTATOB

JIMYHOCTHBIE Pe3yJbTAThI Conep:xkanue ypoka (Tema, TUIl Cnoco0 opranusanumn IMpoaykr Ouenka npouecca
YPOKa, BOCIIUTaTe/IbHbIE 321a4H1) NAeATeJJbHOCTH AeATeJbHOCTH ¢popmupoBanus JIP
JIP 15 IlposBastonuii Tema: Buxkropuna no [enp - SMOLMOHAJIBLHOE OTHOLICHUE

IpaXXIaHCKOE OTHOIICHHE K
npodecCuOHATbHON
NESITETbHOCTH KaK K
BO3MOXHOCTHU JINYHOI'O
y4YacTHs B PEUICHUU

«IIpo6iemsbl nHPOPMAITHOHHOM
6e3omacHocTw» (4 4.)

Tun ypoka:
KOMIUIEKCHOTO IPUMEHEHMSI 3HAHUU

uH(bOpMaITMOHHON
0€30MacCHOCTH U
UH(POPMALMOHHBIM
TEXHOJIOTHSIM C
UCIIOJIb30BaHHE

crunenquanucta UT
BricTynnenue u
npoekThl 1o b
CTYAEHTOB, a TaK
K€ KOMILJIEKCHOE

K cBoeil Oyaymieit mpodeccun
- yMeHHe paboTaTh U
BBITIOJIHSITH TPEOOBAHUS
TPYIOBOU JUCIMILTAHBI

OOIIECTBEHHBIX, H CIIOCOOOB JIEITECIHEHOCTH — 3JIEKTPOHHBIX CPEACTB | 3aKPEIUICHUE U
rOCyIapCTBEHHBIX, JleJioBasi Urpa U 1poekToB. COCTOUT NIPUMEHEHNE
001IeHaMOHATBHBIX TTPOOIEM u3 2 Jacrei, 3HAHUMN.
BocnurarensHas 3amayda: TEOpETUYECKas urpa
Quiz u 3amuTa
JIP 17 OcymiecTBistromui - 3aKpeIuIeHue U yriry0OsaeHne poekToB 1o b
3amuTy HHQOpMAIUHU B HMMEIOIINXCS HABBIKOB U YMEHU;
UH(HOPMAaIMOHHO- - pa3BUTHE OTBETCTBEHHOTO
TEJIEKOMMYHHUKAIIMOHHBIX OTHOILICHUS K OPTaHU3alUN U X0y
CUCTEMAX M CETSX C MPOAYKTUBHOM AEATEIBHOCTH IIPU
HCITOJIb30BAHUEM BBITIOJITHCHUH MPOEKTHHIX PadoT
MIPOTPAMMHBIX U IIPOrPaMMHO-
anmnaparHbiX, B TOM YHACIE
KpUnTorpaguueckux cpecTs
3aIUATHI
JIP 17 Ocy]_ueCTBﬂ;[}o]_uHﬁ Tema CopeBHOBaTeIHHOE Bbuomerpuueckuit - HMOLHAOHAJIIBHOE OTHOLIEHUE K
1 mapta Ypoxk-TypHup «/leHb co3nanus COCTSI3aHHE, B XO/1€ acrnopT cBoeit Oyaymieit mpodeccuu

3amuTy HHGOpPMAIuU B
UH(POPMAIMOHHO-
TEICKOMMYHHUKAIIMOHHBIX
cHCTEeMax U CeTSIX C
MCTIOJIb30BaHHEM

OMOMETPHYECKOTO macmopTan(6 d.)

Tum ypoka:
MIPOBEPKH U OLCHKH 3HAHUII U CIIOCOOOB
JeSITeIbHOCTH

KOTOPOTO YJIaCTHHKH 32
OTBEJICHHOE BpEeMs
MOJKITIOYAIOT U
HACTPaUBAIOT
OHOMeTpHYECKHE CPECTBA

- yMeHne paboTaTh W BHIOJIHATD
TpeOOBaHUS TPYAOBOI
JUCIUTIIHHBI

28




IIPOrPaMMHBIX U IPOTPaMMHO-
annapaTrHbIX, B TOM YHCIIE
KPUNTOTpapUUecKuX CpeiCcTB
3aIUTHI

JIP 16 CamocTtosiTeTsHO
OCYILECTBIISAIOIIUI
SKCIUTyaTaIHIo
nH(pOpMaIMOHHO-
TEJICKOMMYHHUKAITMOHHBIX
CHCTEM U ceTei

- UCCIIeIOBATEIIbCKAS
nmabopaTopHas paboTa

BocnurarenbHas 3agada:

- 3aKpeIUICHHUE U YTTyOJIeHHE MMEIOIIXCS
HaBBIKOB M YMEHHH;

- pa3BUTHE OTBETCTBEHHOIO OTHOIICHHUS K
OpraHU3aly 1 X0y MPOIYKTHBHOM
JeATEIEHOCTH PH BBITIOJTHEHHHU MTPOSKTHBIX
pabot

ayTeHTH(UKaIuy.
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