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1.0BIAS XAPAKTEPUCTUKA PABOYEN TIPOTPAMMBI

«M/IK.01.04 SKCIIIVATAIIVSI ABTOMATU3APOBAHHBIX CUCTEM B
SAIMAINEHHOM NCHIOJIHEHNW»

1.1. MecTo aWcHMIIMHBI B  CIPYKTYpPe  OCHOBHOIM npogeccHoHAIbHOM
obpaszoBateapHOH mporpammer: [Iporpavva «MJIK.01.04 OKCIUIyaTarys aBTOMATU3MPOBAHHbIX
CHCTEM B 3AINMINCHHOM HCIOJTHEHUK» SBIAETCS HYAaCThIO MPOGMECCHOHAIBHOTO ITHKIIA OCHOBHOM
npodeccHoHANTBHON 00pa3zoBaTenbHOM TpOrpaMMBI B cooTBeTcTBHE ¢ ®I'OC CIIO 1o
cnenuanbHoCTH: 10.02.05 «Obecneuenne HuGOPMALKHOHHON G€30MACHOCTH aBTOMATH3HPOBAHHEIX
CHCTEMY.

B pesynprate msyuenms MJIK cTymeHT HONKEH OCBOMTb OCHOBHOM BHI JEATEIHLHOCTH
B/I.1, BeimonHeHHe paboT 10 MPOEKTUPOBAHAIO CETEBOH HHBPACTPYKTYPHL, COOTBETCTBYIOLIUE emMy
obmue U npodeccroHaIbHbE KOMIETEHITH.

1.1.1. Ilepevens 00mux KOMIIETEHIHH

Yuebnas mucnummna «MJIK 01.05 DxcemnyaTtanus KOMIIBIOTEPHBIX CETEiy Hapsagy ¢
APYTMME y4eOHBIMH JMCLMIIMHAME ofccieunBaeT (GOPMUPOBAHHE CIEAYIOUHX OOIHMX W
IpodeCcCHOHATBHBIX KOMIIETEHITHH

Kona HanmeHoBaHue 06Imux KOMIIETeHITH

OK 1. Beibupats  cmocobbl  permeHms  3ajad  TPOQECCHOHATLHON  IESTENHHOCTH,
TIPHMEHUTENBHO K Pa3IHYHBIM KOHTEKCTaM

OK 2. OcyIecTBIATE IIOMCK, aHAIIM3 W WHTEPIPETANO HHQOPMAIIAY, HEOOXOMMMON U
BBIIOJTHEHMS 381249 IPOPECCHOHATILHOM IeSTEIbHOCTH

OK 4. Pabotars B kOIeKTHBE H KOMaH/e, 93QGEKTHBHO B3anMOIeHiCTROBATE C KOJIIETaMH,
PYKOBOJICTBOM, KIIHEHTAMHU.

OK 5. OCyIIecTBIATE YCTHYIO M ITHCEMEHHYI0 KOMMYHWKALHIO HA TOCYJApPCTBEHHOM
SI3BIKE C Y9E€TOM 0COOEHHOCTER COIHAIIBHOTO M KYILTYPHOIO KOHTEKCTA.

OK 9. Hcrnonb30BaTh HHGOPMAITHOHHbIE TEXHOIOTHE B IPO(hECCHOHATBHOMN IeITEIHOCTH

OK 10. Ilonb3oBatbes MpoQecCHOHANBHON —JOKYMEHTalWek HAa TOCYJApCTBEHHOM |
HHOCTPaHHOM SI3BIKE.

1.1.2. Ilepedens npodeccHOHANLHEBIX KOMIIETEHIHI

Kon HanmenoBanue BH/IOB NeiTETHHOCTH U IPO(ECCHOHANBHBIX KOMITETeHIHIA
BIL I DKCRILyamayus asmoMamu3upoEanHubIX (UHPOPMAYUOHHBIX) CUCIEM 8 3AUUUJEHHOM
) UCHOIHEHUU
K 1.1 [Tpou3sBoaMTE YCTaHOBKY M HACTPOMKY KOMIOHEHTOB aBTOMAaTH3UPOBAHHEIX

(MH(QOPMAMOHHBIX) CHCTEM B 3aIMINEHHOM HCIIOTNHEHHH B COOTBETCTBHH C
TpeOOBAHMAMY SKCILTYaTAMOHHON JOKYMEHTAIHN.

OcyIecTBsaTh MPOBEPKY TEXHHYIECKOTO COCTOSHHS, TEXHHYECKOE OOCIyKHBAHHE H
IIK1.4. | TeKymmi pEMOHT, YCTPaHSITH OTKA3bl M BOCCTAHABIHMBATH PabOTOCIOCOGHOCT
ABTOMAaTU3WPOBAHHEIX (MHQOPMAIHOHHEIX) CUCTEM B 3aMIUINCHIOM HUCIIOTHEHNH.




1.1.3. B pe3yanTare ocBoeHHS HpodheccHOHATLHOI0 MOXYJIS CTYNEHT J0JUKEH:

Nmets
MIPaKTAYECKUH
OTIBIT

YCTAHOBKH ¥ HACTPOHKH KOMIIOHEHTOB CHCTEM 3AIMUTH HHPOPMAIAH
ABTOMATU3UPOBAHHBIX (MHPOPMAIIMOHHEIX) CHCTEM;

AIMUHUACTPUPOBAHUA ABTOMAaTU3UPOBAHHBIX CUCTEM B 3aIIUIICHHOM
HUCIIOTTHCHHUU,

SKCIIIIyaTalTiy KOMIIOHECHTOB CUCTEM 3aIlIATHI HH(bOpMaHI/IH
ABTOMAaTHU3UPOBAHHBIX CUCTEM;

AUATHOCTHKH KOMIIOHEHTOB CHCTEM 3aIIUThl HH(GOPMAITHY
ABTOMATH3UPOBAHHBIX CHCTEM, YCTPAHEHHUS OTKA30B M BOCCTAHOBJIECHHUS
PaboTOCIOCOGHOCTH aBTOMATH3UPOBAHHBIX (MHQOPMAITMOHHBIX) CHCTEM B
3aIIHIIEHHOM UCIIONTHEHAH

YMETh

OCYIIECTBIIATE KOMILICKTOBAHUE, KOHPUTYPHPOBAHHUE, HACTPOUKY
aBTOMAaTH3MPOBAHHEIX CHCTEM B 3aIUINCHHOM HCIIOTHEHNT KOMIIOHEHT CHCTEM
3aIUTHL HHOPMAIMH aBTOMATH3UPOBAHHBIX CHCTEM;

OPTaHH30BBIBATE, KOHQUIyPHPOBATE, IPOU3BOIUTE MOHTAX, OCYIIECTBIATE
AHArHOCTHKY U yCTPAHATh HEHCIPABHOCTH KOMIIBIOTEPHBIX CETeH, paboTaTh ¢
CETEBBIMU MPOTOKOIAME PA3HBIX YPOBHEH;

OCYIIECTBIATE KOHPUTYPHPOBAHUE, HACTPOUKY KOMIIOHEHT CHCTEM 3allUThI
HH(OPMAIHY aBTOMATH3APOBAHHEIX CHCTEM:;

IIPOU3BOJUTE YCTAHOBKY, 8 allTaIllIO W COMPOBOKIAEHUE THIIOBOTO
IPOTPaMMHOT0 00ECIIEYEHHNS, BXOIAIIETO B COCTAB CHCTEM 3aIHTHI
UH(POPMAIINYE aBTOMATU3HPOBAHHON CHCTEMBI

HaCTPaNBATh U yCTPAHATE HEHCIIPABHOCTH ITPOTPAMMHO-AIIIAPATHEIX CPEICTB
3aIIUTHI HHGOPMALMY B KOMIBIOTEPHBIX CETSX MO 33{AHHBIM IPABAIIAM;

obecreunBaTh paboTOCIOCOGHOCTE, OGHAPYKHBATE U YCTPaHsITh
HEUCIIPaBHOCTH

3HAaTh

COCTaB | IIPUHITUTIBI pa6OTBI ABTOMATU3HUPOBAHHBIX CUCTEM, OII€PAMOHHBIX
CHCTEM H CPEX;

TPUHIAIE! Pa3pabOTKH alTOPHTMOB IPOrPAMM, OCHOBHEIX TIPHEMOB
IPOTPAMMUPOBAHUS;

Mozenu 0a3 JaHHBIX,

TPUHIHKIIB] IOCTPOCHHUS, QUIMIECKHE OCHOBBI PabOThI IIepudepUHTHBIX
YCTPOUCTB;

TCOPETHHECKUE OCHOBEI KOMIOBOTCPHBIX ceTell U ux anmnapaTHbIX KOMIIOHEHT,
CCTECBEBIX MO,I[CJICfI, IIPOTOKOIIOB ¥ IIPUHITUIIOB aapecanyu,




IIOPSIOK YCTAHOBKH U BROZIA B OKCILIIyaTalui0 CPEeACTB 3aIUTEL I/IH(I)OpMaHI/IPI B
KOMITBIOTEPHBIX CETHX;

IPUHIAITBL OCHOBHBIX METOZIOB OPTraHU3AMMH U IPOBEACHNS TEXHHUESCKOTO
00CITy)KHBaHYS BEMHUCIHTENBHOMN TEXHIKA U APYTUX TeXHHUSCKHX CpezncTB
HHQOPMATH3AIKH.
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3. YCJIOBHUA PEAJIM3AITAN MPOTPAMMBI MJIK 01.04

3.1. Tas peannsanun nporpavmsl MJIK 01.04 xo/ukHbI ObITH IPeTyCMOTPEHbI
caexyIomue cenuaibHbIe IoMenenns: Peanu3sanys mporpaMMel IPEANOTaracT HAMIHE
yue6HOrO KabuHeTa, TabopaTopuit HHPOPMAIMOHHEIX TEXHONOTHH, IPOrPAMMHUPOBAHKS I 6a3
JAHHBIX, CETel U CHCTeM IIepeaaur WHGOPMAIUK, IPOrPAMMHEIX ¥ IIPOT PAMMHO-alTapaTHbIX
CPEICTB 3aIUThl HHQOPMALAH.

O6opymoBanue yueGHOro kabuueTa 0 paboaux MecT KabuHeTa:

pabodee MECTO IPEIOAaBATENS,

[0CaOYHEIE MECTa IS 00y JIarOIuXCs;

ayIMOBU3yaTbHBIM KOMILIEKC,

KOMIIIEKT 00yJaromero Marepraina (KOMIIIEKT IPE3eHTaIIiH).

OGopyzoBaHze Ta6OPaTOPHH U pabodrK MeCT Tab0paTOpHH HHEYOPMALHOHHBIX TEXHOIOTHH,
IPOrPaMMHPOBAHUS ¥ 0a3 TaHHBIX:

pa60qne MecTa Ha 043¢ BLIUMCIUTEILHON TEXHUKH, TOAKIIIOYCHHBIC K JIOKAJIbHOU
BBLIYMCITHTEIBHON CETU U I/IH(i)OpMa]_LPIOHHO—TGIIéKOMMYHI/IKaHI/IOHHOﬁ CCTH HHTCpHeT;

IUCTPHOYTHB yCTaHABIMBAEMON ONEPAIIMOHHON CHCTEMEI,

BUPTyaIbHAs MaIlKHa L pabOTEL ¢ OTEPAIHOHHON CHCTEMOK (THIIepBU30D);
CYB/;

CASE-cpencTBa s TPOSKTUPOBaHHs 0a3bl JaHHEIX;

HHCTPYMEHTaIbHAS CPeia POTPaMMHIPOBAHIS;

[IAKEeT IMPUKIIATHBIX IIPOTPaAMM.

OGopymoBanue TabopaTOpHH 1 paboumx MecT 1adopaTopun ceTell U cucTeM Iepeadn
nHbOpMALUN:

paboune MecTa Ha 6a3e BEMMUCIUTENBHON TEXHUKH, IIONKIIFOUCHHBIC K JIOKaTBHOU
BBIUHCIUTENBHOM CeTH B HHMOPMALMOHHO-TeIeKOMMYHIKAIIAORHO) ceTi VIHTepHET;

CTEH/IEI CEeTel mepeady JaHHEBIX;

CTPYKTYypHPOBaHHAsA KaOeIbHas CHCTEMA;

SMyIITOp (IMYIIATOPBL) aKTHBHOTO CETEBOTO 000PYIOBAHMS;
IPOrpaMMHOE 00ECIIEIEHHE CETEBOIO 000PYIOBAHMS.

OGopynoBanye TaG0PATOPUHE B PABOIHX MECT ab0paTOPHH MPOTPAMMHBIX H IPOrPaMMHO-
aNTapaTHBIX CPEICTB 3aIIUTHI HH(OPMAITHHL:



paboune MecTa Ha 6a3e BEUUCIUTEIBHON TEXHUKH, IIOAKITIOUEHHBIE K JIOKATBHON
BBIUHCIIATENHHON CETH ¥ HHPOPMAITHOHHO-TEIEKOMMYHUKAIMOHHON ceTd HTepHeT;

AQHTHBHUPYCHBIA ITPOTPAMMHBIA KOMIIIIEKC,

IporpaMMHO-AIIIapaTHEIC CPEACTBA 3AIIUThI I/IH(l)OpMaHHI/I OT HECAHKIIMOHHPOBAaHBOI'O JOCTYIIA,
6JIOKI/IpOBKI/I JOCTyIla ¥ HapyIm e [NEJIOCTHOCTH.

3.2. UndopManuoHHOe obecredenue 00y IeHrs

T peam3alliy IporpaMMbl OHOTHOTEUHEIN GoH 00pa3oBaTeIbHON OPraHu3alliy JIOTKEH
HAMeTh HedaTHBIE W/WIH SIEKTPOHHEIE 00pa3oBaTeNbHBIC M MH(OPMAIMOHHBIE DECYPCHI,
PEKOMEHTyeMBIX IS HCTIONB30BAHMAS B 00pa30BaTeIBHOM IIPOIIECCE.

3.2.1. OcHOBHBIE I€UATHBIE HCTOYHUKH

1.KnanoB C.A., Usanosa H.IO., Marsxura B.I". OnepaunOHHBIE CUCTEMBL, CETH X HHTCPHET-
TexHomorud — M.: M3gaTensckuii enTp «Axanemusi», 2016.

2 Xoctpos B. B. , Pyuxkun B. H. Ceru u cucTems! epeads napopmarmn — M.: Wz narensckuil
LEHTp «AKamemus», 2016.

3 Kypuo A.IL., Munocnasckast H.I'., Ceraropos M.IO., Torncroit A.M. YpasieHre puckaMu
HH(GOPMAMOHHOM Ge30MacHOCTH. - 2-¢ B3]~ M.: T'opsaas jmHus-Ternexom, 2014.

4 Mensauxos JI. MaopManuonHas 6e30MaCHOCTh OTKPEITEIX CHCTEM.- M.: DopyM, 2013.-

5.0madep B., Onudep H. Kommrrorepabie ceTy. [IpuHIATIEL, TEXHOTIOTAH, TPOTOKOIBL
VuebuuK, 5-¢ uznanue — [utep, 2015.

6.CumuisiE C.B. , Bartaes A.B. , Hamorua H.IO. OnepanyoHHbIC CHCTEMBI — M.: UspaTensckui
IeHTp «Axamemus», 2013.

7.Cxpumazk JI. A. O6Imue BOIPOCH! TEXHUYECKOH 3amuThl HHGOPMALIH: yueOHOe mocobdue /
Cxpumark J[. A. —M.: HaTeprer-YaupepcuteT NH(OPMaLHOHHBIX Texnmonoruit (MHTYUT),
2016.

8. TamenGaym ., Vazepomn JI. KommnsiotepHsie ceT. 5-e u3j. — Ilutep, 2013.

3.2.2. JIono/THATEJIbHbIE He9aTHbIE HCTOTHUKM:

Bestoros A.A., SIxosies A.B., Maptempsros 10.®. be30macHOCTE ONEPANHOHHBIX CHCTCM. M.:
T'emmoc APB, 2008.

Bopuco M.A. OcoGeHHOCTH 3aIlUThI IEPCOHATBHBIX JAHHBIX B TPYIOBBIX OTHOIICHHAX. M.:
JInGpoxom, 2012. — 224 c.



Bpoiino B.JI. BerauciuTebHEIe CUCTEMBL, CETH 1 TeeKOMMYHAKATMY: Y ueOHMK JULT By30B. 2-€
usg. - CII6.: ITurep, 2006 - 703 c.

['y6enKoBA.A. AHbOpMAIMOHHAS 0E30TACHOCTS BEIMUCIHTEIBHEX ceteit: yue0. mocobue / A. A.
I'y6enxos. - Capatos: CI'TY, 2009. - 88 c.

Teiten X. M., Heiiren I1. JDx., Yodrec JI. P. OneparnuoHHBIE CHCTEMBL Yactb 1. OCHOBHIL H
npuamums — M.: Baaom, 2011, - 1024 c.

Ieiten X. M., Hdetiren I1. JDx., Yoduec . P. OnepaniOHHEIC CHCTEMBL. YacTs 2.
Pacmpe/ieieHHBIE CHCTEMBI, CCTH, GesomacHoCTh — M.: Bunom, 2011. — 704 c.

Vsanos B.W., [opmuenko B.H., ITonos I'.H. TudpoBbie ¥ aHATIOTOBBIC CHCTEMBI IIEPENaTH:
Vue6auK.-M.: Topsyast muHuEA-TeIeKOM. , 2008

Kodmrep M., Linux. [lonHOE PyKOBOACTEO — [Tutep, 2011. — 800 c.

Kynaxos B.I'., Farapua M.B., & 1p. VudopmarpoHHas 6€30I1acHOCTD TEIEKOMMYHHKAIIMOHHBIX
crcteM. Yuebnoe nocobue.-M.: Panno u CBA3b, 2008

Jlamoruaa O.P. OCHOBEI ceTeBOH 0€30TTACHOCTH: KpunTorpadhAUeCKue aroOpAUTMbL A IIPOTOKOIEL
B3aEMOIeHCTBIS: YuebHoe nocodue.- 2-€ U3L., UCIpP.~ M.: Unrepuer-YuusepcuteT UT;
BUHOM. JlaGoparopus 3Hanui, 2007.- 531 c.

3.2.3. llepnoguvecKue H3TAHA:

1. Xypuanst Chip/Yum: Xyprai 0 KOMITBEOTEPHOM TEXHUKE 1A MPO(QSCCHOHATIOB ¥ OTBITHBIX
MOJIB30BaTENeH;

2 Kypransl 3amuTa HHbOPMAUH. Wnucann: I/IH(bopMauHOHHo-Mem)mqecm/lﬁ JKypHAIL
3 MadopmarnoHHas 6€301aCHOCTh PETHOHOB: Hay4HO-TIpaKTHUECKUH KypHal

4 Bompock! kubepOe30IacHOCTH. Hay9HEbri, TepronYECKHi, rH(OPMATTHOHHO-METONUIECKHH
KypHa ¢ 6a30BOU crienuann3anyei B o0macTy pHdOpMAIEOHHON 6e30IaCHOCTH. URL:
http://cyberrus.com/

5 Be30macHoCTh HH(bOPMAIMOHHBIX TEXHOIOTHH. TTepro iHEecKyil perieH3upy eMBIH HAYJIHBII
xypaan HASTY MUOU. URL: http://bit.mephi.ru/

3.2.4. DJeKTPOHHbIEC HCTOTHUKH:

1. OBC — ipr.books. JocTym K 5TEKTPOHHOMN GUOHOTETHON CHCTEME AL COTPYTHUKOB
TEXHAKYMA U CTYICHTOB OCYIIECTBIIICTCS IPH HOMOIIH aBTOpH3AIUK OECIIaTHO.
MHbOpMAIMOHHO-CIPABOYHAS CHCTEMA 10 IOKyMEHTAM B 001aCTH TEXHUYIECKOH 3aIlUThI
urdopmarpn www.fstec.ru

2 MudopMannoHHEIA TOPTall 110 GesomacHocTH www.SecurityLab.ru.

3.06pa3oBaTeIbHbIE OPTANIBI 10 pasInIHbM HAIIPABIICHHASIM 00pa30BaHud ¥ TCMATHKE
http://depobr.gov35.ru/



4 Poccuiickuii GuoMeTprdeckuii mopran www.biometrics.ru

5.Caiit xyprana MupopmarinorHas Ge30macHOCTS http://www.itsec.ru —
6.Caitr Hayunoi snekrponso# 6ubnuotexn www.elibrary.ru
7.CrupaBouHo-ipaBoBas cucteMa «I'apant» » www.garant.ru
8.Cpasouno-nipasosas cucrema «Koncynprant [Imocy www.consultant.ru

9.®enepanbHas CIyx6a 0 TEXHHYIECKOMY ¥ 9KcropTHOMY KoHTpono (PCTIK Poccnn)
www.fstec.ru

10.@exmepanbHbI HopTal «MHbOPMAIHOHHO-KOMMYHIKAITHOHHEIE TEXHONOTHH B 00pa30BaHIL
htpp\\:www.ict.edu.ru

11.@enepanbabii mopran «Poccuiickoe obpasopanne www.edu.ru



IIK 1.3. O6ecnieunBats
Gecniepeboiiryro paGoTty
ABTOMATH3UPOBAHHEIX
(MEGOPMAIOHHEIX)
CHCTEM B 3alUINECHHOM
WCIIONTHEHUH B
COOTBETCTBHH C
TpeOOBaHUSIMHU
9KCILIyaTalluOHHOK
JIOKYMEHTAI[HH.

[Ipoenenue nepeuns pabot
10 00ECTIeYEHIIO
becniepeboitHoit paboTE
ABTOMATU3UPOBAHHEIX
(rHGOPMATIHOHHEIX) cHCTEM
B 3aUINEHHOM HCIOIHEHUH
B COOTBETCTBHH C
TpeOOBAHUIMHU
OKCIUTyaTallOHHOH
JOKYMEHTaINH

TECTUPOBAHUC,

9K3aMeH
KBATU(DUKAITMOHHEIH,

SKCIEPTHOE HAOMIO[eHNE
BBIIOTHEHHS JIAOOPATOPHEIX
pabor,

SKCIIEPTHOE HAOMFOIeHHE
BEIIOTHEHUS TPAKTHYECKHX
pador,

OIICHKA PEIICHUA
CUTYallTUOHHBIX 3a1a4,

OILIEHKa TpoIlecca H
PE3YIBTATOB BBIIOIHEHHAS
BUIOB paOOT Ha MPAKTHKE

IIK 1.4. OcymecTBiaTh
IIPOBEPKY TEXHHYECKOTO
COCTOSHUS, TEXHHIECKOE
o0OcIyXuBaHHE U
TEKYIUHA PEMOHT,
YCTPaHSTh OTKa3bl U
BOCCTaHABIIMBATE
paboToCIIOCOOHOCTE
aBTOMAaTHU3UPOBAHHEIX
(MEGOPMAITMOHHEIX)
CHCTEM B 3aITUINEHHOM
HCIIOTHECHHH.

IIposBnsTh 3HAHNS U
YMEHUS B IIPOBEPKE
TEXHUYECKOIO COCTOSHUSA,
IIPOBEICHUY TEKYINEr0
PEMOHTA ¥ TEXHAIECKOIO
o0cy)XuBaHus, B
YCTPaHEHUU OTKA30B U
BOCCTaHOBIICHUH
paboTocmocobHOCTH
aBTOMATU3UPOBAHHEIX
(vEGOPMAHOHHEIX) CHCTEM
B 3aI[AINEHHOM UCITOHEHUH

TCCTHPOBAHHUE,

JK3aMEH
KBATU(UKAAOHHEIH,

SKCIEPTHOE HAOTIOICHNE
BEIIIOJIHEHNS JIAO0PATOPHEIX
pabor,

SKCIEPTHOE HabmoneHne
BBIIIOTHEHUS TPAKTHYECKHX
pabor,

OLCHKA PCIICHUA
CUTYyallHOHHBIX 3a/1a4,

OILIEHKa IpoIlecca u
pPE3yJIbTaTOB BHIIOTHEHHUS
BHJIOB pabOT Ha MPaKTHKE




